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IDENTIFYING RFID TAG MOVING
COHERENTLY WITH READER

BACKGROUND

The invention relates in general to the use of radio fre-
quency identification (RFID) tags. In particular, the inven-
tions relate to identifying one or more RFID tags that are
moving along with a moving RFID reader.

Radio frequency identification (RFID) tags are electronic
devices that may be affixed to items whose presence is to be
detected and/or monitored. RFID tags are classified based on
standards defined by national and international standards
bodies (e.g., EPCGlobal and ISO). Standard tag classes
include Class 0, Class 1, and Class 1 Generation 2 (referred to
herein as “Gen 2”). The presence of an RFID tag, and there-
fore the presence of the item to which the tag is affixed, may
be checked and monitored wirelessly by an “RFID reader”,
also known as a “reader-interrogator”, “interrogator”, or sim-
ply “reader.” Readers typically have one or more antennas for
transmitting radio frequency signals to RFID tags and receiv-
ing responses from them. An RFID tag within range of a
reader-transmitted signal responds with a signal including a
unique identifier.

With the maturation of RFID technology, efficient commu-
nication between tags and readers has become a key enabler
in supply chain management, especially in manufacturing,
shipping, and retail industries, as well as in building security
installations, healthcare facilities, libraries, airports, ware-
houses etc.

Unlike bar codes, which are read in a line of sight by a laser
reader, RFID tags are read wirelessly and not necessarily in a
line of sight. This is an advantage in situations where there are
tags affixed to objects that can not be seen, such as boxes
stacked in a warehouse. An RFID reader in proximity of the
tags senses them regardless of whether or not they can be
“seen”. Although this is an advantage in managing many
types of packages and materials, it is a disadvantage in one
respect. Because RFID tags are read wirelessly using radio
signals, it is not easy to identify particular tags that are mov-
ing coherently (synchronously) with a reader. For example, a
forklift operator carrying a reader with him moves a pallet of
goods, marked by an RFID tag affixed to the pallet, in a
warehouse from point A to point B. There are hundreds of
pallets in the warehouse. It may be useful to know which
pallet is being moved at that particular time. One way of
accomplishing this type of task is to read all tags within range
at a point in time. Later, after one or more tags has been
moved, the universe of tags remaining is read. Those that
produce a read the second time have not been moved and can
be subtracted from the universe of tags previously read. Tags
that did not read are presumed to have been moved. This
process is not convenient for many object management situ-
ations.

What is needed is a way of easily and quickly determining
which tags are being moved along with an RFID reader in
contrast to those tags that are not being moved or are being
moved other than along with the RFID reader.

SUMMARY

This section is for the purpose of summarizing some
aspects of the inventions described more fully in other sec-
tions of this patent document. It briefly introduces some pre-
ferred embodiments. Simplifications or omissions may be
made to avoid obscuring the purpose of the section. Such
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simplifications or omissions are not intended to limit the
scope of the claimed inventions.

The inventions described in this patent document relate in
general to identifying one or more RFID tags that may be
moving along with a mobile reader. For example, an RFID tag
affixed to a pallet of goods in a warehouse may be moved by
a forklift operator carrying or wearing a reader. Using the
techniques described herein, the pallet in motion can easily be
distinguished from those that remain stationary or a moving
other than with the reader. In this patent document, movement
along with a reader is considered to be “coherent” motion.

The inventions can be implemented in numerous ways,
including methods, systems, devices, and computer readable
medium. Several embodiments of the inventions are dis-
cussed below, but they are not the only ways to practice the
inventions described herein.

BRIEF DESCRIPTION OF THE
DRAWINGS/FIGURES

The accompanying drawings, which are incorporated
herein and form a part of the specification, illustrate the
present invention and, together with the description, further
serve to explain the principles of the invention and to enable
a person skilled in the pertinent art to make and use the
invention.

FIG. 1 shows an environment where RFID readers com-
municate with an exemplary population of RFID tags.

FIG. 2 shows a block diagram of receiver and transmitter
portions of an RFID reader.

FIG. 3 shows a block diagram of an exemplary radio fre-
quency identification (RFID) tag.

FIG. 4A illustrates an exemplary environment where an
RFID reader is being moved over some distance, and where a
first RFID tag is in synchronous motion with the RFID reader,
while a second and third RFID tag are not in synchronous
motion with respect to the RFID reader.

FIG. 4B is another view of the exemplary environment of
FIG. 4A, including a time series of illustrations showing the
relationship between the first RFID tag in synchronous
motion with the RFID reader, and a radio frequency wave
emanating from an antenna of the RFID reader.

FIG. 4C is another view of the exemplary environment of
FIG. 4A, including a time series of illustrations showing the
relationship between the second and third RFID tags not in
synchronous motion with the RFID reader, and a radio fre-
quency wave emanating from an antenna of the RFID reader.

FIG. 5A is an exemplary plot of the energy returned to the
exemplary RFID reader of FIG. 4A by the first RFID tag in
synchronous motion with the RFID reader.

FIG. 5B is an exemplary plot of the energy returned to the
exemplary RFID reader of FIG. 4A by the second and third
RFID tags not in synchronous motion with the RFID reader.

FIG. 6 illustrates exemplary patterns of RF signal radiation
from an exemplary RFID reader at different RF frequencies.

FIG. 7 illustrates exemplary interactions between an exem-
plary RFID reader and an exemplary RFID tag at various
exemplary frequencies that may be used by the exemplary
RFID reader, where the RFID tag is stationary relative to the
reader.

FIG. 8 is a time series of images of two exemplary RFID
tags, one stationary relative to an exemplary RFID reader and
one in motion relative to the exemplary RFID reader.

FIG. 9 shows two plots which reflect exemplary correla-
tions or lack of correlations between received signal strength
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from an exemplary RFID tag and the frequency of a read from
an exemplary RFID reader, based on the exemplary tags and
exemplary reader of FIG. 8.

FIG. 10 shows an exemplary environment where an exem-
plary RFID reader is being moved over some distance, and
various exemplary RFID tags are present.

FIG. 11 is a plot of the visibility over time of the exemplary
RFID tags of FIG. 10.

FIG. 12 is a flowchart of method to determine whether an
RFID tag is moving coherently with an RFID reader.

DETAILED DESCRIPTION

In the following description, numerous specific details are
set forth in order to provide a thorough understanding of the
present invention. However, it will become obvious to those
skilled in the art that the present invention may be practiced
without these specific details. The description and represen-
tation herein are the common means used by those experi-
enced or skilled in the art to most effectively convey the
substance of their work to others skilled in the art. In other
instances, well-known methods, procedures, components,
and circuitry have not been described in detail to avoid unnec-
essarily obscuring aspects of the present invention.

References in the specification to “one embodiment,” “an
embodiment,” “an example embodiment,” etc., indicate that
the embodiment described may include a particular feature,
structure, or characteristic, but every embodiment may not
necessarily include the particular feature, structure, or char-
acteristic. Moreover, such phrases are not necessarily refer-
ring to the same embodiment. Further, when a particular
feature, structure, or characteristic is described in connection
with an embodiment, it is submitted that it is within the
knowledge of one skilled in the art to effect such feature,
structure, or characteristic in connection with other embodi-
ments whether or not explicitly described.

1. Exemplary Operating Environment

2. Overview of Methods To Identify An RFID Tag Moving

Coherently With Reader

First Exemplary Method To Identity An RFID Tag Moving

Coherently With Reader

. Second Exemplary Method To Identify An RFID Tag Mov-
ing Coherently With Reader

. Third Exemplary Method To Identify An RFID Tag Mov-
ing Coherently With Reader

. Fourth Exemplary Method To Identify An RFID Tag Mov-

ing Coherently With Reader

Conclusion

3.

7.

1. Exemplary Operating Environment

Before describing embodiments of the inventions in detail,
it is helpful to describe an example RFID communications
environment in which the inventions may be implemented.
FIG. 1 illustrates an environment 100 where RFID tag readers
104 (readers 104a and 1045 shown in FIG. 1) communicate
with an exemplary population 120 of RFD tags 102. As shown
in FIG. 1, the population 120 of tags includes seven tags
102a-102g. A population 120 may include any number of tags
102.

Environment 100 includes any number of one or more
readers 104. For example, environment 100 includes a first
reader 104a and a second reader 1045. Readers 1044 and/or
1045 may be requested by an external application to address
the population of tags 120. Alternatively, reader 104a and/or
reader 1045 may have internal logic that initiates communi-
cation, or may have a trigger mechanism that an operator of a
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reader 104 uses to initiate communication. Readers 104a and
1045 may also communicate with each other in a reader
network (see FIG. 2).

As shown in FIG. 1, reader 104a “reads” tags 120 by
transmitting an interrogation signal 110a to the population of
tags 120. Interrogation signals may have signal carrier fre-
quencies or may comprise a plurality of signals transmitted in
a frequency hopping arrangement. Readers 104a and 1045
typically operate in one or more of the frequency bands allot-
ted for this type of RF communication. For example, the
Federal Communication Commission (FCC) defined fre-
quency bands of 902-928 MHz and 2400-2483.5 MHz for
certain RFID applications.

Tag population 120 may include tags 102 of various types,
such as, for example, various classes of tags as enumerated
above. Thus, in response to interrogation signals, the various
tags 102 may transmit one or more response signals 112 to an
interrogating reader 104. Some of the tags, for example, may
respond by alternatively reflecting and absorbing portions of
signal 104 according to a time-based pattern or frequency.
This technique for alternatively absorbing and reflecting sig-
nal 104 is referred to herein as backscatter modulation. Typi-
cally, such backscatter modulation may include one or more
alpha-numeric characters that uniquely identify a particular
tag. Readers 104a¢ and 1045 receive and obtain data from
response signals 112, such as an identification number of the
responding tag 102. In the embodiments described herein, a
reader may be capable of communicating with tags 102
according to various suitable communication protocols,
including Class 0, Class 1, EPC Gen 2, other binary traversal
protocols and slotted aloha protocols, and any other protocols
mentioned elsewhere herein, and future communication pro-
tocols. Additionally, tag population 120 may include one or
more tags having the packed object format described herein
and/or one or more tags not using the packed object format
(e.g., standard ISO tags).

FIG. 2 shows a block diagram of an example RFID reader
104. Reader 104 includes one or more antennas 202, a
receiver and transmitter portion 220 (also referred to as trans-
ceiver 220), a baseband processor 212, and a network inter-
face 216. These components of reader 104 may include soft-
ware, hardware, and/or firmware, or any combination thereof,
for performing their functions.

Baseband processor 212 and network interface 216 are
optionally present in reader 104. Baseband processor 212
may be present in reader 104, or may be located remote from
reader 104. For example, in an embodiment, network inter-
face 216 may be present in reader 104, to communicate
between transceiver portion 220 and a remote server that
includes baseband processor 212. When baseband processor
212 is present in reader 104, network interface 216 may be
optionally present to communicate between baseband proces-
sor 212 and a remote server. In another embodiment, network
interface 216 is not present in reader 104.

In an embodiment, reader 104 includes network interface
216 to interface reader 104 with a communications network
218. As shown in FIG. 2, baseband processor 212 and net-
work interface 216 communicate with each other via a com-
munication link 222. Network interface 216 is used to provide
an interrogation request 210 to transceiver portion 220 (op-
tionally through baseband processor 212), which may be
received from a remote server coupled to communications
network 218. Baseband processor 212 optionally processes
the data of interrogation request 210 prior to being sent to
transceiver portion 220. Transceiver 220 transmits the inter-
rogation request via antenna 202.
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Reader 104 has at least one antenna 202 for communicat-
ing with tags 102 and/or other readers 104. Antenna(s) 202
may be any type of reader antenna known to persons skilled in
the relevant art(s), including for example and without limita-
tion, a vertical, dipole, loop, Yagi-Uda, slot, and patch
antenna type.

Transceiver 220 receives a tag response via antenna 202.
Transceiver 220 outputs a decoded data signal 214 generated
from the tag response. Network interface 216 is used to trans-
mit decoded data signal 214 received from transceiver portion
220 (optionally through baseband processor 212) to a remote
server coupled to communications network 218. Baseband
processor 212 optionally processes the data of decoded data
signal 214 prior to being sent over communications network
218.

In embodiments, network interface 216 enables a wired
and/or wireless connection with communications network
218. For example, network interface 216 may enable a wire-
less local area network (WLAN) link (including a IEEE
802.11 WLAN standard link), a BLUETOOTH link, and/or
other types of wireless communication links. Communica-
tions network 218 may be alocal area network (LAN), a wide
area network (WAN) (e.g., the Internet), and/or a personal
area network (PAN).

In embodiments, a variety of mechanisms may be used to
initiate an interrogation request by reader 104. For example,
an interrogation request may be initiated by a remote com-
puter system/server that communicates with reader 104 over
communications network 218. Alternatively, reader 104 may
include a finger-trigger mechanism, a keyboard, a graphical
user interface (GUI), and/or a voice activated mechanism
with which a user of reader 104 may interact to initiate an
interrogation by reader 104.

In the example of FIG. 2, transceiver portion 220 includes
a RF front-end 204, a demodulator/decoder 206, and a modu-
lator/encoder 208. These components of transceiver 220 may
include software, hardware, and/or firmware, or any combi-
nation thereof, for performing their functions. Example
description of these components is provided as follows.

Modulator/encoder 208 receives interrogation request 210,
and is coupled to an input of RF front-end 204. Modulator/
encoder 208 encodes interrogation request 210 into a signal
format, such as, for example, one of pulse-interval encoding
(PIE), FMO, or Miller encoding formats, modulates the
encoded signal, and outputs the modulated encoded interro-
gation signal to RF front-end 204.

RF front-end 204 may include one or more antenna match-
ing elements, amplifiers, filters, an echo-cancellation unit, a
down-converter, and/or an up-converter. RF front-end 204
receives a modulated encoded interrogation signal from
modulator/encoder 208, up-converts (if necessary) the inter-
rogation signal, and transmits the interrogation signal to
antenna 202 to be radiated. Furthermore, RF front-end 204
receives a tag response signal through antenna 202 and down-
converts (if necessary) the response signal to a frequency
range amenable to further signal processing.

Demodulator/decoder 206 is coupled to an output of RF
front-end 204, receiving a modulated tag response signal
from RF front-end 204. In an EPC Gen 2 protocol environ-
ment, for example, the received modulated tag response sig-
nal may have been modulated according to amplitude shift
keying (ASK) or phase shift keying (PSK) modulation tech-
niques. Demodulator/decoder 206 demodulates the tag
response signal. For example, the tag response signal may
include backscattered data formatted according to FMO or
Miller encoding formats in an EPC Gen 2 embodiment.
Demodulator/decoder 206 outputs decoded data signal 214.
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The configuration of transceiver 220 shown in FIG. 2 is
provided for purposes of illustration, and is not intended to be
limiting. Transceiver 220 may be configured in numerous
ways to modulate, transmit, receive, and demodulate RFID
communication signals, as would be known to persons skilled
in the relevant art(s).

The inventions described herein are applicable to any type
of RFID tag. FIG. 3 is a schematic block diagram of an
example radio frequency identification (RFID) tag 102. Tag
102 includes a substrate 302, an antenna 304, and an inte-
grated circuit (IC) 306. Antenna 304 is formed on a surface of
substrate 302. Antenna 304 may include any number of one,
two, or more separate antennas of any suitable antenna type,
including for example dipole, loop, slot, and patch. IC 306
includes one or more integrated circuit chips/dies, and can
include other electronic circuitry. IC 306 is attached to sub-
strate 302, and is coupled to antenna 304. IC 306 may be
attached to substrate 302 in a recessed and/or non-recessed
location.

1C 306 controls operation of tag 102, and transmits signals
to, and receives signals from RFID readers using antenna 304.
In the example of FIG. 3, IC 306 includes a memory 308, a
control logic 310, a charge pump 312, ademodulator 314, and
a modulator 316. Inputs of charge pump 312, and demodula-
tor 314, and an output of modulator 316 are coupled to
antenna 304 by antenna signal 328.

Demodulator 314 demodulates a radio frequency commu-
nication signal (e.g., interrogation signal 110) on antenna
signal 328 received from a reader by antenna 304. Control
logic 310 receives demodulated data of the radio frequency
communication signal from demodulator 314 on an input
signal 322. Control logic 310 controls the operation of RFID
tag 102, based on internal logic, the information received
from demodulator 314, and the contents of memory 308. For
example, control logic 310 accesses memory 308 via a bus
320 to determine whether tag 102 is to transmit a logical “1”
or a logical “0” (of identification number 318) in response to
a reader interrogation. Control logic 310 outputs data to be
transmitted to a reader (e.g., response signal 112) onto an
output signal 324. Control logic 310 may include software,
firmware, and/or hardware, or any combination thereof. For
example, control logic 310 may include digital circuitry, such
as logic gates, and may be configured as a state machine in an
embodiment.

Modulator 316 is coupled to antenna 304 by antenna signal
328, and receives output signal 324 from control logic 310.
Modulator 316 modulates data of output signal 324 (e.g., one
or more bits of identification number 318) onto a radio fre-
quency signal (e.g., a carrier signal transmitted by reader 104)
received via antenna 304. The modulated radio frequency
signal is response signal 112 (see FIG. 1), which is received
by reader 104. In one example embodiment, modulator 316
includes a switch, such as a single pole, single throw (SPST)
switch. The switch is configured in such a manner as to
change the return loss of antenna 304. The return loss may be
changed in any of a variety of ways. For example, the RF
voltage at antenna 304 when the switch is in an “on” state may
be set lower than the RF voltage at antenna 304 when the
switchis in an “off” state by a predetermined percentage (e.g.,
30 percent). This may be accomplished by any of a variety of
methods known to persons skilled in the relevant art(s).

Charge pump 312 (or other type of power generation mod-
ule) is coupled to antenna 304 by antenna signal 328. Charge
pump 312 receives a radio frequency communication signal
(e.g., acarrier signal transmitted by reader 104) from antenna
304, and generates a direct current (DC) voltage level that is
output on tag power signal 326. Tag power signal 326 powers
circuits of IC die 306, including control logic 320.

Charge pump 312 rectifies a portion of the power of the
radio frequency communication signal of antenna signal 328
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to create a voltage power. Charge pump 312 increases the
voltage level of the rectified power to a level sufficient to
power circuits of IC die 306. Charge pump 312 may also
include a regulator to stabilize the voltage of tag power signal
326. Charge pump 312 may be configured in any suitable way
known to persons skilled in the relevant art(s). For description
of an example charge pump applicable to tag 102, refer to
U.S. Pat. No. 6,734,797, titled “Identification tag Utilizing
Charge Pumps for Voltage Supply Generation and Data
Recovery,” which is incorporated by reference herein in its
entirety. Alternative circuits for generating power in a tag, as
would be known to persons skilled in the relevant art(s), may
be present. Further description of charge pump 312 is pro-
vided below.

It will be recognized by persons skilled in the relevant art(s)
that tag 102 may include any number of modulators, demodu-
lators, charge pumps, and antennas. Tag 102 may additionally
include further elements, including an impedance matching
network and/or other circuitry. Furthermore, although tag 102
is shown in FIG. 3 as a passive tag, tag 102 may alternatively
be an active tag (e.g., powered by battery).

Memory 308 is typically a non-volatile memory, but can
alternatively be a volatile memory, suchas a DRAM. Memory
308 stores data, including an identification number 318. In a
Gen-2 tag, tag memory 308 may be logically separated into
four memory banks.

2. Overview of Methods to Identify an RFID Tag Moving
Coherently with Reader

The following sections of this specification, along with
FIGS. 4 through 9, describe exemplary embodiments that
incorporate the features of the inventions. The embodiment(s)
described, and references in the specification to “exemplary
embodiment”, “one embodiment”, “an embodiment”, “an
example embodiment”, etc., indicate that the embodiment(s)
described may include a particular procedure, operation, step,
feature, structure, or characteristic, but every embodiment
may not necessarily include the particular procedure, opera-
tion, step, feature, structure, or characteristic. Moreover, such
phrases are not necessarily referring to the same embodiment.
Further, when a particular procedure, operation, step, feature,
structure, or characteristic is described in connection with an
embodiment, it is understood that it is within the knowledge
of one skilled in the art to effect such procedure, operation,
step, feature, structure, or characteristic in connection with
other embodiments whether or not explicitly described.

One or more embodiments of the inventions are now
described. While specific methods and configurations are
discussed, it should be understood that this is done for illus-
tration purposes only. A person skilled in the art will recog-
nize that other configurations and procedures may be used
without departing from the spirit and scope of the invention.

In particular, the inventions are described in the context of
an environment where an RFID reader may be in motion
while reading RFID tags which may or may not be in motion
in relation to the RFID reader. Persons skilled in the relevant
arts will recognize that the elements, methods, techniques,
and principles of the inventions may be applied, with suitable
modifications, to other kinds of RF systems suitable for iden-
tifying a radio frequency marker.

3. First Exemplary Method to Identify an RFID Tag Moving
Coherently with Reader

FIG. 4A illustrates an exemplary environment 400 which
may, for example, be a warehouse or other facility where an
RFID reader 104 moves along with a piece of equipment or by
being carried/worn by an operator. Exemplary environment
400 may have, for example, a vehicle 405 such as the forklift
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pictured, used for moving items within a warchouse. Vehicle
405 has associated with it an exemplary RFID reader 104 with
RFID reader antenna 202.

FIG. 4A shows three snapshots in time of the movement of
vehicle 405 with RFID reader 104, specifically starting at
time t,, continuing through time t,+P, and then continuing
until time t,+2P. It may be seen that over this period of time
vehicle 405 moves a distance across warehouse 400, as seen
by the progression of events from the lower part of FIG. 4A
representing time t,, to the middle part of FIG. 4A represent-
ing time t,+P, to the top of FIG. 4A representing time t,+2P.

Also shown in FIG. 4A is that vehicle 405 may be carrying
an exemplary object, box, or container 410, and that exem-
plary container 410 may have associated with itan RFID Tagl
102a. Container 410 is resting securely on vehicle 405 and
Tagl 102a is attached to container 410. In this embodiment
RFID reader 104 is attached to vehicle 405 and is stationary in
relation to vehicle 405.

Because Tagl 102 is affixed to container 410 and is being
carried by vehicle 405, there is a fixed relative distance
between antenna 202 of RFID reader 104 and Tagl 102a.
That fixed distance is indicated by the line labeled D1. It can
be seen through the progression of drawings that even as
vehicle 405 moves through environment 400, container 410,
RFID reader 104, associated antenna 202 and Tagl 102a all
remain in a fixed relationship with the vehicle 405. Therefore,
over time, the distance D1 remains constant as long as con-
tainer 410 is being carried by vehicle 405.

The time interval between each of the three views of the
vehicle 405 (and associated elements) shown in FIG. 4A is
denoted as time interval P. In this exemplary embodiment,
RFID reader 104 will emit a signal at a given frequency f, and
that frequency f has a corresponding fundamental period P
as well as an associated wavelength A (discussed further
below). For ease of description the time interval P illustrated
in FIG. 4A is some integer multiple of the fundamental period
P, that is, P=n*P, where ‘n’ is an integer value. As will be
discussed in detail below, Tagl 102a, whose distance D1 from
reader 104 remains fixed, when interrogated, should always
return a signal of approximately constant strength at those
time intervals denoted by to, t,+P/2, t,+P, t,+3P/2, t,+2P,
t,+5P/2, 1,+3P, etc.

Also seen in exemplary environment 400 is a second Tag2
1024. Tag 2 1024 is stationary within the environment 400.
For example, Tag2 1025 may be attached to a box or some
other product or storage unit within warechouse environment
400 which is currently stationary with respect to the facility.
Therefore Tag2 1025 remains stationary while vehicle 405 is
in motion. Therefore, there is relative motion between vehicle
405 and Tag2 102b. Attime t,, Tag2 1025 is at a distance D2,
from antenna 202. Attime t,+P, Tag2 1025 is ata distance D2,
from antenna 202. Finally, at time t,+2P, Tag2 1025 is at
distance D2, from antenna 202.

Also seen in exemplary environment 400 is a third tag,
Tag3 102¢ which is also in motion. However, Tag3 102¢ is in
motion independently of vehicle 405 (for example, a person
may be carrying an object to which is attached Tag3 102c¢).
Whatever the cause of motion of Tag3 102c, the result is that
while Tag3 102¢ is in motion, it is unlikely to be in motion that
is synchronous or coherent with vehicle 405. Consequently,
Tag3 102c¢ is not in coherent motion with RFID reader 104;
this can be seen from the varied distances between Tag3 102¢
and antenna 202 of RFID reader 104.

For example, at time t,, Tag3 is at a distance D3, from
antenna 202 of RFID reader 104. At time t,+P, Tag3 102¢ is at
adistance D3, from antenna 202. Finally, at time t,+2P, Tag3
102c¢ is at a distance D3, from antenna 202.
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FIG. 4B examines the circumstances shown in FIG. 4a
from another point of view. FIG. 4B shows an exemplary RF
signal 420 having a wavelength A that emanates from antenna
202 of RFID reader 104, which is associated with exemplary
vehicle 405. For purposes of illustration in FIG. 4B, Tagl
102a is placed at a particular distance from antenna 202. Tagl
102a is shown to be a distance of one and a half wavelengths
(that is, 1.5*)) from antenna 202. It will be understood by
persons skilled in the relevant arts that this distance of one and
a half wavelengths is purely for convenience in the illustra-
tion.

Exemplary RF signal 420 has a maximum amplitude A.
Tagl 1024 is at a fixed distance from antenna 202, and thus is
positioned at a particular phase of that RF signal 420. In the
example shown, at time t0, Tagl 102a happens to be posi-
tioned at a point where it is receiving a maximum amplitude
425 from RF signal 420. Shown also in FIG. 4B is the transit
of RF signal 420 at a series of time slices, specifically times
to+P/2, t+P, t,+3P/2, and t,+2P.

At time t,+P/2, RF wave 420 is exactly 180° out of phase
with its position at time t,. As a consequence, Tagl 102a still
sees a maximum amplitude and would still at that time there-
fore return a maximum signal. Similarly (and noting again
that Tag1 1024 does not move over time in relation to antenna
202), at times ty+P, t,+3P/2 and t,+2P, Tagl 102a will see a
maximum amplitude 425 of RF signal 420; consequently,
Tagl 102a will return a maximum signal at these times. This
is therefore an indication that Tagl 102a is moving synchro-
nously or coherently with RFID reader 104 and its antenna
202.

FIG. 4C is another view of environment 400, this time
focusing on Tag2 10256 and Tag3 102¢. Again, Tag2 1026 and
Tag3 102¢ are shown in relation to RFID reader 104 and
reader antenna 202. (Note however that for reasons of space
the distances between Tag2 1026 and antenna 202, or the
distance between Tag3 102¢ and antenna 202, are not neces-
sarily drawn in proportion to the distances as they were por-
trayed in FIG. 4A.)

What is consistent, however, between FIG. 4A and FIG. 4C
is that both Tag2 1025 and Tag3 102¢ are shown as being in
motion over time relative to RFID reader 104 and RFID
reader antenna 202. Once again, five time slices are pre-
sented: t,, to+P/2, t,+P, t,+3P/2, and t,+2P.

Because of the relative motion between RFID Reader 104
and Tag 2 1025, Tag 2 1025 will not always be at the same
phase of an RF wave emitted by antenna 202. In the case of
Tag2 1025 it can be seen that at a first time t,, Tag2 1025 is
located in relation to antenna 202 at a position wherein it
receives a maximum amplitude 427' of RF signal 420 At time
t,+P Tag2 10254 is seen to receive an amplitude of energy 427"
which is less than 427'. At time t,+2P Tag2 1025 is seen to be
in a position relative to antenna 202, and in relation to RF
signal 420, such that Tag2 1024 receives only a very small
amount of energy 427"". Because Tag2 1025 is not always at
the same phase of radio wave 420 it does not consistently
respond to RFID Reader 104 in the same manner. It can also
be seen by looking at the location of Tag2 at times t0+P/2 and
t0+3P/2 that Tag2 is at locations where it will receive amounts
of energy which are less than the full amplitude of RF signal
420.

Similarly, it can be seen from inspection of FIG. 4C that
Tag3, as it changes position at various times, also receives at
these various times varying amounts of RF energy 429', 429",
429" from RF signal 420.

In summary, at periodic intervals such as t,, t,+P or t,+2P,
where the periods are integer multiples of the period P of RF
signal 420, Tag2 1025 and Tag3 102¢ do not receive consis-
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tent amounts of energy from RF signal 420. Rather, as a result
of'their motion in relation to antenna 202, they receive incon-
sistent amounts of energy from RF signal 420. Similarly,
observing the energies received by Tag2 1025 or Tag3 102¢ at
times t,+P/2 and t,+3P/2, it may again be observed that the
amounts of energy received respectively by each tag at these
times (that is, times which are separated by multiples of the
period P of RF signal 420) are not consistent amounts of
energy. This is a reflection of the fact that these tags are in
non-coherent motion in relation to RFID reader 104.

This is unlike the case for Tagl 102a which was examined
indetail in FIG. 4B, where at intervals of time equal to integer
multiples of the period P of RF wave 420, Tagl 1024 could be
expected to receive a consistent amount of energy.

FIGS. 5A and 5B provide exemplary plots 500 and 550,
respectively, of the energy returned by an RFID tag 102 to
RFID reader 104 in exemplary environment 400 and help to
illustrate how an RFID tag moving coherently with a reader
can be easily identified.

Exemplary plot 500 shows the RSSI values, or received
energy values, from Tagl 1024 at various times shown in FIG.
4. In plot 500 it is shown that at successive time intervals
which are synchronous with the half period of the RF signal
420, and starting with time t,, Tag1 102a (1abeled also as “T1”
in plot 500) will consistently return an amount of energy
which is at a maximum amplitude, here indicated by the letter
M. This is an indication that Tagl 102a is moving coherently
with RFID reader 104. As explained above in conjunction
with FIG. 4B, if at a time t,, Tagl 102a is located at a peak of
RF signal 420, then at time intervals of P/2, P, 3P/2, 2P, etc.,
RF signal 420 will again present its peak amplitude to Tagl
102a; therefore Tagl 102a will return a maximum energy.

As is also shown in plot 500, at other times Tagl 102a may
receive less energy and therefore return less energy, as indi-
cated by a lower RSSI value for the dotted, shaded markers for
Tagl 102a. However, as long as measurements are made at
intervals which reflect the half period P/2 of RF signal 420
emitted by RFID reader 104, those measurements of the
received energy reading of Tagl 102qa should have substan-
tially consistent value.

FIG. 5B presents exemplary plot 550 showing the RSSI
values or received energy values, from Tags2 10256 and Tags3
102¢ of exemplary environment 400 as a function of the time.
Again, the time intervals shown are halfintervals of the period
P of RF signal 420, at successive times t,, t,+P/2, t,+P, t,+3P/
2, and t,+2P. As can be clearly seen from the plot, there is no
particular correlation or consistency between the energies
actually received from Tag2 1025 at these periodic time inter-
vals; a similar lack of correlation or consistency is observed
for the readings of Tag3 102¢. This lack of consistency is a
direct result of the fact that neither Tag2, 1026 nor Tag3 102c¢,
are consistently at the same phase of RF signal 420. This lack
of consistency may be taken as an indicator that both Tag2
1024 and Tag3 102¢ are not moving coherently with RFID
reader 104.

4. Second Exemplary Method to Identify an RFID Tag Mov-
ing Coherently with Reader

Certain RFID tag arrangements utilize a frequency hop-
ping scheme wherein the reader interrogation signal includes
discrete bursts of signal at different frequencies with inaband
of frequencies. The discrete bursts can be transmitted accord-
ing to a pattern or randomly. For example, UHF RFID readers
in the United States are said to operate at 915 MHz, but may
actually operate in a range from 902 MHz to 928 MHz inclu-
sive. They may frequency hop randomly, or in some prede-
termined sequence or pseudo random sequence, to frequen-
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cies from 902 MHz to 928 MHz inclusive. FIG. 6
schematically represents an RFID reader 104 operating at
three distinct frequencies: F1, F2, and F3.

Also shown schematically are representations of the
antenna radiation patterns associated with the different fre-
quencies. As is well known in the art, different frequencies
can result in changes in the radiative pattern from an antenna,
which is illustrated in FIG. 6. Three different exemplary
radiative patterns are illustrated, exemplary radiative pattern
630 associated with frequency F1, exemplary radiative pat-
tern 640 associated with frequency F2, and exemplary radia-
tive pattern 650 associated with frequency F3.

For each of the three exemplary radiative frequency pat-
terns 630, 640 and 650, two lobes of the radiation pattern are
depicted. A primary lobe is depicted by two overlapping
radiative areas 662 and 664, where area 662 is a region of
stronger radiative output and area 664 is a region of weaker
radiative output. Also, shown is side lobe 666 which may have
a different level of radiative strength than area 662 or 664.
However, for convenience in the discussion which follows, it
may be assumed that side lobe 666 has a radiative power or
strength which is the same as the power within radiative area
662.

Persons skilled in the relevant arts will recognize that
actual patterns of radiative power dispersal from antenna 202
may vary significantly from that shown, and will in general
depend on the precise design of antenna 202 and other factors.
Similarly, persons skilled in the relevant arts will recognize
that the degree of variation between antenna patterns 630,
640, and 650 may have been exaggerated for illustrative pur-
poses. Further, persons skilled in the relevant arts will recog-
nize that the strength of the RF signal may vary continuously
in space, rather than being segmented into regions of distinct
strength with specific boundaries.

However, persons skilled in the relevant arts will recognize
that a pattern of energy dispersal with varying strength in
space does exist for an RF signal emitted from an antenna, and
further that the pattern does typically vary with frequency in
amanner suggested by exemplary radiative patterns 630, 640,
and 650, with regions of stronger radiation, weaker radiation,
and null zones.

FIG. 7 again depicts RFID reader 104 coupled to antenna
202. FIG. 7 also depicts an RFID tag labeled as Tagl 102a.
RFID reader 104 may be stationary or may be in motion. Tagl
102a is stationary relative to RFID reader 104, and in particu-
lar relative to RFID reader antenna 202. Therefore, if RFID
reader 104 is in motion, then Tagl 102¢ is also in motion
synchronously, or coherently, with RFID reader 104, such
that Tag1 102a maintains the same relative position over time
in relation to antenna 202.

FIG. 7 illustrates the interaction between RFID reader 104
with antenna 202, and Tagl 102a, at the various frequencies
that may be used by RFID reader 104.

For example, when RFID reader 104 is operating at fre-
quency F1, and therefore antenna 202 is displaying radiative
pattern 630, Tagl 1024 may fall in a null region of radiative
pattern 630. As a consequence Tagl 102a does not receive any
energy from RFID reader 104. Therefore, as a further conse-
quence, Tagl 102a does not send a signal back to RFID reader
104; hence, during the period when RFID reader 104 is oper-
ating at frequency F1, Tagl 102a is not detected.

When RFID reader 104 is operating at frequency F2,
antenna 202 exhibits radiative pattern 640. With Tagl 102q
remaining in the same position relative to antenna 202 (as a
result of moving synchronously or coherently in relation to
antenna 202 of reader 104, if antenna 202 is in motion), Tagl
102a falls within outer lobe 664 and therefore Tagl 102a
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receives a relatively weak signal from RFID reader 104.
Therefore Tagl 102a will be detected by RFID reader 104 at
a relatively low received signal strength indicator (“RSSI”).

When RFID reader 104 is operating at frequency F3,
antenna 202 exhibits radiative pattern 650. With Tagl 102a
still in the same relative position in relation to antenna 202 (as
a result of moving synchronously or coherently in relation to
antenna 202 of reader 104, if antenna 202 is in motion), Tagl
is now within the zone of the large near primary lobe 662 of
radiative pattern 650. As a consequence Tagl 1024 now
receives a larger amount of energy from RFID reader 104, and
therefore Tagl 102a returns a larger RSSI to RFID reader
104.

It will be noted from FIG. 7 that as long as Tagl 102«
maintains the same relative position in relation to RFID
reader antenna 202, that any time RFID reader 104 operates at
one of the established frequencies—for example, frequency
F1, frequency F2, or frequency F3—Tagl 1024 will always
fall within a same, respective region of the antenna pattern
630, 640, 650 corresponding respectively to the emitted fre-
quency. Therefore, Tagl 102a¢ will always return to RFID
reader 104 a specific RSSI which will be correlated with a
given frequency. For example, frequency F1 will have asso-
ciated with it an RSSI of 0, frequency F2 will always have
associated with it a relatively low RRSI value, and frequency
F3 will always have associated with it a relatively high RRSI
value.

Persons skilled in the relevant arts will recognize that in
fact, due to multipath reflections and other environmental
factors, the dispersal of radiation by antenna 202 may not
always be precisely uniform for a given frequency. As a
consequence, in real world operations the RSSI detected by
RFID reader 104 may vary for a given frequency even if Tagl
102a retains the same fixed relative position in relation to
antenna 202. However, such variations may be minimal; in
addition, over a long term period of time, the RSSI values
returned by Tagl may tend to cluster around a given value
which may be associated with any given frequency of opera-
tion of RFID reader 104.

FIG. 8 is a time series of images over six time intervals.
RFID reader 104 is not shown in the figure, but is implied as
being linked to RFID reader antenna 202 which is shown. The
time series of six time periods shows three different frequen-
cies being used, with each frequency being repeated twice
during the time series, along with the associated radiative
patterns already discussed above in conjunction with FIG. 6
and FIG. 7. RFID Tagl 102a is also illustrated (now labeled
“T1” for reasons of space on the drawing), as previously
shown in FIG. 7, in a fixed relative position in relation to
RFID reader antenna 202. As a consequence, and as already
discussed in conjunction with FIG. 7, RFID Tagl 102a will
show a substantially constant correlation between the
detected RSSI of Tagl 1024, as detected by reader 104, and
the frequency which is being emitted by antenna 202 of reader
104.

An additional element in FIG. 8 is a second RFID Tag2
1024 (labeled as “T2”). Unlike Tagl 102a, which is stationary
relative to antenna 202 (or, equivalently is moving synchro-
nously or coherently with antenna 202), RFID Tag2 1024 is in
motion relative to antenna 202. As a result, Tag2 1025 does
not maintain a predictable location in the antenna field pattern
over time.

For example, at time 1, RFID Tag2 1025 is located within
side lobe 666 of the antenna pattern, which for purpose of
discussion may be assumed to have a strength approximately
the same as inner primary lobe 662 of the radiation pattern
630.

At time 2, Tag2 1025 has moved relative to antenna 202
such that Tag2 1024 is now within the domain of inner pri-
mary lobe 662.
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At time 3 Tag2 1025 is still within the domain of inner
primary lobe 662. Therefore, at times 1, 2 and 3, Tag2 1026
will be detected with a strong RSSI value. However, at these
three times (namely time 1, time 2 and time 3), antenna 202 is
radiating at three different frequencies, namely frequency F1,
frequency F2 and frequency F3. Therefore a particular RSSI
value for Tag2 1025 is not correlated with any particular
frequency used by RFID reader 104.

This lack of correlation continues through times 4, 5 and 6.
For example, at time 4, which is associated with frequency
F2, Tag2 1025 may be found in the region of outer primary
lobe 664 and therefore may be expected to return a low RSSI
which is associated with frequency F2.

Attime 5, Tag2 1025 is in a null region and therefore will
return no energy at all to RFID reader 104.

Attime 6 associated with frequency F3, Tag2 1025 is again
in outer primary lobe 664, and therefore will return a low
RSSI value to RFID reader 104.

FIG. 9 shows two plots 910, 920 which are directly asso-
ciated with the exemplary tag behavior illustrated in FIG. 8,
discussed immediately above.

Plot 910 shows the relationship between:

the received signal strength value, or RSSI, detected by

RFID reader 104 from Tagl 1024; and
the corresponding frequency of operation of RFID reader
104.

In particular, in plot 910 the RSSI values received from
Tagl 102a are plotted in relation to the frequency at which
RFID reader 104 was operating at the time the RSSI values
were detected. As can be seen on the plot, at both times when
the RSSI value from Tagl 102a was 0 (meaning Tagl 102a
was not detected at all), RFID reader 104 was operating at
frequency F1. As can also be seen in plot 910, on the two
occasions when a low RRSI value was detected from Tagl
102a (represented as an RSSI value of 1), RFID reader 104
was operating at frequency F2. Finally, both times when a
high RSSI value (indicated as RSSI value 2) was detected
from Tagl 102a, RFID reader 104 was operating at frequency
F3.

Therefore, it can be clearly seen from plot 910 that the O
RSSIvalue for Tagl 102a is correlated with frequency F1; the
low RSSI value for Tagl 102a is correlated with frequency
F2; and the high RSSI value for Tagl 102q is correlated with
frequency F3. This correlation between the RSSI values for
Tagl 102a and the frequency at which RFID reader 104 is
operating is taken to be an indicator that Tagl 102a is moving
coherently with antenna 202 of RFID reader 104.

Plot 920 shows the relationship between the detected RSSI
values of Tag2 10254 as a function of the frequencies at which
RFID reader 104 was operating at the time of detection of
Tag2 1025. As can be seen from the plot, at frequency F1 Tag2
1025 was detected with a high RSSI value of 2 on one occa-
sion, but not detected at all on another occasion. At frequency
F2, Tag2 1026 was detected at both a low RSSI value and a
high RSSI value. Similarly, at frequency F3, Tag2 1025 was
detected at both a low RSSI value and a high RSSI value.
There is a clear lack of correlation between the detected RSSI
values from Tag2 and the frequencies. This lack of correlation
is interpreted as the reader and the tag not moving synchro-
nously, which is consistent with the exemplary tag behavior
exhibited in FIG. 8 above.

5. Third Exemplary Method to Identify an RFID Tag Moving
Coherently with Reader

The method just described with respect to FIGS. 4 through
7 above, for determining if an RFID tag 102 is moving syn-
chronously or not moving synchronously with respect to an
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RFID reader 104, may be applicable over relatively short
distances, for example, distances on the order of several
meters, as well as possibly for longer distances.

When an RFID reader may be moving over even larger
distances, for example, across the span of a warehouse or
other facility, an additional method may be available to
supplement the method described above, and/or as an alter-
native to the method described above. The method entails
analyzing the visibility of an RFID tag 102 to reader 104 over
a period of time. In general, the following criteria contribute
to a positive determination that an RFID tag 102 is moving
coherently with reader 104 over a period of time:

RFID tag 102 is visible to reader 104 during all, substan-
tially all, or at least a majority of reads over the period of
time;

the reads for which RFID tag 102 is visible to reader 104
over the period of time are distributed uniformly or
substantially uniformly over the period of time;

the reads for which RFID tag 102 is visible to reader 104
over the period of time span the full period of time under
consideration;

the reads for which RFID tag 102 are visible to RFID
reader 104 over the period of time are consecutive reads,
or are consecutive except for gaps attributed to RFID tag
102 being in a null zone of RFID reader 104 at some
specific frequency or frequencies.

FIG. 10 illustrates an exemplary environment 1000 which
may, for example, be a warehouse or other facility where an
RFID reader 104 is being moved over some distance. For
example, in a warehouse facility, a forklift or other convey-
ance may beused to pick up items stored in the warehouse, the
forklift may have an onboard RFID reader 104, while items
picked up may have onboard RFID tags 102.

Dotted line 1020 in FIG. 10 shows an exemplary approxi-
mate path 1020 which may be traveled by a hypothetical
conveyance in a warehouse facility. RFID reader antenna 202
is shown in the figure at a succession of times, specifically
time equals 1 through time equals 7. (In FIG. 10, the forklift
or other conveyance is not shown. RFID reader 104, which is
attached to antenna 202, is only shown at one point on the
diagram, for Time 1, and is left implied elsewhere, i.e., at
other times, to avoid visual clutter. Also, note that in FIG. 10,
the antenna patterns are alternately either solid black or
shaded gray; this too is for ease of viewing only, to help
visually distinguish time-adjacent but overlapping antenna
patterns, and has no other significance.)

Also, shown in the diagram is RFID Tagl 102a; a collec-
tion of other RFID tags 102x which are labeled T2, T3, T4, T5,
T6,T7, T8 and T9 102x; and two additional tags, Ta. 102y and
Tp 102z

Tags T2-T9 102x are understood to be stationary in the
warehouse facility, while Tagl 1024 is understood to be car-
ried on the same conveyance (such as a forklift) which carries
RFID reader 104 and RFID reader antenna 202. Tags Ta. 102y
and Tf 102z are understood to be in motion over the period of
time, but independently of the motion of RFID reader 104 (for
example, they are not carried on the same forklift as RFID
reader 104).

At progressive times Time=1 through Time=7, it can be
seen in FIG. 10 that Tagl 102a maintains the same relative
position in relation to RFID reader antenna 202; therefore
Tagl 1024 will be visible to RFID reader 104 at many or
substantially all of the observation times from Time=1
through Time=7.

It can be equally seen from FIG. 10 that T2 through T9
102x will only sometimes fall within the radiative antenna
pattern 630, 640, 650 of RFID reader 104 and associated
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antenna 202. Specifically, since tags T2 through T9 102x are
stationary, they will only be seen by RFID reader 104 when
reader 104, in the course of its travels, happens to come within
range of tags T2 through T9 102x. Therefore, each tag of tags
T2 through T9 102x will only be visible to reader 104 for a
limited subset of times 1 through 7.

Tags Ta 102y and TP 102z are shown as being in motion in
FIG. 10, but their motion is independent of the motion 1020 of
RFID reader 104. Therefore, they may coincidentally come
within range of RFID reader 104, but they are unlikely to
provide the consistent readings that are provided by tag T1
1024 which is in coherent motion with RFID reader 104.

The visibility of the tags 102a, 102x, 102y, and 102z, as
seen by RFID reader 104 in motion, is reflected in plot 1100
of FIG. 11, which is based on the exemplary scenario pre-
sented in FIG. 10. In plot 1100 it can be seen that Tagl 1024
is visible to RFID reader 104 at times 2, 3, 4, 5 and 7, which
substantially spans the entire time frame that the conveyance
is moving along path 102x. Moreover, the distribution of
reads during which Tagl 102a is visible is distributed sub-
stantially uniformly over the period of time. Therefore, it is
likely that tag T1 1024 is moving along with the conveyance
and the associated RFID reader 104.

It can be seen on plot 1100 that remaining tags T2 through
T9 102x are only visible for a short subset of times 1 through
time 7. For example, T2 is visible only at times 1 and 2, while
T9 is only visible attimes 6 and 7. Therefore, according to the
present method, it is inferred that tags T2 through T9 102.x are
not moving with the RFID reader.

Tag Ta 102y is read by RFID reader 104 at consecutive
times 1, 2, 3, and 4. This may suggest that Ta 102y is in
coherent motion with RFID reader 104a; however, since
RFID tag Ta. 102y is only visible for approximately half of the
reads, this may suggest that Ta 102y is not moving coherently
with RFID reader 104.

Persons skilled in the relevant arts will recognize that
detailed coherency algorithms may be implemented which
may weight various factors, such as the percentage of time tag
102 is visible, the uniformity of distribution of reads of tag
102, and the degree to which the reads of tag 102 are con-
secutive. Further, algorithms may be implemented which take
into account known operating parameters of particular envi-
ronments. For example, in the case of exemplary environment
1000 of FIG. 10, it may be known (due to the specific nature
of operations in the facility), that once a forklift picks up an
item, the item will remain on the forklift until the forklift has
ceased motion. In that case, an RFID tag such as exemplary
tag Ta 102y, which is seen for only the first half of the reads
(i.e., at times 1 through 4), may be determined to not be
moving with the RFID reader 104 associated with the forklift.

Finally, tag T 102z is seen by RFID reader 104 at times 2,
5, and 7. These readings approximately span the full time
span under consideration, and moreover are distributed
approximately uniformly. However, because they represent
less than half of the readings, and further because of the
significant gaps between reads, an algorithm which analyzes
tag TP 102z may conclude that the tag is not moving coher-
ently with RFID reader 104.

As noted above, the method of analyzing the appearances
of'an RFID tag over a period of time may be used in conjunc-
tion with the method of correlating the strength of RFID tag
readings with RFID reader frequencies; the combination of
both methods is likely to provide a more reliable indicator of
whether or not an RFID tag 102 is moving synchronously
with an RFID reader 104.
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6. Fourth Exemplary Method to Identify an RFID Tag Mov-
ing Coherently with Reader

FIG. 12 is a flow chart 1200 of a method to identify an
RFID tag 102 moving coherently with a reader 104. The
method combines elements of the methods already discussed
above.

The method begins with initialization at step 1210.

At step 1215, an RFID reader 104 begins transmitting read
signals at a frequency or a variety of frequencies within a
band, where if multiple frequencies are used then the frequen-
cies are repeated over time in a designated order, or a random
or pseudorandom fashion.

In step 1220, the RFID reader 104 receives signals back
from any RFID tags 102 within range. In step 1225, RFID
reader 104, or a processor, computer, or server associated
with the reader 104, stores pertinent data. The pertinent data
includes the IDs of RFID tag 102s which send back signals,
the times the signals are received for each tag 102, and an
indication of the signal strength (such as the RSSI) of each
received signal at each time for each tag 102. The pertinent
data may also include the wavelength or frequency of the
signal.

The method can then branch in three directions, any of
which may be performed independently, or which made be
done first one then another (and in any order), or some com-
bination of which may be performed in parallel.

A first branch continues with step 1240 where, for a given
tag 102, and for a given signal frequency or wavelength, and
over a period of time, a calculation is made to determine a
degree of consistency of the received signal strength for the
tag 102 at time intervals equal to the period of the signal.

The first branch continues with step 1245 where, based on
the degree of consistency determined in step 1240, a deter-
mination is made as to the likelihood that a given RFID tag
102 is moving coherently with the RFID reader 104.

The first branch then either stops at step 1280, or continues
with step 1270, discussed further below.

A second branch continues with step 1250 where, for a
given tag 102, and over a period of time, a calculation is made
to determine a degree of correlation between the received
signal strength for the tag 102, and the frequencies at which
the signal strengths were received.

The second branch continues with step 1255 where, based
on the degree of correlation determined in step 1250, a deter-
mination is made as to the likelihood that a given RFID tag
102 is moving coherently with the RFID reader 104.

The second branch then either stops at step 1280, or con-
tinues with step 1270, discussed further below.

Continuing from step 1225, the third branch continues with
step 1260. In step 1260, the received data is analyzed to
determine, for a given tag 102 and over a period of time, a
plurality of factors, which may include: (1) the percentage of
time the tag 102 was seen over the period of time; (2) the
uniformity of'the distribution of reads for the tag 102 over the
period of time; (3) the degree that reads were consecutive over
the period of time; and (4) the degree to which the reads span
the full period of time.

The third branch continues with step 1265 where, based on
the factors analyzed in step 1260, a determination is made as
to the likelihood that a given RFID tag 102 is moving coher-
ently with the RFID reader 104.

The third branch then either stops at step 1280, or continues
with step 1270. In step 1270, the determinations made in steps
1045, 1255, and 1265 are combined to give a determination
which may be more complete as to the likelihood that a given
tag 102 is moving coherently with the reader 104. The method
then stops at step 1280.

The above description provides one embodiment of the
method. Alternative embodiments are possible within the
scope and spirit of the present invention. In particular, in the
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embodiment described immediately above, steps 1240 and
1245 are described as one data processing path, steps 1250
and 1255 are described as another data processing path, and
steps 1260 and 1265 are described as yet another alternative
and/or parallel data processing path. In an alternative embodi-
ment of a method to determine whether an RFID tag 102 is
moving coherently with an RFID reader 104, calculations
may be performed which combine in one path or one calcu-
lation process elements of steps 1240, 1245, 1250, 1255,
1260, and 1265, to arrive at the desired determination.

7. CONCLUSION

The above examples of a system and method for determin-
ing if an RFID tag is moving with an RFID reader are exem-
plary only. Persons skilled in the relevant arts will recognize
that a variety of threshold parameters may be set in establish-
ing such a method and a variety of algorithms used to deter-
mine degrees of correlation between detection of RFID tags
and associated parameters, such as time or frequency. Such
variations fall within the scope and spirit of the present inven-
tion which is not limited by the particular examples described
above.

While various embodiments of the present invention have
been described above, it should be understood that they have
been presented by way of example only, and not limitation. It
will be apparent to persons skilled in the relevant art that
various changes in form and detail can be made therein with-
out departing from the spirit and scope of the invention. Thus,
the breadth and scope of the present invention should not be
limited by any of the above-described exemplary embodi-
ments, but should be defined only in accordance with the
following claims and their equivalents.

What is claimed is:
1. A method for identifying an RFID tag moving with an
RFID reader, comprising:

(a) transmitting by the reader over a period of time a plu-
rality of reading signals, wherein said signals have a
signal period;

(b) receiving by the reader reply signals from any RFID
tags within range of the reader;

(c) determining for each reply:
aparticular RFID tag from which the reply was received;

and
a received signal strength from the RFID tag;

(d) analyzing the received signal strengths and noting any
consistencies of signal strengths correlated with the
period of the signal period; and

(e) determining from the consistencies whether the particu-
lar RFID tag is moving coherently with the RFID reader.

2. A method according to claim 1, further comprising deter-

mining whether the particular RFID tag consistently does not
reply on a period basis which has the same period as the signal
period.

3. The method of claim 1, wherein step (d) comprises:

identifying a first read of the particular tag at a first time and
a second read of the particular tag at a second time,
wherein a time interval between the first read and the
second read is an integer multiple of the signal period;
and

determining a degree to which the signal strength is sub-
stantially the same for the first read and the second read.

4. The method of claim 3, further comprising repeating the

identifying step and the determining step for a plurality of
pairs of first reads at first times and respective second reads at
respective second times.

5. The method of claim 4, further comprising determining

an aggregate level of consistency of signal strengths over a
plurality of reads.
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6. The method of claim 5, further comprising that if over
the plurality of reads the degree of consistency exceeds a
designated consistency threshold, then the RFID tag is mov-
ing coherently with the RFID reader.

7. The method of claim 1, further comprising:

() determining over the period of time a distribution of
reading signals for which the particular RFID tag is RF
visible to the reader;

(1) determining based on the distribution a probability that
the particular RFID tag was in range of the reader from
the beginning of the period of time to the end of the
period of time; and

(g) determining whether the particular RFID tag is moving
coherently with the RFID reader based on both the con-
sistencies and the probability.

8. The method of claim 1, further comprising:

() determining a degree of correlation between received
signal strengths and a plurality of respective frequencies
of the read signals; and

(g) determining whether the particular RFID tag is moving
coherently with the RFID reader based on both the con-
sistencies and the correlation.

9. A method for identifying an RFID tag moving with an

RFID reader, comprising:

(a) transmitting by the reader over a period of time a plu-
rality of reading signals at a plurality of frequencies
within a transmission band;

(b) receiving by the reader reply signals from any RFID
tags within range of the reader;

(c) determining for each reply:
aparticular RFID tag from which the reply was received;
a received signal strength from the RFID tag; and
a frequency associated therewith;

(d) analyzing the received signal strengths and noting any
correlations of signal strengths with particular RFID
tags and particular frequencies; and

(e) determining from the correlations whether the particu-
lar RFID tag is moving coherently with the RFID reader.

10. A method according to claim 9, further comprising
determining whether the particular RFID tag consistently
does not reply at a particular frequency.

11. The method of claim 9, wherein step (d) comprises
determining for a first read of the particular tag at a particular
frequency and a second read of the particular tag at the par-
ticular frequency the degree to which the signal strength is the
same or substantially the same for the first read and the second
read.

12. The method of claim 9, wherein noting any correlations
of signal strengths with particular RFID tags and particular
frequencies comprises at least one of:

determining a degree to which the particular RFID tag
consistently does not reply at a particular frequency; and

determining a degree to which the particular RFID tag
consistently returns a substantially consistent signal
strength at a particular frequency;

wherein is determined a degree of correlation between the
particular RFID tag and at least a frequency.

13. The method of claim 12, further comprising determin-
ing that if over the plurality of reading signals the correlation
between the particular RFID tag and the at least a frequency
exceeds a designated correlation threshold, then the RFID tag
is moving coherently with the RFID reader.

14. The method of claim 13, further comprising determin-
ing that if over a plurality of frequencies the degree of corre-
lation exceeds the designated correlation threshold, then the
RFID tag is moving coherently with the RFID reader.
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15. A method for identifying an RFID tag moving with an
RFID reader, comprising:

(a) transmitting by the reader over a period of time a plu-
rality of reading signals at a plurality of frequencies
within a transmission band;

(b) receiving by the reader reply signals from any RFID
tags within range of the reader;

(c) determining over the plurality of reading signals a dis-
tribution of reading signals for which a specific RFID tag
is within range of the reader; and

(d) determining based on the distribution whether the par-
ticular RFID tag is moving coherently with the RFID
reader.

16. The method of claim 15, further comprising:

determining a percentage of the period of time when the
particular RFID tag is in range of the reader; and

determining based on the percentage and the distribution
whether the particular RFID tag is moving coherently
with the RFID reader.

17. The method of claim 15, further comprising:

determining a degree to which the distribution is a substan-
tially uniform distribution; and

determining based on the degree to which the distribution
is a substantially uniform distribution whether the par-

20

20

an RF receiver associated with said RFID reader, wherein
said RFID receiver is configured to receive reply signals
from any RFID tags within range of the reader;
aprocessor associated with said RFID reader, wherein said
processor is configured to determine at least one of:
any consistencies of a received signal strength from a
particular RFID tag correlated with a period of the
plurality of reading signals;
acorrelation between a signal strength received from the
particular RFID tag and a particular frequency of the
plurality of reading signals; and
a distribution of reading signals for which the particular
RFID tag is within range of the reader.

20. The system of claim 19, further comprising a signal
strength measuring component associated with said RFID
reader, said signal strength measuring component configured
to determine the signal strength received from the particular
RFID tag.

21. The system of claim 20, wherein said processor is
further configured to determine whether the particular RFID
tag is moving coherently with the RFID reader based on at
least one of:

the consistencies of the received signal strength from the

particular RFID tag correlated with a period of the plu-

ticular RFID tag is moving coherently with the RFID 25 rality of reading signals;

reader. the correlation between the signal strength received from
18. The method of claim 15, further comprising: the particular RFID tag and the particular frequency of
determining a particular frequency of the plurality of fre- the plurality of reading signals; and

quencies at which the particular RFID tag consistently the distribution of reading signals for which the particular

does not reply at the particular frequency; and 30 RFID tag is within range of the reader.
decreasing a weighting of reading signals at said particular 22. The system of claim 21, wherein said processor is

frequency when determining the distribution. further configured to determine whether the particular RFID
19. A system for identifying an RFID tag moving with an tag is moving coherently with the RFID reader based on at

RFID reader, comprising: least one of a plurality of consistencies and a plurality of

the RFID reader, wherein said RFID reader is configured to 35 correlations.

transmit over a period of time a plurality of reading

signals; L
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300
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305

SELECT ONE OR MORE DATA CATEGORIES (FOR EXAMPLE, FROM AMONG ZIP
CODE, PHONE NUMBER, DATE OF BIRTH, AND SOCIAL SECURTTY NUMBER);
AND FOR EACH, IDENTIFY THE PERSONAL DATA CHARACTER STRING (PDCS).

A A

310

FROM EACH SELECTED DATA PDCS, SELECT A DIGIT OR DIGITS.

h 4

315

FOR EACH SELECTED DIGIT FROM EACH SELECTED PDCS, GENERATE A
RESPECTIVE SUITABLE TEXT OR VERBAL PROMPT.

h 4

320

GENERATE ADDITIONAL RANDOM DIGITS, SO THAT THE TOTAL NUMBER OF
DIGITS EQUALS THE LENGTH OF THE PASSWORD.

k

325

FOR EACH RANDOM DIGIT, GENERATE A RESPECTIVE SUITABLE TEXT OR
VERBAL PROMPT.

A 4

330

ORDER THE SELECTED DIGITS FROM THE PDCS, AND THE ADDITIONAL
RANDOM DIGITS, IN A RANDOM SEQUENTIAL ORDER.

A 4

335

GENERATE A PASSWORD PROMPT BY ORDERING THE TEXT PROMPTS IN THE
SAME SEQUENTIAL ORDER AS THE RESPECTIVE DIGITS IN THE PASSWORD.
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GENERATION OF RANDOMIZED
PASSWORDS FOR ONE-TIME USAGE

FIELD OF THE INVENTION

[0001] The present invention relates to the field of pass-
word protection for electronic systems. The present inven-
tion relates more specifically to secure audio password
protection for portable electronic systems, employing ran-
domized elements, which include digits identifiable only by
an authorized user.

BACKGROUND

[0002] Generally speaking, many electronic devices, and
specifically information processing devices, provide access
to data that is meant for limited audiences. Various means
may be employed to ensure that the private, secure data is
accessible only to specified persons or authorized persons.
[0003] One known means for controlled access is pass-
word protection. With password protection, an authorized
person either supplies a unique password or is assigned a
unique password (e.g., by a system administrator). The
password is typically a specific sequence of characters, that
is, letters, numbers, punctuation, and other keyboard sym-
bols. In order to access the secure data, an authorized user
must first enter the appropriate password. In some cases,
password access is required specifically before accessing the
secure data. In other systems, password access may be
required to initialize an entire, custom software package that
is used to access the secure data. In still other cases,
password access may be required to access a network or
network server, which stores the secure data.

[0004] In general, for password access control to be effec-
tive, the password should be known only to those persons
who are allowed access to the secure data. If the password
becomes known to persons other than the authorized user(s)
of the data, then those other persons, who are unauthorized,
may be able to obtain access to the data as well.

[0005] Passwords are often entered via a keyboard, which
typically allows some degree of privacy. Consider an autho-
rized user entering a password via a keyboard and display
screen (or a touch screen display). Even if unauthorized
persons are present in the room, and are in general proximity
to the keyboard, a display screen will typically show mask-
ing characters (such as asterisks (“*****)) in place of the
password characters. This prevents the nearby-unauthorized
person from reading the password on the display screen.
Also, the authorized user who is typing a password may
employ various precautions to ensure that other, nearby
persons do not see the keyboard as the password is being
typed. In many cases, simply the rapid motion of human
fingers while typing prevents a nearby person from being
able to ascertain the password sequence.

[0006] However, it is increasingly common for electronic
devices to be voice controlled and voice activated. An
example is the VOCOLLECT™ VOICE INSPECTION™
system, which is used for data input and data output in
hands-busy, eyes-busy environments (e.g., factories, ware-
houses, and repair shops). Such a system enables the user to
control the electronic device, and to access and modify data,
using voice commands. The system may also provide infor-
mation via audio means, such as a simulated voice.

[0007] With such voice-actuated systems, a problem arises
regarding password protection. To be truly hands free, and
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totally voice-driven, an authorized user may need to provide
a password in the form of an audio command. For example,
the authorized user may be prompted for the password, and
then the authorized user recites each element of the pass-
word aloud. (The device can then process the password to
determine if it is correct, and then provide suitable data
access.)

[0008] If a password is provided by speech, that is, via
words spoken aloud by the authorized user, then any unau-
thorized persons in nearby proximity may be able to hear the
password. The unauthorized persons would then know the
password, and so may be able to have unauthorized access
to the secure data.

[0009] Therefore, a need exists for a system and method
for secure password entry where the password is spoken
aloud. One means might be for the authorized user, or a
system administrator, to create a new, unique password at
frequent time intervals. However, such a system would
present significant inconveniences and impracticalities both
for the authorized user and system administrator.

[0010] Therefore, more specifically, a need exists for a
convenient system to automatically create one-time pass-
words for each password entry. Such a system must also be
able to convey the password to the authorized user, prefer-
ably by audio means, in a way that still maintains the
security of each one-time, unique password.

[0011] With such a system, a password which is spoken
aloud once—and which may be heard by unauthorized
users—is only useful that one time, and so cannot be used
on a later occasion by an unauthorized user. To be effective,
such a one-time, unique password system must be conve-
nient for the authorized users.

SUMMARY

[0012] Accordingly, in one aspect, the present invention
embraces an information processing system which includes
a microprocessor (or simply “processor”), memory associ-
ated with the processor, an element for audio communica-
tion of data to a person (for example, a speaker or head-
phones), and an element to receive data from a person via
audio communications (for example, a microphone). The
system may also include a display screen, a keyboard, and
wired or wireless communications elements, for example
BLUETOOTH™ or Wi-Fi communications subsystems.
[0013] In an exemplary embodiment, the system is con-
figured to obtain, from an authorized user, one or more
strings of personal numbers that are well-known to the
authorized user. Such strings might be a date of birth, a
social security number, a home zip code, or similar. On an
as-needed basis, the system constructs a one-time password
by randomly selecting digits from the personal numbers, and
combining those with other random digits. The system
prompts the user for the password, in the form of a descrip-
tion of the unique password. The user can then enter the
password via voice reception (that is, speaking the one-time
password into a microphone).

[0014] Inanother exemplary embodiment, the system may
be configured to obtain one or more alphabetic, or combined
alphanumeric strings, which are personal to the authorized
user and well-known to the authorized user. Such strings
might include a full street address, first names of family
members, or similar.

[0015] The system constructs a one-time password by
randomly selecting letters and/or digits from the personal
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data, and combines those with other random letters and/or
digits. The system prompts the user for the password, in the
form of a description of the unique password. The user can
then enter the password via voice reception (that is, speaking
the unique, one-time password into a microphone).

[0016] In yet another exemplary embodiment, the system
may interact with the authorized user via visual and tactile
interfaces, such as a display screen or keyboard. For
example, the password hints may be presented on a display,
and the user may enter the one-time password via the
keyboard. A mouse or other data entry means may be
employed as well.

[0017] The foregoing illustrative summary, as well as
other exemplary objectives and/or advantages of the system
and method, and the manner in which the same are accom-
plished, are further explained within the following detailed
description and its accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

[0018] FIG. 1 schematically depicts a system diagram of
an exemplary electronic device according to the present
system and method.

[0019] FIG. 2 graphically depicts an exemplary method
for an authorized user to enter, into an electronic device, one
or more personal data character strings (PDCSs) for use in
generating a one-time password.

[0020] FIG. 3 is a flow chart of an exemplary method for
generating a one-time password and a corresponding pass-
word hint or prompt.

[0021] FIG. 4 illustrates two specific examples, according
to an exemplary method, of generating a one-time password
and a corresponding password hint or prompt.

DETAILED DESCRIPTION

[0022] In this document, the terms “pass code” and “pass-
word” are used synonymously and interchangeably.

[0023] While not employed elsewhere in this document,
other terms such as “pin”, “confirmation number” and
“security code” are often used to describe some pass codes
(particularly brief pass codes, such as four-digit codes). For
present purposes, such “pins”, “confirmation numbers”,
“security codes”, or similar private control numbers, or
sequences of symbols for secure data access, are essentially
synonymous with “password” or “pass code”, and fall
within the scope of the present system and method.

[0024] In this document, the words or phrases “pass code
hint”, “password hint”, “pass code prompt”, “password
prompt”, or simply “hint” or “prompt”, are used synony-
mously and interchangeably.

[0025] In this document, the term “characters™ refers to
any of digits, alphabetic symbols, punctuation, and/or other
keyboard characters such as are typically used in passwords.
[0026] While all the examples in this document are of
passwords and password characters in English, this is for
convenience only. Many other languages, with their respec-
tive alphabets and symbols, may be employed to create
one-time passwords within the scope of the present system
and method.

[0027] This document makes reference to a “one-time
password,” “unique password,” or “unique, one-time pass-
word.” Persons skilled in the art will appreciate that a
password, generated according to the present system and
method, may not be unique or “one-time” for all time. A
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password system will typically have a limited number of
characters, e.g., no more than four (4) characters or no more
than ten (10) characters, etc. Such a limited sequence of
characters, drawn from a finite library of available characters
(e.g., the symbols on a standard English keyboard), has a
finite number of possible combinations. If enough pass-
words are generated, randomly or otherwise, then repeat
(duplicate) passwords will eventually appear.

[0028] It will be understood then that a “unique password”
or “one-time password” refers to a password, which is only
used once before another password is generated; and further,
to a password, which is reasonably likely to be distinctive,
or unique compared to the previously used password and
compared to the next password likely to be generated. In an
embodiment of the present system and method, several
dozen one-time passwords, or even several hundred pass-
words, may be generated successively over time, with a
reasonable likelihood that all such passwords will be distinct
from each other.

[0029] FIG. 1.

[0030] Referring now to FIG. 1, the present system and
method embraces electronic devices (100) which may be
mobile (e.g., cellular phones, smart phones, tablet devices,
personal digital assistants, portable computers, vehicle-
mount computers), stationary (e.g., desktop computers), or
distributed (e.g., network systems) having an improved
method for password protection for user access. The present
system and method has applicability to devices which
employ audio user interfaces (120, 125) for input and output
(typically a microphone and speakers or headsets); and also
has applicability for systems employing visual and/or
motion driven user interfaces (e.g., a display monitor and/or
keyboard, mouse, etc.) (not shown in the figure).

[0031] In an embodiment, an electronic device (100)
according to the present disclosure includes a processor
(105), memory (110), and user audio interfaces elements
(120, 125) as described immediately above, e.g., a micro-
phone (125), and a speaker or headset (120). In an alterna-
tive embodiment, an electronic device according to the
present disclosure may include a display monitor, a key-
board, a touch-screen display, a holographic interface, and/
or a mouse, touch-pad, and/or other means (not illustrated in
the figure) for purposes of user interface and interaction.

[0032] The electronic device may also include a wireless
communication system (115). The processor (105) is com-
municatively coupled to the memory (110), and the user
interface (120, 125), and the wireless communication system
115).

[0033] It will be understood by persons skilled in the art
that the memory (110) shown in FIG. 1 is schematic only,
and may represent one type of memory element, or multiple
types of memory elements (as discussed further below)
which are employed in the electronic device (100).

[0034] The exemplary -electronic device (100) may
include a system bus (150) and/or one or more internal
interface circuits (not shown) for communicatively coupling
the processor (105) and other components (memory (110),
wireless communications system 115), and user interface
(120, 125) to each other.

[0035] Various embodiments of system bus architecture,
well known in the art or to be developed, may provide for

efficient data transfer and/or communication between the
components (105, 110, 115, 120, 125) of the device (100)
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and may be employed in exemplary embodiments in accor-
dance with the present disclosure.

[0036] Typically, the processor (105) is configured to
execute instructions and to carry out operations associated
with the electronic device (100). For example, using instruc-
tions retrieved from the memory (110) (e.g., a memory
block), the processor (105) may control the reception and
manipulation of input and output data between internal
components of the electronic device (100). The processor
(105) typically operates with an operating system to execute
computer code and produce/use data. The operating system,
other computer code, and data may reside within the
memory (110) that is operatively coupled to the processor
(105).

[0037] The memory (110) generally provides a place to
store computer code and data that are used by the electronic
device 10. The memory 12 may include Read-Only Memory
(ROM), Random-Access Memory (RAM), a hard disk drive,
and/or other non-transitory storage media.

[0038] The operating system, other computer code, and
data may reside on volatile memory (110) which is perma-
nently built into the electronic device (100) or installed in a
slot on the device (100); or on one or more removable,
non-transitory storage medium that is loaded or installed
onto the electronic device (100) when needed. Exemplary
removable non-transitory storage media include CD ROM,
PC-CARD, memory card, flash drives, floppy disks, and/or
magnetic tape, and/or such other data and code storage
media as may be developed in the future.

[0039] The operating system, other computer code, and
data may also be hard-coded into the electronic device (100)
either as dedicated logic within the processor (105) or as
non-volatile memory known as firmware (110).

[0040] In an embodiment, the instructions and data
employed by the electronic device may be organized into
one or more modules (130, 135, 140, 145). Such modules
may be implemented, in whole or in part, as one or more of
dedicated logic in the processor (105); firmware (110);
dedicated, specialized processors (represented or subsumed
in FIG. 1 by the processor (105)); and/or volatile memory
(110).

[0041] Exemplary modules which may be employed
include:
[0042] a text-to-speech module (TTS) (130), which con-

verts textual data and textual output into spoken (voice)
language to be output via the speakers (120);

[0043] a voice recognition module (VRM) (135), which
converts speech received via the microphone (125) into text
or other forms of data subject to logical processing by the
electronic device (100);

[0044] a random number generator (RndNmG) (140)
which generates random numbers (or pseudo-random num-
bers); and

[0045] a password system (PWSys) (145) which may
generate and/or process passwords according to the present
system and method, as described further below in this
document.

[0046] It will be understood by persons skilled in the
relevant arts that the random number generator (140) may
employ any of several random number generation algo-
rithms and methods well known in the art, or may employ
new or novel methods yet to be developed. Both physical
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and algorithmic methods of random number generation may
be employed, consistent with the present system and
method.

[0047] As noted, the electronic device (100) typically
includes a wireless communication system (115). The wire-
less communication system (115) enables the electronic
device (100) to communicate with a wireless network, such
as a cellular network (e.g., a GSM network, a CDMA
network, or an LIE network), a local area network (LAN),
and/or an ad hoc network.

[0048] The electronic device (100) may also include one
or more wired communications systems (not illustrated)
such as Ethernet ports or USB ports.

[0049] TFIG. 2.

[0050] Referring now to FIG. 2, the present system, and
method embraces data reception methods, which are oper-
able on an electronic device (100), such as the exemplary
electronic device discussed above in relation to FIG. 1. FIG.
2 illustrates, both in a flow chart and via illustration of a
specific example, an exemplary method for an electronic
device (100) to obtain and store personal data character
strings.

[0051] A “personal data character string” (PDCS) (290),
as defined herein, is any series of numbers, alphabetic
characters (including characters in languages other than
English), or other character symbols which is used for
personal identification, or is otherwise distinctively associ-
ated with an individual person (or in some cases, as with a
home address, may be distinctively associated with a small
number of people). In an embodiment, a personal data
character string is always multiple characters, and may be
required to have a minimum length (for example, at least
four characters). In an alternative embodiment, some per-
sonal character data strings may be allowed to be just a
single character in length.

[0052] Typical examples of personal data character strings
(PDCSs) (290) are home addresses, zip codes, phone num-
bers, social security numbers (SSNs), dates of birth, e-mail
addresses, or even credit card numbers, the year of gradu-
ation from college, the year of marriage, or similar. A PDCS
(290) may also be first or last names of a family member, a
family member birth date, and other such data that a person
knows and the person is familiar with by way of distinctive
personal associations. A PDSC (290) may also be a character
string based on personal preferences or likes, for example,
the name of a favorite flavor of ice cream, the name of a
favorite movie star, the jersey number (shirt number, uni-
form number) of a favorite athlete, or similar.

[0053] APDCS (290) may be “distinctive”, in some cases,
by being completely unique to the particular person.
Examples of such unique personal data character strings
(290) include social security numbers and cell phone num-
bers.

[0054] In other cases, the “distinctiveness” of a PDCS lies
in the fact that, while not being unique to a person, there are
many different plausible or conceivable values for the string;
and further, in that it is difficult or unlikely for most other
persons to know the particular value of the PDCS (290) for
the authorized user. Examples of such non-unique but dis-
tinctive PDCSs (290) include birth dates, street address
numbers, zip codes, places of birth, first names of family
members, and similar data values. For example, dates of
birth may have any of 366 different values; but any one user
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has only one birth date of the 366 possible values, and that
date is generally unknown to most other persons.

[0055] In an embodiment of the present system and
method, PDCSs (290) may be limited to only those strings
of data, which are totally numerical, for example, phone
numbers, zip codes, social security numbers, and dates of
birth. In an alternative embodiment, PDCSs (290) may be
strictly alphabetic, for example, the street name of a person’s
home address, or the name of a city where a person grew up
or went to college. In an alternative embodiment, a PDCS
(290) may have both numeric and alphabetic characters.

[0056] An exemplary method (200) for an electronic sys-
tem to collect and store one or more PDCSs is presented in
FIG. 2. The method is also illustrated in a parallel storyboard
(260).

[0057] In step 205 of method 200, the device prompts the
user for a specific PDCS (290), such as a social security
number, date of birth, or similar. The prompt may be
presented as an audio prompt (262) or as a text prompt on
a display screen (not shown), for example, as part of a dialog
box. Panel 265 of storyboard 260 illustrates the electronic
device (100) presenting, to a user, an audio prompt (262)
(via speaker (120)) for a specific data category (285) of
PDCS, for example the person’s zip code.

[0058] In step 210 of method 200, the device receives,
from the user, a personal data character string (290) which
is specific to the personal data category (285) presented in
the prompt (262) of step 205. The user may enter the data via
a keyboard (not shown) or a touch screen display (not
shown), or other data entry means provided for by the
electronic device (100). Panel 270 of storyboard 260 illus-
trates the user entering the zip code by means of speaking
the zip code aloud. The speech is detected by the micro-
phone (125) of the electronic device (100). The detected
speech may then be translated into text symbols by means of
the Voice Recognition Module (135).

[0059] In an embodiment of the present system and
method, the above steps 205 and 210 may be repeated as
necessary to obtain multiple different personal data strings
(290) from the user, which are stored as multiple respective
personal data records (295), discussed immediately below.

[0060] In step 215 of method 200, the device stores one or
more personal data records (295) for the user. A personal
data record (295) pairs, or associates, a personal data cat-
egory (285) (such as “zip code” or “phone number”) with a
specific personal data character string (290).

[0061] The personal data records (295) may be stored in a
long-term or non-volatile memory (110), for retrieval on
multiple future occasions. Panel 275 of storyboard 260
illustrates multiple personal data records (295) which are
stored for a particular user, for example, the user’s zip code,
phone number, social security number, and date of birth.

[0062] In an embodiment, each personal data record (295)
is stored with two component parts: the numeric string, text
string or generally a personal data character string (PDCS)
(290) of the personal data record; and an associated descrip-
tion or data category (285) (e.g., “zip code”, “phone num-
ber”, etc.). The description or data category (285) may aid
the device (100) in later creating a prompt (262) for the
PDCS (290). The PDCSs may be stored in a variety of
different data structures well known in the art, including
databases, databases tables (280), array structures, linked

lists, or similar.
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[0063] FIG. 3.

[0064] Referring now to FIG. 3, the present system and
method embraces password formation methods that are
operable on an electronic device (100), such as the exem-
plary electronic device discussed above in relation to FIG. 1.
FIG. 3 illustrates, in a flow chart, an exemplary method
(300) for an electronic device (100) to create a unique,
one-time password (405 [see FIG. 4]) based in part on the
personal data records (295) created by method 200, or by
similar methods.

[0065] Itis noted here that FIG. 4, discussed below in this
document, provides two specific illustrations of the appli-
cation of method (300) discussed here.

[0066] In step 305 of method 300, the device randomly
selects one or more specific personal data records (295) from
among the personal data records (295) created and stored in
method (200). For example, in a specific application of the
method to generate a single one-time password—and from
among such personal data categories (285) as SSN, date of
birth, home phone number, and cell phone number—the
method 300 may randomly select to use the category of
home phone number.

[0067] In step 310, and for any one particular, selected
personal data record (295), the method 300 randomly selects
one or more individual characters (420 [see FIG. 4]) from
the PDCS (290) of the selected record (295). In an embodi-
ment, the number of characters (420) selected from one
PDCS (290) may be one or two characters (420), or possibly
several characters (420); but generally the characters
selected are a subset of the characters in the PDCS (290).
[0068] In an alternative embodiment, all the characters
(420) in a PDCS (290) may be selected. However, when
combined into a password (405) (as described below), the
selected characters (420) are typically not presented in the
same sequential order as they are stored in the PDCS (290);
they may be mixed in with additional characters as well.
[0069] For example, in step 310 the method 300 may
randomly select the second character and the fourth char-
acter of the home phone number. (These characters may be,
for example, “0” and “8”.)

[0070] In step 315, and for each digit (420) selected from
the PDCSs (290) of each selected data record (295), the
method 300 generates a respective suitable text or verbal
prompt. In an embodiment, the prompts will incorporate part
or all of the text stored in the data category component (285)
of'each data record (295). In an embodiment, the prompt will
also include the ordinal placement of the selected digit (420)
in the PDCS (290). For example, in step 315 the method 300
may generate the descriptions: “the second character of your
home phone number” and “the fourth character of your
home phone number.”

[0071] A person skilled in the art will appreciate that a
prompt may be generated in any language suitable for the
given user; examples given here in English are for conve-
nience only.

[0072] In step 320, the method 300 first determines the
length of the pass code. The length of the pass code may be
defined in any number of ways including for example and
without limitation: by hard-coding in the computer code of
the method; or via a length parameter on a configuration
screen (whereby the length may be varied at the discretion
of the user or the system administrator); and/or via a length
parameter stored in a configuration database; or by other
means. In an embodiment, a pass code may have a range of
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allowed lengths, for example no less than four characters
and no more than ten; in such an embodiment, the length for
a given, particular instance of a pass code may be randomly
determined, or determined by contextual (e.g., device usage)
parameters.

[0073] The method then ascertains how many additional
characters are required to achieve the necessary length of the
pass code; in an embodiment, this is determined by the
required length of the pass code, minus the number of
characters selected in steps 305 and 310. For example, the
required pass code length may be five characters, and two
characters (420) (selected from personal data characters
strings (290)) may have been previously selected; the
required additional number of characters is then: 5-2=3.
[0074] In step 320, the method 300 then generates the
required number of additional characters (415, see FIG. 4).
In an embodiment, each character is itself generated at
random; for example “2”, “7”, and “5”.

[0075] In step 325, the method 300 generates a suitable
text (or verbal) prompt for each random digit (415) gener-
ated in step 320, for example: “the number 7” or “the digit
7, and similarly for other digits.

[0076] In step 330, the method 300 creates the one-time
password (405). In an embodiment, the one-time password
(405) is generated by ordering (i) the individual PDCS
characters (420) selected from the personal data records
(295), and (ii) the additional random digits (415), in a
random sequential order.

[0077] For example, the digits presented above could be
ordered as: “2 708 5”,“587207”,“57 20 8”, or (in this
case, for five unique digits) any of 117 other possible
random orderings.

[0078] In step 335, method 300 generates the pass code
prompt (262). In an embodiment, this may be done by taking
the individual prompts associated with individual characters
(as per steps 315 and 325), and ordering them in the same
sequential order as the respective digits (420) are ordered in
the one-time pass code (405). For example, and using the
exemplary digits described above, if the pass code is “5 8 7
2 07, then the prompt may be:

[0079] “The digit five, the fourth character of your home
phone number, the digit seven, the digit two, the second
character of your home phone number.”

[0080] In an embodiment, a natural language module of
the device (100) may insert additional text/words, or change
text/words, in order to create a more effective user prompt.
For example, the above prompt may be modified with
additional text (underlined, below) as:

[0081] “To enter your pass code, please speak aloud the
digit five, then speak the fourth character of your home
phone number, then the digit seven, then the digit two, and
finally speak the second character of your home phone
number.”

[0082] In an embodiment, other means may be employed
to enhance the user-friendliness of the prompt (262). For
example, when the user is prompted to speak a selected
character (420) from a personal data record (295), the
method may be modified to add a pause of a few seconds;
this would give the user a few moments to mentally recollect
the necessary PDCS (290), and to select the appropriate
character (420) in their mind.

[0083] Persons skilled in the relevant arts will recognize
that the method 300 is exemplary only, and other similar or
related methods may be employed within the scope and
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spirit of the present system and method. For example, the
steps of method 300 need not be performed in the order
shown; other orderings of the steps are possible while
yielding the same one-time pass code (405). Some steps may
be consolidated into a single step (for example, generation
of the pass code hint 315, 325, 335).

[0084] Alternative or additional steps may be employed as
well within the scope and spirit of the present system and
method. For example, instead of selecting personal data
records (295) or specific characters (420) within the data
elements on a purely random basis, a predetermined selec-
tion ordering system may be used. Such a system would still
be hidden and essentially unpredictable from the standpoint
of persons listening to the pass code prompt; and hence still
substantially maintain a robust security level of the present
system and method. Other variations are possible as well.
[0085] FIG. 4.

[0086] FIG. 4 illustrates the composition of two exem-
plary, different one-time pass codes, both based on the same
PDCSs (290) for a single authorized user. In an embodiment,
one of these pass codes (405) might be generated on a first
occasion when the electronic device requests a pass code;
while the second pass code might be generated on a later,
subsequent occasion. The fact that the pass codes (405) are
highly likely to be different from each other, from one
occasion to the next, is an element of the high level of
password security offered by the present system and method.
[0087] Both pass codes employ the same stored personal
data records (295) for: the authorized user’s zip code, phone
number, date of birth (in mmddyyyy format), and social
security number (SSN). The values (290) of these personal
data elements, for the particular authorized user, are
“107327, “2125554567”, <“04121982”, and “145982904”.

[0088] In the first example (400), the first pass code is
created, according to an embodiment of the present system
and method, by the random selection of individual PDCS
characters (420)—here, the 47 digit of the zip code
[value=3], the 6” digit of the date of birth [value=9], and two
randomly generated digits (405) [values=6, 1].

[0089] In an embodiment, the number of digits which are
to be selected from the PDCSs may itself be randomly
determined. In an embodiment, the present system and
method may establish a minimum number of required digits
to be selected from a PDCS (290). For example, it may be
required that a pass code (405) include at least two charac-
ters (digits, in this case) from at least two different personal
data records (295).

[0090] Here, the values used to form the pass code (405)
are 3, 9, 6, and 1. In an embodiment, the order of the
randomly selected digits (415, 420) may also be randomly
determined. In an alternative embodiment, other fixed order-
ing schemes, or context or usage dependent ordering
schemes, may be employed.

[0091] Here, the digits have been randomly ordered to
result in a pass code (405) of “6 3 1 9”. The corresponding
pass code prompt (262) reads: “Speak 6, then the 4th digit
of your zip code, then 1, then the 6th digit of your date of
birth.”

[0092] In the second example (460), the second pass code
is created, according to an embodiment of the present system
and method, by the random selection of individual personal
data element characters (420)—here, the 1* digit of the zip
code [value=1], the 7" digit of the phone number [value=4],
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and the 7% digit of the social security number [value=9];
along with a randomly generated digit (415) [value=5].
[0093] Here, the values used to form the pass code (405)
are 1, 4, 9, and 5. Here, the digits have been randomly
ordered to result in a pass code (405) of “1 9 5 4”. The
corresponding pass code prompt (262) is: “Speak the first
digit of your zip code, then the 7th digit of your social
security number, then the number 5, and then the 7th digit
of your phone number.”

Additional Embodiments

[0094] In an embodiment, after creating the one-time
unique password (405), the electronic device (100) presents
the matching password prompt (262) to the user; the device
(100) then receives from the user a reply (which is generally
intended by the user to be the correct password, as they have
understood from the prompt); and the electronic device
(100) then determines if the pass code supplied by the user
matches the expected one-time pass code (405) created and
stored internally by the device, using the methods above.
[0095] If the pass code offered by the user matches the
expected pass code (405), then the electronic device (100)
grants to the user appropriate data access, appropriate device
control, appropriate network access, or other suitable con-
trol, access, or privileges (for example, unlocking and pro-
viding access to a locked box or locked room).

[0096] In an alternative embodiment, the electronic device
(100) may store the one-time pass code (405), or multiple
one-time pass codes, for later possible use.

[0097] In an alternative embodiment, a first electronic
device may not present the pass code hint directly to the
user; instead, the first electronic device may use the methods
above to generate the one-time pass code (405), and the
matching pass code hint (262), for use by a second electronic
device. The first electronic device would transmit the one-
time pass code (405) and matching prompt (262) to the
second electronic device (preferably the transmission would
be done via secure means).

[0098] The second electronic device would then prompt
the user, receive the user response, and perform comparison
and access functions as appropriate.

[0099] In an alternative embodiment, the pass code (405)
is generated as a result of a mathematical combination of, or
mathematical function of or operation on, the selected digits
(420) of the PDCSs (290), along with (optionally) additional
digits.

[0100] For example, the processor may select one or more
digits (420) from the personal data records (295), and then
may present to the user a natural language prompt (262) for
these digits (as already described above). The natural lan-
guage prompt (262) may then further instruct the user to add
the values, to multiply the values, or to perform some more
advanced mathematical operation with the values. The result
of the addition or multiplication, or other operation, may
then be the one-time password (405).

[0101]

[0102] “Identify the second digit of your social security
number, and the third digit of your cell phone number.
Multiply these two values. Add the last digit of your social
security number. Please recite the resulting value.”

[0103] Suppose the associated digits for this prompt, and
for a particular authorized user, are 4, 2, and 9; then the

For example, a prompt (262) may indicate:
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appropriate password calculation would be (4*2)+9; the
one-time password would be the result of this calculation, or
“177.

[0104] To supplement the present disclosure, this applica-
tion incorporates entirely by reference the following com-
monly assigned patents, patent application publications, and
patent applications:

[0105] U.S. Pat. No. 6,832,725; U.S. Pat. No. 7,128,266;
[0106] U.S. Pat. No. 7,159,783; U.S. Pat. No. 7,413,127,
[0107] U.S. Pat. No. 7,726,575; U.S. Pat. No. 8,294,969,
[0108] U.S. Pat. No. 8,317,105; U.S. Pat. No. 8,322,622;
[0109] U.S. Pat. No. 8,366,005; U.S. Pat. No. 8,371,507,
[0110] U.S. Pat. No. 8,376,233; U.S. Pat. No. 8,381,979;
[0111] U.S. Pat. No. 8,390,909; U.S. Pat. No. 8,408,464,
[0112] U.S. Pat. No. 8,408,468; U.S. Pat. No. 8,408,469,
[0113] U.S. Pat. No. 8,424,768; U.S. Pat. No. 8,448,863,
[0114] U.S. Pat. No. 8,457,013; U.S. Pat. No. 8,459,557,
[0115] U.S. Pat. No. 8,469,272; U.S. Pat. No. 8,474,712,
[0116] U.S. Pat. No. 8,479,992; U.S. Pat. No. 8,490,877,
[0117] U.S. Pat. No. 8,517,271; U.S. Pat. No. 8,523,076;
[0118] U.S. Pat. No. 8,528,818; U.S. Pat. No. 8,544,737,
[0119] U.S. Pat. No. 8,548,242; U.S. Pat. No. 8,548,420;
[0120] U.S. Pat. No. 8,550,335; U.S. Pat. No. 8,550,354,
[0121] U.S. Pat. No. 8,550,357; U.S. Pat. No. 8,556,174,
[0122] U.S. Pat. No. 8,556,176; U.S. Pat. No. 8,556,177,
[0123] U.S. Pat. No. 8,559,767; U.S. Pat. No. 8,599,957,
[0124] U.S. Pat. No. 8,561,895; U.S. Pat. No. 8,561,903,
[0125] U.S. Pat. No. 8,561,905; U.S. Pat. No. 8,565,107,
[0126] U.S. Pat. No. 8,571,307; U.S. Pat. No. 8,579,200;
[0127] U.S. Pat. No. 8,583,924; U.S. Pat. No. 8,584,945,
[0128] U.S. Pat. No. 8,587,595; U.S. Pat. No. 8,587,697,
[0129] U.S. Pat. No. 8,588,869; U.S. Pat. No. 8,590,789;
[0130] U.S. Pat. No. 8,596,539; U.S. Pat. No. 8,596,542;
[0131] U.S. Pat. No. 8,596,543; U.S. Pat. No. 8,599,271,
[0132] U.S. Pat. No. 8,599,957; U.S. Pat. No. 8,600,158;
[0133] U.S. Pat. No. 8,600,167; U.S. Pat. No. 8,602,309,
[0134] U.S. Pat. No. 8,608,053; U.S. Pat. No. 8,608,071,
[0135] U.S. Pat. No. 8,611,309; U.S. Pat. No. 8,615,487,
[0136] U.S. Pat. No. 8,616,454; U.S. Pat. No. 8,621,123,
[0137] U.S. Pat. No. 8,622,303; U.S. Pat. No. 8,628,013,
[0138] U.S. Pat. No. 8,628,015; U.S. Pat. No. 8,628,016;
[0139] U.S. Pat. No. 8,629,926; U.S. Pat. No. 8,630,491,
[0140] U.S. Pat. No. 8,635,309; U.S. Pat. No. 8,636,200,
[0141] U.S. Pat. No. 8,636,212; U.S. Pat. No. 8,636,215,
[0142] U.S. Pat. No. 8,636,224; U.S. Pat. No. 8,638,806;
[0143] U.S. Pat. No. 8,640,958; U.S. Pat. No. 8,640,960;
[0144] U.S. Pat. No. 8,643,717, U.S. Pat. No. 8,646,692,
[0145] U.S. Pat. No. 8,646,694; U.S. Pat. No. 8,657,200,
[0146] U.S. Pat. No. 8,659,397; U.S. Pat. No. 8,668,149,
[0147] U.S. Pat. No. 8,678,285; U.S. Pat. No. 8,678,286;
[0148] U.S. Pat. No. 8,682,077, U.S. Pat. No. 8,687,282;
[0149] U.S. Pat. No. 8,692,927; U.S. Pat. No. 8,695,880;
[0150] U.S. Pat. No. 8,698,949; U.S. Pat. No. 8,717,494,
[0151] U.S. Pat. No. 8,717,494; U.S. Pat. No. 8,720,783,
[0152] U.S. Pat. No. 8,723,804; U.S. Pat. No. 8,723,904,
[0153] U.S. Pat. No. 8,727,223; U.S. Pat. No. D702,237,
[0154] U.S. Pat. No. 8,740,082; U.S. Pat. No. 8,740,085,
[0155] U.S. Pat. No. 8,746,563; U.S. Pat. No. 8,750,445,
[0156] U.S. Pat. No. 8,752,766; U.S. Pat. No. 8,756,059;
[0157] U.S. Pat. No. 8,757,495; U.S. Pat. No. 8,760,563,
[0158] U.S. Pat. No. 8,763,909; U.S. Pat. No. 8,777,108;
[0159] U.S. Pat. No. 8,777,109; U.S. Pat. No. 8,779,898;
[0160] U.S. Pat. No. 8,781,520; U.S. Pat. No. 8,783,573,
[0161] U.S. Pat. No. 8,789,757, U.S. Pat. No. 8,789,758;
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[0506] U.S. patent application Ser. No. 14/744,633 for
IMAGING APPARATUS COMPRISING IMAGE SEN-
SOR ARRAY HAVING SHARED GLOBAL SHUTTER
CIRCUITRY filed Jun. 19, 2015 (Wang);

[0507] U.S. patent application Ser. No. 14/744,836 for
CLOUD-BASED SYSTEM FOR READING OF
DECODABLE INDICIA filed Jun. 19, 2015 (Todeschini
et al.);

[0508] U.S. patent application Ser. No. 14/745,006 for
SELECTIVE OUTPUT OF DECODED MESSAGE
DATA filed Jun. 19, 2015 (Todeschini et al.);

[0509] U.S. patent application Ser. No. 14/747,197 for
OPTICAL PATTERN PROJECTOR filed Jun. 23, 2015
(Thuries et al.);

[0510] U.S. patent application Ser. No. 14/747,490 for
DUAL-PROJECTOR THREE-DIMENSIONAL SCAN-
NER filed Jun. 23, 2015 (Jovanovski et al.); and

[0511] U.S. patent application Ser. No. 14/748,446 for
CORDLESS INDICIA READER WITH A MULTI-
FUNCTION COIL FOR WIRELESS CHARGING AND
EAS DEACTIVATION, filed Jun. 24, 2015 (Xie et al.).

[0512] In the specification and/or figures, typical embodi-
ments of the invention have been disclosed. The present
invention is not limited to such exemplary embodiments.
The use of the term “and/or” includes any and all combi-
nations of one or more of the associated listed items. The
figures are schematic representations and so are not neces-
sarily drawn to scale. Unless otherwise noted, specific terms
have been used in a generic and descriptive sense and not for
purposes of limitation.

What is claimed is:

1. An electronic device configured for password protec-
tion, said electronic device comprising:

a processor; and

a memory communicatively coupled to the processor;

wherein:

said memory is configured to store a personal data char-

acter string (PDCS), wherein the characters of the
PDCS represent a personal data associated with an
authorized user of the electronic device; and

said processor is configured to:

select one or more characters of the PDCS; and
generate a password comprising a combination of the
one or more selected characters of the PDCS.

2. The electronic device of claim 1, wherein the processor
is further configured to randomly select the one or more
characters of the PDCS.

3. The electronic device of claim 1, wherein the processor
is further configured to generate the password by combining
the one or more selected characters of the PDCS in a random
sequential order.

4. The electronic device of claim 1, wherein the processor
is further configured to:

generate one or more additional characters; and

generate the password as a combination of:

the one or more selected characters of the PDCS; and
the one or more additional characters.

5. The electronic device of claim 1 further comprising a
user interface which is communicatively coupled to the
processor, wherein said user interface is configured to:

present a data prompt comprising a data category of said

PDCS; and

to receive a data value responsive to the data prompt,

wherein:

Steven Oppenheimer
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said received data value is stored in the memory as the
PDCS associated with the data category.

6. The electronic device of claim 5, wherein said user
interface comprises at least one of:

an audio user interface; and

a voice reception interface.

7. The electronic device of claim 5, wherein the data
prompt comprises a data category for a data value which is
distinctively associated with the authorized user.

8. The electronic device of claim 7, wherein the generated
password consists of one or more digits selected from
among a plurality of digits of the stored PDCS.

9. The electronic device of claim 1, wherein the processor
is further configured to generate a description of said gen-
erated password, said description comprising:

(a) a data category of the personal data of the PDCS;

(b) an ordinal placement of the one or more selected

characters within the PDCS;

(c) a description of any additional characters of said

generated password; and

(d) a description of an ordering, within the generated

password, of the selected characters referred to by (a)
and (b), and the additional characters of (c).
10. A computer-readable, non-transitory storage medium
storing instructions that, when executed by a processor of an
electronic device, causes the processor to execute a method
for password access, the method comprising:
storing in a memory of the electronic device a personal
data character string (PDCS), wherein the characters of
the PDCS represent a personal data associated with an
authorized user of the electronic device; and

selecting, via the processor, one or more characters of the
PDCS; and

generating, via the processor, a password formed by a
combination of the one or more selected characters of
the PDCS.

11. The computer-readable, non-transitory storage
medium of claim 10, wherein the method further comprises
randomly selecting the one or more characters of the PDCS.

12. The computer-readable, non-transitory storage
medium of claim 10, wherein the method further comprises
generating the password by combining the one or more
selected characters of the PDCS in a random sequential
order.

13. The computer-readable, non-transitory storage
medium of claim 10, wherein the method further comprises:

generating via the processor one or more additional

characters; and

generating via the processor the password as a combina-

tion of:
the one or more selected characters of the PDCS; and
the one or more additional characters.

14. The computer-readable, non-transitory storage
medium of claim 10, wherein the method further comprises:

presenting, via a user interface of the electronic device, a

data prompt comprising a data category of said PDCS;
and

receiving, via the user interface of the electronic device,

a data value responsive to the data prompt, wherein:
said received data value is stored in the memory as the
PDCS associated with the data category.

15. The computer-readable, non-transitory storage

medium of claim 14, wherein the data prompt comprises a
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data category for a data value which is distinctively asso-
ciated with the authorized user.

16. The computer-readable, non-transitory storage
medium of claim 10, wherein the generated password con-
sists of one or more digits selected from among a plurality
of digits of the stored PDCS.

17. The computer-readable, non-transitory storage
medium of claim 10, wherein the method further comprises
generating a description of said generated password, said
description comprising:

(a) a data category of the personal data of the PDCS;

(b) an ordinal placement of the one or more selected

characters within the PDCS;

(c) a description of any additional characters of said

generated password; and

(d) a description of an ordering, within the generated

password, of:

the selected characters referred to by (a) and (b), and

the additional characters of (c).

Steven Oppenheimer
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18. In an electronic device comprising a processor and a
memory which is communicatively coupled to said proces-
sor, a method for password access, the method comprising:

storing in the memory of the electronic device a personal

data character string (PDCS), wherein the characters of
the PDCS represent a personal data associated with an
authorized user; and
selecting, via the processor, one or more characters of the
PDCS; and

generating, via the processor, a password formed by a
combination of the one or more selected characters of
the PDCS.

19. The method of claim 18, further comprising randomly
selecting the one or more characters of the PDCS.

20. The method of claim 18, further comprising generat-
ing the password by combining the one or more selected
characters of the PDCS in a sequential order which is
randomly determined.

ok ok k%
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