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(57) ABSTRACT

In a communications system, such as a Power-Over-Ethernet
system, where power supply equipment (PSE) supplies
power to powered requiring devices (PRDs), a system and
method of dynamic power management is implemented. The
system and method monitors the power consumed at each
port by the PRDs. Based on this monitoring, the PSE dynami-
cally determines the minimum power which can be allocated
to each PRD, and so dynamically maximizes the available
reserve power. The PSE maintains a queue or queues wherein
PRDs are listed in order of a power allocation priority. When
additional power is available, the PSE preferentially allocates
power to a PRD or PRDs which have higher priority. The
system and method of the present invention minimizes the
power allocated to each individual network device, as a result
of which the total number of network devices that can be
supported with the available power may be maximized.
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SYSTEM AND METHOD OF DYNAMIC
POWER MANAGEMENT

CROSS REFERENCE TO RELATED
APPLICATIONS

[0001] This patent application claims the benefit of U.S.
Provisional Patent Application No. 60/858,937, filed Nov.
15, 2006, entitled “System And Method Of Dynamic Power
Management,” which is incorporated herein by reference in
its entirety.

BACKGROUND OF THE INVENTION

[0002] 1. Field of the Invention

[0003] The present invention pertains to the field of pro-
viding power from power source equipment (PSE) to one or
more devices which are part of a communications system or
communications network, and to managing the power which
is supplied to the networked devices.

[0004] 2. Background Art

[0005] Network devices which require power are conven-
tionally referred to in the art as “powered devices”, or “PDs”
for short. In this document, for reasons explained further
below, such devices will be referred to as “power requiring
devices”, or “PRDs”, wherein the terms “power requiring
device”, “PRD”, and the plurals thereof are entirely syn-
onymous with the terms “powered device”, “PD”, and the
plurals thereof, as conventionally employed in the art.
[0006] Conventionally, in a communications system, such
as a network environment where cabling is employed to
provide power to PRDs, at least two separate cables are
connected to each PRD. One PRD cable conveys data to and
from the (data communications equipment (DCE), while a
second cable supplies each PRD with power from a power
supply which is typically separate from the DCE. The
disadvantages of this approach have long been obvious.
Using two cables increases the physical bulk of cabling
which must be wired through the physical environment,
demanding more space and making it more difficult to track
which cables are serving which functions. If power is
supplied to a PRD via a local power outlet, for example, a
standard wall outlet, then it may be necessary to locate a
separate uninterruptible power supply (UPS) near many or
all of the PRDs. As a result, multiple UPS may be required.
Some PRDs have required transformers co-located with the
PRD, further increasing bulk and complicating deployment
efforts. Overall, dual cable solutions typically cost more than
a single cable solution and tend to be unwieldy to deploy and
maintain.

[0007] Inaddition, a key limitation of dual cable solutions
is that they inherently tend to exclude the transmission of
data which is related to the power consumption of a PRD.
For example, if a PRD is plugged directly into a wall socket,
or connected to a wall socket via a dedicated UPS or
transformer, there typically does not exist any means to
monitor the power delivered to the PRD, nor to regulate the
power delivered to the PRD. In turn, this makes it difficult
to monitor and control overall network power consumption.
[0008] A single cable solution, wherein the single cable
carries both data and power, has long been known in certain
fields. For example, the cabling employed by the plain old
telephone system (POTS) network carries both power and
data. Other technologies, such as USB communications
systems and IEEE 1392 (“Firewire”) systems, typically are
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capable of supporting both data and power transmission on
a single cable. The advantages of single cable solutions are
obvious: Lower cost, half as many wires to be tracked and
untangled, and, if all the cables extend from a single DCE,
then a single UPS can provide power support to all the
network devices via the DCE. Furthermore, single cable
solutions are inherently more friendly to technology which
monitors and regulates power consumption by the PRDs,
since the power cable is already designed to support data
transmission as well.

[0009] A problem has existed, however, in adapting cer-
tain widely used legacy technologies to take advantage of
single cable power and data solutions. In particular, Ethernet
communications systems, which are widely deployed for
wired computer networks worldwide, have long relied on
one cable (the Ethernet cable) to carry data to PRDs and
another separate cable to supply power to the PRDs, with all
the disadvantages already noted above.

[0010] Recently a solution has emerged to enable Ethernet
networks to take advantage of single cable data and power
solutions. Specifically, the IEEE 802.3af protocol defines
standards wherein power can be carried to PRDs from a
DCE, such as an Ethernet switch, over the same industry-
standard Ethernet cabling and Ethernet connectors (i.e., the
RJ-45 plug and jack) that formerly was used to carry only
data. As a result, where it was formerly necessary to employ
a separate source of power to deliver power to PRDs, the
power source equipment (PSE) can now be integrated into
the DCE itself. Newly designed PRDs, such as wireless
access points (WAPs) for 802.11 and Bluetooth devices, web
cameras, [P telephones, security access devices, point-of-
service (POS) terminals, and similar technologies are
designed to accept power directly over the Ethernet cabling,
dramatically simplifying deployment of network devices.
[0011] The IEEE 802.3af standard is also referred to as the
“Power Over Ethernet” standard, or “PoE”, and the terms
“802.3af” and “PoE” are used interchangeably in this docu-
ment, along with such terms as “802.3af-compliant”, “PoE-
compliant”, and related terminology.

[0012] An advantage of PoE is that a PoE-compliant PSE,
or PoE PSE for short, can detect the presence of legacy
Ethernet devices which are not designed to accept power
over the Ethernet cable, and so not deliver power to such
devices. This makes it possible to support both PoE-com-
pliant PRDs and legacy PRDs in the same network. Addi-
tionally, legacy Ethernet switches, which are not PoE-
compliant, can be used with the newer PoE-compliant
PRDs. This is done by inserting, between the legacy Ether-
net switch and the PRDs, a so-called “mid-span” PSE, also
referred to as a PoE mid-span hub. The PoE mid-span hub
accepts the Ethernet cabling from the Ethernet switch, and
loads the power onto Ethernet cables which extend from the
PoE hub to the PRDs. When data is received from the PRDs,
the mid-span PoE hub passes the signals on to the Ethernet
switch.

[0013] A further advantage of the IEEE 802.3af standard
is that PoE-compliant PRDs can have an embedded man-
agement information base (MIB), which contains data on the
power requirements of the device as determined by the
device manufacturer. Specifically, 802.3af-compliant PRDs
can be classified at power levels designated as “1°, “2°, or “3°,
which respectively indicate increasing power requirements.
(A default 0’ value encompasses all three power levels. A
fifth designation, ‘4’, is currently reserved for future use.)
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The PoE PSE can read the power classification from a PoE
PRD via the Ethernet connection. This enables the PoE PSE
to allocate only the designated amount of power to a PRD,
which conserves power for other attached devices and
contributes to the general goal of efficient power utilization.
Yet another advantage of combining data signaling and
power delivery over a single cable is that PRDs can be shut
down remotely, via control signals sent from the DCE,
without the need for a power switch or reset button.

[0014] In summary, PoE technology, and similar protocols
which may be employed in the context of other kinds of
communications links such as USB and Firewire, enable
power to be carried over the same cable that is used for data
transmission. These technologies further enable intelligent
management by DCEs of the power consumption by PRDs.

[0015] In spite of the improvements in network power
allocation and power management that have come with
802.3af and similar protocols, shortcomings remain. One
problem is that, in real-world operation, PRDs often use
significantly less power than the maximum power they
might request. For example, an 802.3af-compliant PRD
might classify itself in Class 2, meaning that the DCE should
be able to deliver 7.0 watts to the port to which the PRD is
connected, and therefore that at least 7.0 watts should be
held in reserve by the DCE to support the Class 2 PRD.
However, in actual use, the PRD might never use anywhere
near this much power, or possibly the PRD might draw near
the maximum power at infrequent intervals, while using
dramatically less power most of the time. This might be the
case, for example, with a wireless access point that has a
light load of wireless devices associated with it.

[0016] In addition, it is not always a requirement of the
standards that a device provide any power classification. For
example, PoE devices are not required to provide a power
classification. As a result, when a PoE-compliant PRD is
connected to the DCE, and the PRD does not report any
power classification, by default the DCE may allocate or
reserve the maximum allowed power under the 802.3af
protocol, namely 15.4 watts, to the port to which the PRD is
connected. This will be the case even if the PRD never
actually consumes anywhere near 15.4 watts.

[0017] As a result of these factors, the actual power
allocated to PRDs, or held in reserve by the DCE to support
the PRDs, may be well in excess of the amount of power that
these devices actually require to support their operation. If
many devices are connected to the DCE, a further result may
be that insufficient power is available to power all the
devices, leaving some devices effectively non-operational. It
is desirable, then, that a means be found to ensure that the
minimum possible power is allocated to each PRD, while
still ensuring full functionality of each PRD. In turn, this will
ensure that the number of PRDs which may actually be
allocated power tends to be maximized, while still minimiz-
ing overall power consumption.

[0018] A further short-coming of existing power technolo-
gies is that they provide no way to prioritize attached
network devices. That is to say, if insufficient power is
available to support the operations of all PRDs attached to
the DCE, it may be desirable that some specific PRDs have
a higher priority for power allocation than other PRDs. The
exact choice of which PRDs should have higher priority will
naturally depend on many factors specific to the nature of the
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network, the usage being made of the network devices, and
the specific requirements of a company or other enterprise
implementing the network.

[0019] Therefore, it is desirable that means be provided so
that network engineers can indicate a priority among net-
work devices, such that if insufficient power is available to
power all PRDs connected to the DCE, then those PRDs
assigned the highest priority are preferentially allocated
power ahead of lower priority PRDs whenever possible. It is
further desirable that network engineers be provided the
maximum possible flexibility in determining the criteria
which are used to assign power allocation priority levels to
PRDs.

[0020] A further shortcoming of present technologies is
that, in the event of a sudden decrease in available power, no
method is provided to deallocate power from the PRDs. It is
desirable that, in the event of an unexpected decrease in
available power, a means exist to deallocate power from
some of the PRDs, preferably in an order which reflects
some kind of priority among the attached PRDs, where that
priority may or may not be the same priority used to assign
power to the PRDs to begin with.

[0021] Given the foregoing, what is needed is a system
and method of improved, dynamic power management and
allocation for power requiring devices which are part of a
communications system or communications network.
[0022] In particular, what is needed is a system and
method of dynamic power management and allocation for
determining the actual power consumption of power requir-
ing devices which are part of the communications system,
and adjusting the power allocation so that the minimum
necessary power is allocated to power requiring devices
which are part of the communications system. What is
further needed is a system and method of dynamic power
management and allocation for determining a priority
among power requiring devices which are part of the com-
munications system, and for ensuring that whenever pos-
sible power requiring devices of a higher prior are prefer-
entially allocated power ahead of power requiring devices of
a lower priority.

BRIEF SUMMARY OF THE INVENTION

[0023] The present invention meets the above-identified
needs by providing a system and method for dynamic
management in a communications system or communica-
tions network. In an exemplary embodiment, the present
invention may be employed as part of a data communica-
tions equipment (DCE) device, such as a network switch,
wherein the DCE is also the PSE and wherein multiple
network devices are powered via the PSE. The PSE may
have a plurality of communications ports and a plurality of
PRDs which transmit and receive data over the ports, and
receive power via the ports. The PSE monitors the power
consumed at each port by those PRDs which are currently
powered.

[0024] Based on the power monitoring, the PSE dynami-
cally determines the minimum power which should be
allocated to each PRD, and so dynamically determines the
amount of reserve power available. The PSE also maintains
a listing, possibly in the form of a PRD queue or queues,
which indicates the priority of PRDs. When additional
power is available to be allocated, the PSE preferentially
allocates power to a PRD or PRDs which have higher
priority. If a decrease in available power mandates that some
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currently powered PRDs no longer receive power, the PSE
preferentially ensures that PRDs with a higher priority
continue to receive power.

[0025] The method of the present invention thus provides
dynamic power management, wherein the power allocated
to each individual network device may be minimized, and
wherein as a result the total number of network devices that
can be supported with the available power may be maxi-
mized. One result may be a more efficient utilization of the
available power.

BRIEF DESCRIPTION OF THE
DRAWINGS/FIGURES

[0026] The features and advantages of the present inven-
tion will become more apparent from the detailed descrip-
tion set forth below when taken in conjunction with the
drawings in which like reference numbers indicate identical
or functionally similar elements. Additionally, the left-most
digit of a reference number identifies the drawing in which
the reference number first appears.

[0027] FIG. 1A depicts an exemplary communications
system deployment, and specifically a Power-Over-Ethernet
(PoE) system deployment, in which the present invention
might be employed, wherein the PoE system is deployed in
an end-span configuration.

[0028] FIG. 1B depicts an exemplary communications
system deployment, and specifically a Power-Over-Ethernet
(PoE) system deployment, in which the present invention
might be employed, wherein the PoE system is deployed in
a mid-span configuration.

[0029] FIG. 2 contains block diagrams showing part of the
internal structure of a representative communications sys-
tem, specifically a PoE switch, which may be used in one
embodiment of the present invention, and also showing part
of the internal structure of a representative power requiring
device. The figure also shows the connection between the
PoE switch and the power requiring device.

[0030] FIG. 3A illustrates a method according to one
embodiment of the present invention, whereby a represen-
tative communications system and associated power requir-
ing devices are initially powered on, and wherein the current
method of dynamic power management of the present
invention is initiated.

[0031] FIG. 3B is a representative depiction of several
queues, specifically a priority queue and a power queue, and
wherein the queues are employed in one embodiment of the
present invention to store priority information on PRDs.
[0032] FIGS. 4A and 4B together present a flowchart
illustrating one embodiment of a method of ongoing
dynamic power management according to the present inven-
tion. The single flowchart has been split between two figures
for ease of reading only, and embodies a unified method.
[0033] FIG. 5 presents another embodiment of a method
of ongoing dynamic power management according to the
present invention, wherein multiple monitoring, analysis,
and control processes occur in parallel or substantially in
parallel, and wherein these processes communicate with
each other through a series of messages.

[0034] FIG. 6 is another view of the method presented in
FIG. 5. The figure shows in detail the steps involved in a
port/PRD monitoring process.

[0035] FIG. 7 is another view of the method presented in
FIG. 5. The figure shows in detail the steps involved in a
power consumption analysis process.
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[0036] FIG. 8 is another view of the method presented in
FIG. 5. The figure shows in detail the steps involved in a
queue maintenance process, wherein the queues are those
illustrated in FIG. 3B.

[0037] FIG. 9 is another view of the method presented in
FIG. 5. The figure shows in detail the steps involved in a
power allocation process.

DETAILED DESCRIPTION OF THE
INVENTION

1. Introduction

[0038] The present invention is directed to a system and
method for dynamic power management and allocation in a
communications system or communications network. In an
exemplary embodiment, power is provided from power
source equipment (PSE) to one or more power requiring
devices (PRDs) via a means of power conveyance, such as
network cabling. In one embodiment of the present inven-
tion, the PSE is contained in the same hardware unit or
device which also serves as the data communications equip-
ment (DCE), that is, the hardware unit or device which
transmits data to and/or accepts data from the PRDs. Further,
data sent back and forth via the means of power conveyance
may include, in addition to any network communications
proper, data which is related to power management of the
PRD or PRDS.

[0039] It should be understood that this communications
system configuration is exemplary only, and other commu-
nications system or network configurations are possible and
are consistent with the functioning of the present invention.
For example, in an alternative embodiment of the present
invention, the DCE and the PSE could be in physically
separate units or cases, and could send data and power
respectively to the PRDs via separate cables or other means.
The dynamic power management methods of the present
invention might then entail some further connection between
the DCE and the PSE, such that power management related
data and power management control information could be
passed back and forth between the DCE and the PSE.

[0040] Persons skilled in the relevant art(s) will appreciate
that while the methods described in the following discussion
will be applied in the context of devices which use electrical
power and electrical signaling, nothing in the present inven-
tion limits the invention to the management of power
supplied as electrical power via conventional cables which
typically use insulated or shielded metal wires, or other
metallic pathways or metallic means of power conductance.

[0041] Rather, the method of the present invention may be
applied to other technologies for both power conveyance
and signal communication. For example, optical communi-
cations are increasingly used as a means to convey data, and
in the near future it may be possible to power a communi-
cations system using optical or other purely electromag-
netic-wave-based power conveyance means including, for
example and without limitation, laser light, infrared light,
microwaves, or x-rays. The method of the present invention
can be employed in these contexts as well to provide
dynamic power management, wherein the power allocated
to each individual network PRD is substantially minimized,
and wherein as a result the total number of network PRDs
that can be supported with the available power may be
substantially maximized.
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[0042] However, for purposes of illustration and exposi-
tion only, the following discussion will describe the methods
and operations of the present invention in the context of a
particular type of communications system technology,
namely, a communications network employing Ethernet
protocols and Ethernet hardware, and in particular employ-
ing the recently developed 802.3af Power-over-Ethernet
(PoE) technology. In this context, an Ethernet switch will be
understood to combine both the network DCE and the
network PSE. The terms “Ethernet switch”, “DCE”, “PSE”,
and “PoE switch” will be used interchangeably throughout
the remainder of this document, the only exception being
when an Ethernet switch is specifically indicated as being a
legacy Ethernet switch, which by definition does not support
PoE capability.

[0043] It will be further understood that a switching sys-
tem which is functionally equivalent to a PoE Ethernet
switch may also be embodied in the form of a combination
of'alegacy Ethernet switch, that is, an Ethernet switch which
does not support the 802.3af standard, working in combi-
nation with a mid-span PSE which adds power to the
Ethernet signal carried over the Ethernet cabling, wherein
the mid-span PSE would typically be used to embody the
system and method of the present invention.

[0044] Further, in this document the terms “power requir-
ing device” or “PRD”, and the plural forms thereof, are used
to refer to those network devices which are connected to the
PSE. PRDs are typically communications devices which
may accept and/or receive data. Such devices may include,
for example and without limitation, wireless access points,
VoIP telephones, web cameras, a variety of security control
devices, modems, routers, security devices, desktop com-
puters, laptop computers, and any number of other technolo-
gies which receive and transmit communications, typically
but not necessarily employing Ethernet protocols and Eth-
ernet cabling.

[0045] It should be noted that the conventional term in the
art for such devices is “powered device”, “PD”, or the plural
forms thereof. This document employs the alternative forms
“power requiring device” and “PRD”, or the plurals thereof,
to avoid any apparent ambiguity or apparent contradiction
when speaking of devices which are “powered” and devices
which are “unpowered”. That is to say, the phrase “powered
powered device” may seem redundant, while the phrase
“unpowered powered device” may seem contradictory, and
in general both such phrasings may seem unclear as to the
power state of a device; whereas, the phrases “powered
power requiring device” and “unpowered power requiring
device” clearly signity a device which requires power, and
which further is either currently powered or currently
unpowered, respectively.

[0046] It should be understood that in all respects the
terms “power requiring device”, “PRD”, or the plurals
thereof, are entirely synonymous with the terms “powered
device”, “PD”, and the plurals thereof, as conventionally
employed in the art; and further, that those devices signified
herein as a “power requiring device”, “PRD”, or the plurals
thereof, are entirely the same as those devices which are,
within the art, conventionally referred to as a “powered
device”, “PD”, or the plurals thereof. The use of an alter-
native phrasing or alternative acronym is intended exclu-
sively for clarity of exposition, and signifies no technologi-
cal, structural, functional, or operational distinction of any
kind.
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[0047] Several terms are used throughout this document to
refer to the power which a PSE may convey to a PRD,
including such terms as “allocate” or “allocated”, “deliver”
or “delivered”, and “supply” or “supplied”. In general, and
unless noted otherwise, the following conventions hold:
[0048] The terms “deliver” and “supply” and variations
thereof (“delivered”, “delivering”, “supplied”, “supplying”,
etc.) refer to an actual amount of power being conveyed
from a PSE to a PRD. This amount of power may vary
significantly over time, including over very brief intervals of
time, depending on the load being placed on the PSE by the
PRD.

[0049] The term “allocate” and variations thereof (“allo-
cated”, “allocating”, etc.) typically refers to an amount of
power which the PSE has set in reserve to deliver to the
PRD. For example, and as discussed in more detail below,
the PSE may typically make an initial power allocation to a
PRD based on the PRD power classification, provided that
power classification is available. If the power classification
is not available, the PSE may initially allocate a maximum
power to the PRD based on a maximum power which the
PRD’s port may accept, or based on other criteria.

[0050] When power is initially allocated to a PRD by the
PSE, meaning the PSE has reserved a certain amount of
power for the PRD, typically the PSE will also begin the
actual delivery of power to the PRD. This combined allo-
cation and delivery of power to a PRD will in some cases be
implied when this document describes the allocation of
power to a newly attached or newly powered-on PRD.
Similarly, when the PSE deallocates power from a PRD, this
entails no longer holding the power in reserve for the PRD,
but it will be understood that this also typically entails the
actual cessation of power delivery from the PSE to the PRD.
[0051] Using the method of the present invention, the
power allocated to a PRD may vary over time as a deter-
mination is made that the PRD is actually drawing substan-
tially less power or substantially more power than was
previously allocated. It may be the case, however, that the
power allocated to a PRD may vary more slowly than the
variation in the power actually supplied to the PRD, for
example, because the power allocation may be based on
some time average of the power supplied to the PRD, or for
some other reason.

[0052] It should be noted that communications systems
which deliver power over a communications link, such as
PoE systems, may also have connected to them legacy PRDs
which do not accept power over the communications link,
but instead require that power be provided via a separate
power connection. Typically, the PSE technology will rec-
ognize such legacy devices, and will not attempt to supply
power to the legacy PRDs over the communications link.
For example, the 802.3af standard has specific provisions for
recognizing legacy PRDs and not supplying power to them
over the communications link.

[0053] Consistent with this technological convention, in
one embodiment the present invention may not attempt to
monitor or regulate power consumption for legacy PRDs or
for any communications ports to which such legacy PRDs
may be connected. The present invention may only monitor
and regulate power associated with those PRDs which are
designed to accept power via the communications links of a
communications system, typically via a communications
port of the communications system. In an alternative
embodiment, the present invention may employ additional
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methods or means to monitor and/or regulate the power
consumption of those network devices which do not receive
power over the communications system itself, wherein those
additional methods or means may be in part or in whole
analogous to the methods and means disclosed in detail
below.

[0054] Finally, persons skilled in the relevant art(s) may
recognize some of the steps described as part of the method
of'the present invention as already being conventional in the
art. For example, the 802.3af PoE protocol has provisions
for a PoE switch to recognize when a connected PRD
becomes disconnected, and consequently to stop supplying
power to the port to which the PRD was connected. These
steps are none-the-less included as part of the method of the
present invention, at least in part because the results of these
steps influence other aspects of the method of dynamic
power management. For example, and as discussed further
below, once power is no longer allocated to a port, that
power becomes available for other currently connected
PRDs which are currently unpowered. As also discussed
further below, the method of the present invention can then
search a queue or other list of devices awaiting power to
determine if any of those devices are suitable candidates for
being allocated the power which has become available.

II. Exemplary System

[0055] FIGS. 1A and 1B offer illustrations of Power-Over-
Ethernet (PoE) system deployments 100 and 140 in which
the present invention might be employed. Exemplary
deployment 100 in FIG. 1A shows an end span configura-
tion. In this configuration, an uninterruptible power supply
(UPS) 102 is connected to a communications system 104.
The IEEE standard 802.3af is embodied within the technol-
ogy of the communications system itself, which in this case
is a PoE Ethernet switch. That is to say, the Ethernet switch
104 actually contains the power source equipment (PSE),
and in fact is considered to be the power source equipment.
The Ethernet switch 104 also contains the necessary hard-
ware and software to implement the functionality of the
802.3af standard. In addition, the dynamic power manage-
ment method and system of the present invention is embod-
ied within the Ethernet switch 104 as well.

[0056] The PoE switch ultimately provides both data and
power to PRDs 108, such as the PoE VoIP phone, APs, and
video camera illustrated. In the deployment illustrated in
FIG. 1A, there are additional, optional intermediate connec-
tions and hardware 106 between the PoE switch 104 and the
communications devices 108. These include a patch panel,
cross-connect panel and consolidation point. The presence
of the intermediate connections and hardware 106 does not
materially alter the method or operations of the present
invention within PSE 104.

[0057] A second exemplary deployment 140, wherein the
present invention might be employed, is shown in shown in
FIG. 1B. In deployment 140, a conventional communica-
tions system 142, such as a conventional Ethernet switch
142, is again connected to UPS 102, but now only for
purposes of powering the internal functions of communica-
tions system 142. Power for the PRDs 108 is provided via
a mid-span PoE device 144, which is inserted somewhere
along the path between the Ethernet switch 142 and the
PRDs 108. As before, intermediate switching devices 106
may be present, but are not essential to the operation of the
current invention.
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[0058] The mid-span PoE device 144 is merely a carrier
for the Ethernet signals sent to and from Ethernet switch
142. However, mid-span PoE device 144 is also the PSE for
the PRDs 108, loading the power onto the Ethernet cabling
which is routed to the PRDs 108. The mid-span PoE device
144 embodies the 802.3af technology, and also embodies the
dynamic power management technology of the present
invention.

[0059] In both deployment 100 which employs end-span
PoE and deployment 140 which employs mid-span PoE, the
end devices 108, that is, the PRDs 108, receive their power
directly over the Ethernet connection. It should be under-
stood that the present invention could be employed using
any communication system having power source equipment.
The Ethernet PoE switch 104 and the mid-span PoE device
144 are merely representative devices and do not limit the
current invention. For convenience only, the following dis-
cussion assumes that the present dynamic power manage-
ment invention is being implemented directly on an Ethernet
switch 104, but it should be understood that other embodi-
ments are possible as well.

[0060] FIG. 2 is a block diagram 200 showing both part of
the internal structure of representative communications sys-
tem 104, such as a PoE switch 104, as well as part of the
internal structure of representative PRD 108, which may be
used in one embodiment of the present invention. PoE
switch 104 contains one or more ports 216, such as PoE
ports which provide both data and power to PRDs 108. Only
two such ports are illustrated in FIG. 2, but typical real-
world devices will commonly contain many more ports, and
additional ports may be assumed for the PSE 104 under
consideration in conjunction with the present invention. Two
PRDs 108 are shown, one of which is a currently powered
PRD 224, and the other of which is a currently unpowered
PRD 226. Other powered PRDs 224 and/or unpowered
PRDs 226 may be attached, but are not illustrated.

[0061] Note that in the ordinary and routine course of
operations of PSE 104 and one or more PRDs 108 which
may be attached to PSE 104, a PRD 108 which is an
unpowered PRD 226 may become a powered PRD 224, and
similarly a PRD 108 which is a powered PRD 224 may
become an unpowered PRD 226. The function of a PRD 108
as either a powered PRD 224 or an unpowered PRD 226
depends on a number of operational factors including, for
example and without limitation, whether or not PRD 108 is
currently powered on, whether or not PRD 108 is currently
experiencing a fault condition, and whether or not PSE 104
is currently supplying power to PRD 108.

[0062] The presence of multiple PRDs 108 attached to
PSE 104 is shown for purposes of illustration only. Some or
all of the features and methods of the present invention may
be operational, in part or in whole, when only one PRD 108
is attached to PSE 104 or when no PRDs 108 are attached
to PSE 104. In addition, the presence of a powered PRD or
PRD(s) 224 and an unpowered PRD or PRD(s) 226 is for
purposes of illustration only. When one or more PRDs 108
are attached to PSE 104, some or all of the features and
methods of the present invention may be operational, in part
or in whole, when all PRD(s) 108 currently attached to PSE
104 are powered PRD(s) 224 or when all PRD(s) 108
currently attached to PSE 104 are currently unpowered
PRD(s) 226.

[0063] PoE switch 104 contains an internal power supply
202 which in turn may be fed from external UPS 102. PoE
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switch 104 also contains power sourcing equipment power
manager (PSEPM) 204 which is compliant to the PoE IEEE
802.3af standard. PSEPM 204 is typically embodied in an
application specific integrated circuit (ASIC) which controls
the power management within the PSE 104 according to the
IEEE 802.3af standard. The IEEE 802.3af standard is well
known in the art and is incorporated here by reference in its
entirety.

[0064] PSE 104 also contains a controller 206. Controller
206 may be a general purpose microprocessor or it may be
another ASIC, or it may actually be a combination of one or
more of the above, that is, a microprocessor working in
conjunction with an ASIC. Controller 206 serves multiple
purposes within PSE 104. It regulates communications with
one or more external data or control sources, i.e., data
terminal equipment (DTEs) (not shown), and also regulates
the data which is transmitted over internal Tx/Rx lines 208
used for Ethernet transmission and reception via Ethernet
ports 216, and thence via Ethernet ports 216 over Ethernet
cables 230 to PRDs 108.

[0065] Controller 206 may also be connected to internal
memory 212 via bus 214, where internal memory 212 may
include, for example and without limitation, conventional
random access memory (RAM), an internal hard drive, or
other suitable memory for storing instructions which may be
necessary for processing, especially in the event that the
current invention is embodied in the form of a micropro-
cessor which processes instructions. Memory 212 may store
the instructions. Memory 212 may also store the data used
by the present invention which may include, for example
and without limitation, the amount of power currently allo-
cated to PRDs, a history of power consumption by PRDs, the
priority of PRDs as represented in a queue structure or other
data structures in memory, and other pertinent data. Memory
212 may further be comprised of permanent or semi-per-
manent memory including, for example and without limita-
tion, ROM, E-PROM, or EE-PROM.

[0066] In addition to controlling the communications of
transmitted and received signals over Tx and Rx lines 208,
controller 206 is also connected to PSEPM 204 via a bus
210, where bus 210 may be the same bus as bus 214 or may
be a separate bus. The specific configuration of the bus is not
essential to the current invention. Controller 206 accepts
data about current power management activities from
PSEPM 204 over bus 210. Controller 206 additionally may
also modulate or regulate the activities of PSEPM 204 via
bus 210 in order to implement the method or methods of the
current invention.

[0067] In particular, controller 206 can monitor details of
the electrical and other activity of ports 216, such as
monitoring the consumed voltage, the consumed current,
and the port temperature. This monitoring may be done
directly via the connection for the Tx and Rx lines 208, or
it may be done via bus 210 obtaining this information from
PSEPM 204. The ability of controller 206 to monitor port
current, voltage, temperature, and possibly other parameters
of ports 216 enables controller 206 to determine the power
consumption of ports 216, possible fault conditions of ports
216, and possibly other operating conditions of ports 216.

[0068] PRDs 108 are connected to PSE 104 via Ethernet
cables 230, where Ethernet cables 230 in turn are connected
to ports 216 of PSE 104. PRD 108 typically has on board a
management information base (MIB) 222. MIB 222 con-
tains internal configuration data regarding PRD 108. For
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example, according to the IEEE standard 802.3af, PRDs
which are compliant with the standard may have an onboard
rating of their power requirements. That is to say, they will
have a power classification rating which may be 1, 2, or 3,
‘1’ being the lowest power requirement and ‘3’ being the
highest power requirement. MIB 222 of PRD 108 can report
to PSE 104 the power classification of PRD 108.

[0069] In addition, PRDs 108 may also report other infor-
mation to the PSE 104 via Ethernet cable 230 and via port
216, where this additional information may be utilized by
controller 206 as part of the dynamic power management
process of the present invention.

[0070] In one embodiment of the present invention, all
power regulation concerning the power supplied by PSE 104
to PRDs 108, via ports 216 and Ethernet cable 230, is
controlled by PSEPM 204, where in turn the power regula-
tion activities of PSEPM 204 may be determined by con-
troller 206 via bus 210 according to the methods described
further below.

[0071] In an alternative embodiment of the present inven-
tion, some of the power regulation activities may be deter-
mined directly by controller 206 via transmission lines 208,
and then via ports 216 and Ethernet cable 230. All other
power management activities may be done as described
above via PSEPM 204. In yet another embodiment of the
present invention, all the power regulation activities may be
determined directly by controller 206 using the methods
described below.

[0072] PoE switch 104 may be connected to an external
data source, control system, and/or monitoring system such
as a digital computer or other DTE, not shown. The external
data or control source is connected to communications port
218, which in turn is controlled by communications manager
219 via a bus which may be the same as bus 214 or 210, or
another bus. Communications manager 219 is typically an
ASIC which is designed to accept external communications.
Communications manager 219 in turn is connected to con-
troller 206 via a bus which may be the same as bus 210 or
bus 214, or another bus. The details of the bus implemen-
tation do not matter for the current invention.

[0073] Communications port 218 may be, for example and
without limitation, a serial port, a parallel port, a USB port,
an [EEE 1392 or “Firewire” port, a wireless port conforming
to IEEE 802.11, Bluetooth, or other wireless protocols, an
infrared port, or possibly a dedicated Ethernet port used
specifically for control of PSE 104. The external controller,
monitoring system, or other DTE may be used for several
purposes. It may be used to upload power-related param-
eters, such as a preassigned priority value of a communica-
tions port 216 of the PSE 104, or a user-designated PRD
importance which assigns to different PRDs 108 a priority in
terms of being either assigned to a priority queue or power
queue, both of which are discussed further below. The
external controller, monitoring system, or other DTE may
feature a graphical user interface, not shown, for commu-
nicating information to a network engineer or other user, and
for accepting or modifying operating parameters for the
present invention from the network engineer or other user.
The external controller, monitoring system, or other DTE
may also feature one or more databases for accepting,
storing, and analyzing short-term or long-term trends in
power usage as reported by the current invention.

[0074] These power-related parameters, once uploaded via
communications port 218, can be stored in memory 212 and
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used by controller 206 as part of the overall power man-
agement process of the present invention. Similarly, com-
munications port 218 may also be used to download various
power-related information sent by controller 206, which
may in turn be used for purposes of external monitoring,
external reporting, or maintaining an external database of
power activity. Communications manager 219 is a standard
ASIC well known in the art for managing communications
between communications port 218 and controller 206 and
possibly memory 212.

[0075] The details of the hardware embodiment of PSE
104 are not essential to the present invention, it being
understood that power controlling devices such as PSEPM
204 and/or controlling logic implemented by controller 206
will implement the dynamic power management require-
ments and methods of the present invention. These methods
are now described further in the discussion that follows. In
the discussion which follows, only limited reference may be
made to the specific hardware technology used to implement
these methods in a PSE 104, it being understood that the
methods which follow will be implemented via the hardware
already described, or analogous hardware embodiments in
other communications systems.

[0076] FIG. 3A illustrates a method 300 according to one
embodiment of the present invention, whereby a PSE 104
and associated PRDs 108 are initially powered on, and
wherein the current method of dynamic power management
is initiated.

[0077] In initial step 302 the PSE 104 is powered on. In
step 304, the initial power requirements of the initially
attached PRDs 108 are then determined. Communication is
established between PSE 104 and the PRDs 108 according
to the 802.3af standard via methods which are well known
in the art.

[0078] During the initial handshaking between PSE 104
and PRD 108, PSE 104 determines the initial power allo-
cation to be made to each PRD 108 based on any of several
criteria. These criteria may include, for example and without
limitation, a power classification which is built into the MIB
222 of the PRD 108, or a maximum power which can be
allocated to the communications ports 216 of the PSE 108,
or a predefined power allocation which has been defined by
a user of the system and which is stored in memory 212 of
PSE 104.

[0079] Once the initial power requirement is determined,
power is allocated to the initially attached PRDs in step 306.
For example, power may be allocated sequentially to each of
the attached PRDs 108 in the order of the ports to which they
are attached, wherein ports 216 may typically be numbered
from one to the maximum number of ports on the PSE 104,
or power may be allocated based on a user-designated port
priority. PSE 104 may continue to allocate power as long as
sufficient power is available to power the next device in
order of the initial allocation sequence.

[0080] Once power has been allocated to all attached
devices, or once the maximum available power has been
allocated, the method of dynamic power management 316
begins. The method 316 has two phases, a dynamic power
initialization phase 312, following by a second phase of
ongoing dynamic power management 314.

[0081] Dynamic power initialization phase 312 may entail
three steps, a data structure initialization step 307, a power
allocation assessment step 308, and a queue loading step
310.
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[0082] In data structure initialization step 307, data struc-
tures necessary to the method are initialized. These data
structures may include a priority queue and possibly a power
queue, or other data structures, which may indicate the
priority of PRDs 108 for power allocation and/or power
deallocation. The data structures may also include databases
which can track a variety of data which is helpful to the
method of the present invention. Such tracked data may
include, for example and without limitation, the power
currently allocated to PRDs, a history of PRD power con-
sumption, port priorities as designated by a system admin-
istrator or other user, and other information relevant to the
methods of the present invention.

[0083] Note that initialization step 307 may entail the
loading of data from a source of long-term storage, such as
an external DTE which maintains a database of prior power
consumption of PRDs. Note also that some of the data
structures used by the method of dynamic power manage-
ment 316 may include data structures used in earlier steps.
For example, a data structure which maintains a listing of
port priorities, and which may have been used in step 306 to
help determine initial power allocation, may also be
employed by the method of dynamic power management
316. In this case, the relevant data structure or data structures
may already have been initialized in step 306 and may not
need to be initialized again in step 307.

[0084] In one embodiment of the present invention, an
assessment is made in power allocation assessment step 308
as to whether all initially attached devices have been allo-
cated power. If the answer is yes, then ongoing dynamic
power management method 314 is initiated. In step 308, it
may be determined that not all of the initially attached
devices were allocated power, meaning there was insuffi-
cient power to allocate power to all the attached PRDs 108.
In this case initialization step 310 is performed, wherein
unpowered PRDs 226 are added to the priority queue, or are
added to other data structures wherein the priority of the
unpowered PRDs is designated by other means discussed
further below. Following this, the method of ongoing
dynamic power management 314 is initiated as discussed
further below.

[0085] In an alternative embodiment of the present inven-
tion, devices which are allocated power during initial power
allocation may be added to a power queue, as discussed
further below.

[0086] FIG. 3B is a representative depiction of several
PRD queues 350. In one embodiment of the present inven-
tion, the queues are used to store or to indicate the priority
of PRDs for power allocation. In an alternative embodiment
of the present invention, the priority of PRDs may be stored
or indicated by means other than a queue or queues, includ-
ing, for example and without limitation, a database of PRDs
wherein the database has a field or other data structure for
indicating the priority of PRDs. While the discussion which
follows indicates that queues are used to store or indicate the
priority of PRDs, it should be understood that this is for
purposes of illustration only. In one or more embodiments of
the present invention, it is the storage or indication of PRD
priority itself which is used to ensure that available power is
allocated to PRDs in a desired manner or desired order.
[0087] The one or more queues which may be used to
track PRD 108 power allocation priorities may be stored in
memory 212 of the PSE 104, and their contents are modified
by controller 206 as needed based on the method described
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below. The memory 212 used for a PRD queue or queues
may be, for example and without limitation, dedicated
hardware storage, such as dedicated RAM, or a segment of
memory 212 which is allocated from RAM wherein other
segments of the RAM are allocated for other purposes.
[0088] In one embodiment of the present invention, one
queue is used to store or indicate the priority of presently
unpowered PRDs, and a second queue is used to store or
indicate the priority of presently powered PRDs. In an
alternative embodiment of the invention a single queue
occupying a single region of memory 212 may be used to
store multiple types of PRDs, such as powered PRDs and
unpowered PRDs, wherein flags or other data elements or
data structures embedded within the queue are used to
distinguish different types of PRDs, wherein the single
queue effectively functions as multiple queues. The details
of the storage and structure of these PRD queues 352, 354
and the type of memory 212 used is not essential to the
present invention.

[0089] The PRD queue or PRD queues store the identity of
devices using some kind of unique device identifier which
may be, for example and without limitation, an IP address of
a PRD, the port number of a port to which the PRD is
attached, a unique number generated from one or several
selected parameters retrieved from a PRD MIB, or any other
value which can serve as a unique identifier for a device.
[0090] Priority queue 352 is used to track those PRDs 108
which are connected to PSE 104 but which are not currently
powered. Typically, devices are added to priority queue 352
when they are connected to the system and it is determined
that there is insufficient power available in order to allocate
power to them. As will be discussed further below, PRDs
108 may be stored in the priority queue in an order deter-
mined by a number of priority factors.

[0091] In one embodiment of the present invention,
another queue is power queue 354. Power queue 354 stores
the identity of all PRDs which are currently powered. The
purpose of the power queue is to maintain a list of these
devices in order of a device priority, wherein the device
priority may be assigned by the user. It may occur that there
is a decrease in the total available power from the PSE, such
that it is not possible to power all the currently powered
devices. In that event, the order of devices in the power
queue determines which devices will become unpowered
devices, and hence will be added to the priority queue, and
which devices will remain powered and hence remain in the
power queue. The details of the utilization of the priority
queue 352 and the power queue 354 are discussed further
below.

[0092] As noted above, the method of dynamic power
management of the present invention may entail two phases,
namely, an initialization phase 312 and a method of ongoing
dynamic power management 314. The method of ongoing
dynamic power management 314 entails monitoring the
ports and monitoring the power consumption at the ports,
and dynamically adjusting power allocation to PRDs 108.
The remainder of this document describes the process of
ongoing dynamic power management 314.

III. A First Method According to the Present Invention

[0093] FIGS. 4A and 4B together present a flowchart
illustrating one embodiment 314 A of the method of ongoing
dynamic power management 314. The flowchart has been
broken into two figures for ease of reading only, and
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embodies one unified method. Note that step 420 of F1IG. 4A
connects to step 430 of FIG. 4B, and step 450 of FIG. 4B
connects back to step 404 of FIG. 4A.

[0094] Of the steps illustrated, the steps with shadowed
highlighting, namely steps 402, 404, 410, 420, and 430,
represent steps which initiate monitoring of a port 216 and
determine the status of a port 216, such as determining if a
port 216 has a PRD 108 connected to it or if the port 216
requires power. The steps that do not have shadowed high-
lighting represent responses made based on the status deter-
minations of steps 404, 410, 420, and 430. The steps
described below are performed on a repeated or ongoing
basis. In particular, and as described in detail below, the
ports 216 may be monitored repeatedly in sequence.

[0095] Step 402 begins with monitoring a port 216 in the
communications system. The initially monitored port 216
may be a port which is considered to have highest priority,
such as a lowest numbered port.

[0096] In step 404 a determination is made if the port 216
currently being monitored previously required power but no
longer requires power. If the answer is yes, then in step 406
the method of the present invention stops supplying power
to the port 216. In addition, the method of the present
invention in step 408 recalculates a total reserve power
(TRP) which is available.

[0097] In one embodiment of the present invention, the
TRP is calculated by determining the maximum power
supplied by the PSE 104, where this is typically the maxi-
mum power available from internal power supply 202,
minus a sum of the power presently being supplied to all
ports 216 with powered PRDs 224. In an alternative embodi-
ment of the present invention, the TRP is calculated by
determining the maximum power supplied by the PSE 104,
minus a sum of the maximum power supplied to all ports
216 with presently powered PRDs 224 attached to them,
where the maximum power may be the maximum supplied
since PSE 104 was powered on and each powered PRD 224
was powered on, or where the maximum power may be the
maximum power supplied during some recent time interval.
The time period for the recent interval may vary in different
embodiments of the invention, and may range anywhere
from microseconds up to several minutes or longer.

[0098] In another alternative embodiment, the TRP is
calculated by first finding the average power consumed over
a period of time by each port 216 with a presently powered
PRD 224 attached to it, then taking the sum of the average
power consumed by each such port 216 over the period of
time, and then subtracting that sum from the maximum
power supplied by PSE 104. The time period for the average
may vary in different embodiments of the invention, and
may range anywhere from microseconds up to several
minutes or longer.

[0099] In yet another alternative embodiment, the TRP is
calculated by first dividing a recent period of time into a
number of time slices, then calculating the average power
consumed during each time slice by all ports 216 with
powered PRDs 224 attached, then selecting the average
PRD power consumption from one such time slice, and then
subtracting that selected average PRD power consumption
from the maximum power supplied by PSE 104. The
selected average PRD power consumption may be the
largest average from among all the time slices, or it may be
some other average. The time period for each time slice may
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vary in different embodiments of the invention, and may
range anywhere from microseconds up to several minutes or
longer.

[0100] In general, the TRP may be calculated as the
maximum power supplied by PSE 104 minus a value which
is indicative of the power consumption by powered PRDs
224. In yet another embodiment of the present invention, the
calculation of the power consumed by all powered PRDs
224 may sometimes be made as a sum of the maximum
power used by all powered PRDs 224 or as a sum of the
power presently being supplied to all powered PRDs 224,
while at other times the present method may instead calcu-
late the power consumed by all powered PRDs 224 as an
average of the power consumed by all powered PRDs 224
over a period of time, where the average may be one of the
averages already described above.

[0101] The choice as to whether to calculate the total
power used by powered PRDs 224 based on the maximum
power consumed or the power being presently consumed; or
whether, on the other hand, to calculate the power being
consumed based on an average power consumed by the
powered PRDs 224, may be based in part on the number of
powered PRDs 224 connected to the PSE 104. When only a
few PRDs 108 are connected to PSE 104, it is possible that
at a given time all the powered PRDs 224 may be drawing
their maximum power or near their maximum power. In this
case, it may be beneficial to calculate the powered PRD 224
power consumption as the sum of the maximum power
which has been observed over time to be drawn by all the
powered PRDs 224, or to calculate the power consumption
based on the power presently being delivered to the powered
PRDs 224.

[0102] However, as more and more powered PRDs 224
are connected to PSE 104, it becomes statistically less likely
that all the powered PRDs 224 will be drawing a maximum
power at the same time. This is because in typical usage,
powered PRDs 224 tend to have peaks and valleys in their
levels of power consumption, with the peaks occurring only
intermittently. Therefore, as the number of powered PRDs
224 connected to PSE 104 increases, it becomes increas-
ingly reliable to calculate the power used by all powered
PRDs 224 as a sum of an average power calculated for each
powered PRD 224 over time.

[0103] In step 404, the method of the present invention
determined whether the port currently being monitored
previously required power but no longer requires power. If
the answer is no, in step 410 a determination is made if the
port 216 previously did not require power, but a newly
connected PRD 108 or a newly turned on PRD 108 now
requires power.

[0104] If the answer is yes, in step 412 it is determined
whether there is enough power available from PSE 104 to
supply initial power to PRD 108. A method for determining
if there is enough power available to power a PRD 108 is
described further below. If the answer is yes, then an initial
power allocation 414 is made to the PRD 108 and in
addition, optionally, the device may be added to the power
queue 354. Finally, a recalculation 408 is made of the TRP
as already described above. On the other hand, if in step 412
it is determined that there is not enough power available
from PSE 104 to allocate initial power to PRD 108, then in
step 418 PRD 108 is added to the priority queue 352.
[0105] If in step 410 it is determined that a new require-
ment for power does not exist, then a determination 420 is
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made as to whether the port 216 has a powered PRD 224
connected to it. If the answer is yes, then at step 422 the PSE
104 monitors the power consumption parameters such as the
voltage and the current consumed by the port 216, and the
port 216 temperature. A recalculation 424 is made of the
power required by the port 216. In one embodiment of the
present invention, this may entail calculating the minimum
power required by the port over a period of time. In another
embodiment of the present invention, this may entail calcu-
lating a minimum power required by the port, multiplied by
some factor greater than one in order to introduce a buffer
that takes into account occasional requirements for addi-
tional power.

[0106] Persons skilled in the relevant art(s) will appreciate
that while the value of theoretical interest may be the power
consumed by the PRD 108 attached to the port 216, the
values of practical interest may be the current, voltage, and
related parameters pertaining to electrical activity measured
at port 216 itself. Since the PSE 104 must supply power to
its own ports 216, a method of ongoing dynamic power
management 314 may address the actual power require-
ments of the ports themselves. However, as discussed further
below, in one embodiment of the present invention, infor-
mation reported by PRD 108, such as the PRD power
classification, may be taken into account when calculating
an amount of power to be delivered to port 216.

[0107] Recalculation 424 can be made according to a
number of algorithms. In one embodiment of the present
invention, the minimum power required by the port 216 is
determined based on the maximum power that has been
utilized by the port 216 over some period of time. In another
embodiment, the minimum power required by the port 216
is based on an average power required by the port 216 over
some period of time. In yet another embodiment of the
present invention, the minimum power required by the port
216 maybe based on some combination of the maximum
power requirements seen over a period of time plus an
average of the power seen over a period of time. In another
embodiment of the present invention, the minimum power
required by the port 216 may be calculated based on both a
maximum power utilized by the port 216 over a period of
time and an average power required by the port 216 over a
period of time, and also based on a power classification of
the PRD 108 connected to the port, wherein the power
classification of the PRD 108 is reported by MIB 222 of
PRD 108.

[0108] In step 426, PSE 104 adjusts the power which is
allocated to PRD 108 by PSE 104 so that only the minimum
required power is allocated to PRD 108. Finally, a recalcu-
lation 408 is made of the TRP as already described above.
[0109] Ifin step 420 it was determined that the port does
not have a powered PRD 224 connected to it, the method of
the present invention moves on to step 430. In step 430 a
determination is made as to whether the port has connected
to it an unpowered PRD 226 which is in the priority queue
352. If the answer is yes, then unpowered PRD 226 is in the
priority queue 352 awaiting the assignment of power, if
power is available. At step 432 a determination is made as
to whether there is enough reserve power available to power
the unpowered PRD 226. A method to determine whether or
not there is enough reserve power available to power an
unpowered PRD 226 is described further below.

[0110] If there is not enough power available to power
unpowered PRD 226, then in step 434 the unpowered PRD
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226 is not powered and instead remains in the priority queue
352. If there is enough power available to power unpowered
PRD 226, then a determination 436 is made as to whether the
unpowered PRD 226 is queued ahead of or at the same
priority level with all other unpowered PRDs 226 in the
priority queue 352 which could also be powered by the
available power. This determination may be made based on
the position of the unpowered PRD in the priority queue
226, where for example an unpowered PRD 226 earlier in
the queue may have a higher priority than an unpowered
PRD 226 later in the queue. If the answer is yes, then power
is allocated 438 to the unpowered PRD 226, and a recalcu-
lation 408 is made of the TRP as described above.

[0111] If it is determined at step 436 that the currently
unpowered PRD 226 is prioritized at a lower priority than
other unpowered PRDs 226 in the priority queue 352,
wherein the other unpowered PRDs 226 which could also be
powered by the available power are at a higher priority then
the unpowered PRD 226 presently under consideration, then
power may not be allocated to the unpowered PRD 226
presently under consideration. However, when there is
insufficient power available to allocate power to a higher
priority unpowered PRD 226 because of the specific power
requirement of the unpowered PRD 226, power may then be
allocated to an unpowered PRD 226 which has a lower
priority, but also has a lower power requirement.

[0112] Following step 408, wherein the TRP has been
recalculated after power allocation to a port, or following
steps 418 or 434, wherein a decision has been made to not
allocate power to a port, or following step 436 if an
unpowered PRD 226 is ranked too low in priority to be
allocated power, the method of the present invention pro-
ceeds to step 450 wherein the next port 216 is monitored.
The method continues with step 404 and proceeds as
described above.

[0113] As discussed above, there are two cases in which a
determination must be made as to whether there is sufficient
power available to power an unpowered PRD 226. The first
is the case where a new unpowered PRD 226 is connected
to the PSE 104, or an already connected unpowered PRD
226 which was powered off is now powered on. The second
is the case where an unpowered PRD 226 in the priority
queue 352 is being considered for possible allocation of
power.

[0114] In both cases, the method of ongoing dynamic
power management 314 must first determine the power
required by the unpowered PRD 226. As discussed above,
this may be determined based on a number of factors,
including any one or more of: (a) the PRD power classifi-
cation reported by the PRD’s MIB 222; (b) the maximum
power that can be allocated to the port 216 to which the
unpowered PRD 226 is connected; or (c) a user-designated,
pre-defined power allocation. In another embodiment of the
present invention, the PSE 104 may maintain one or more
databases of devices which were previously powered on, or
devices which were previously connected to the PSE 104, or
both, wherein the database or databases may be short-term
or long-term databases, or both. A short-term database may
contain power information from the present period of PSE
104 operation, where the present period may be defined as
starting from the time when the PSE 104 was most recently
powered on. A long-term database of power information
may contain power information from earlier periods of PSE
104 operation.
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[0115] Using the data contained in the one or more data-
bases, the PSE may recognize specific PRDs 108, and
determine a power requirement based on historical power
requirements of a specific PRD 108, wherein the specific
PRD 108 may in turn be recognized by specific internal
identifiers provided by the PRD 108 over the communica-
tions link 230.

[0116] Once the method of ongoing dynamic power man-
agement 314 has determined the power required by an
unpowered PRD 226, the method must determine if enough
power is actually available from the PSE 104 to power the
unpowered PRD 226.

[0117] This determination may be made according to
whether or not there is enough reserve power available from
the PSE 104 to power the unpowered PRD 226. In turn, this
assessment is based on whether, if power were allocated to
unpowered PRD 226, a minimum required reserve power
would still remain available.

[0118] In one embodiment of the present invention, the
minimum required reserve power (MRRP) is determined as:
[0119] MRRP=the maximum power that can be used by
the highest powered PRD 108 which is connected to PSE
104. Stated another way, in this embodiment the MRRP is
determined by examining all the PRD(s) 108 presently
connected to PSE 104, further determining which of those
PRD(s) 108 can draw the maximum possible power, further
determining what that maximum possible power demand
may be for that PRD 108, and then setting the MRRP equal
to the maximum possible power.

[0120] Inanother embodiment of the invention, the MRRP
is determined as:

[0121] MRRP=the maximum power required by the high-
est powered communication port 216 of PSE 104.

[0122] In yet another embodiment of the present inven-
tion, the MRRP may be a user-defined value. In yet another
embodiment, the MRRP may be a default value which is
stored in the PSE 104. In yet another embodiment, the
MRRP may be based on an historical value for a maximum
power consumption by a port 216 or PRD 108.

[0123] To determine, in step 412 or in step 432, if there is
enough reserve power to power unpowered PRD 226, the
method of the present invention calculates a post-allocation
reserve power, or PARP, wherein:

[0124] PARP=TRP—power required by the unpowered
PRD
[0125] This PARP indicates how much power would

remain available if power were allocated to the PRD 108.
Finally, a determination is made:

[0126] If PARP>=MRRP, then allocate power to unpow-
ered PRD 226.
[0127] If PARP<MRRP, then do not allocate power to

unpowered PRD 226.

[0128] In other words, if the power allocation to the
unpowered PRD 226 would leave a reserve power which is
greater than or equal to the minimum required reserve
power, proceed with the power allocation. If the power
allocation to unpowered PRD 226 would leave a reserve
power which is less than the required minimum, then do not
proceed with the power allocation to unpowered PRD 226.
[0129] It should be understood that this is only one pos-
sible embodiment of a step-by-step port monitoring process.
The steps performed do not necessarily need to be per-
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formed in the order indicated, and in some embodiments of
the invention, some of the steps may be omitted and other
steps may be added.

[0130] In particular, the present invention may employ a
method for determining when to deallocate power from
ports if there is a reduction in the total power available from
PSE 104. This may happen, for example, if there is a
disruption in the power available from the primary power
source of the facility. This may also happen in the event that
the PSE 104 employs two or more internal power supplies
202, and one of the multiple power supplies fails. A method
for determining which powered PRDs 224 should then be
deallocated power, meaning they should no longer be sup-
plied power and should be removed from the power queue
354 and instead assigned to the priority queue 352, is
described in greater detail in conjunction with another
embodiment of the method of the present invention, namely,
method 314B which is described further below.

IV. A Second Method According to the Present Invention

[0131] FIG. 5 presents another embodiment of the method
of ongoing dynamic power management 314 of the present
invention, namely, method 314B wherein multiple processes
occur in parallel. These processes include port/PRD moni-
toring process 510, power consumption analysis process
520, queue maintenance process 530, power allocation pro-
cess 540, and power supply monitoring process 550.
[0132] In turn, these processes communicate with each
other through a series of messages. These messages provide
necessary information for each process to perform its cal-
culations or to perform the tasks assigned to the process. For
example, port/PRD monitoring process 510 provides to
power consumption analysis process 520 real-time port/
PRD data 560. In particular, port/PRD monitoring process
510 supplies to power consumption analysis process 520
data 560 which may include, for example and without
limitation, whether or not a PRD 108 is connected to a port
216, whether the PRD 108 is consuming power, the tem-
perature of the port 216, the current (I) being consumed by
the port 216, and the voltage (V) being used to power the
port 216.

[0133] Similarly, port/PRD monitoring process 510 may
provide to queue maintenance process 530 real time port
PRD data 562 which again can include, for example and
without limitation, whether or not a PRD 108 is connected
to a port 216, whether or not a PRD 108 connected to a port
216 is consuming power, whether or not a PRD 108 con-
nected to a port 216 has been switched on or off, the voltage
(V) used by the port 216, the current (I) being consumed by
the port 216, and the temperature of the port 216.

[0134] Port/PRD monitoring process 510 also sends to
power allocation process 540 power allocation and power
deallocation requests 580. These are requests to have power
allocated to a PRD 108 or to no longer allocate power to a
PRD 108. These requests are discussed further below.

[0135] Power consumption analysis process 520 sends
power availability messages 570 to queue maintenance
process 530, and also sends power availability messages 572
to power allocation process 540. These power availability
messages indicate the current power which is available to be
allocated to devices, which may vary over time, and may
also indicate the total reserve power (TRP) and also the
minimum required reserve power (MRRP).
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[0136] The TRP may be calculated similarly to the method
described above, that is, as the maximum power supplied by
the PSE 104 minus the sum of the power currently being
supplied to all powered PRDs 224, or possibly the TRP may
be calculated as the maximum power supplied by the PSE
104 minus an average of the power supplied to all powered
PRDs 224 over a period of time, or possibly the TRP may
be determined based on some other calculation related to the
historical power usage by the powered PRDs 108.

[0137] Similarly, and as previously described, the MRRP
may be based on a number of factors including, for example
and without limitation, the power required by the highest
powered PRD 224 connected to PSE 104, or the power
required by a highest powered communications port 216 of
PSE 104, or the highest power indicated by a PRD power
classification as reported by the MIB 222 of a PRD 108, or
a user-defined value, or an historical value for PRD 108
power consumption, or a default value. The MRRP may be
calculated based on a combination of the above factors.
[0138] Queue maintenance process 530 maintains and
manages priority queue 352 and, in one embodiment of the
invention, also maintains and manages power queue 354.
Queue maintenance process 530 makes a determination of
which devices belong in which queue or queues, and in what
order, wherein the order reflects a priority of power alloca-
tion or deallocation to PRDs 108. Queue maintenance pro-
cess 530 makes this determination based on data received
from port monitoring process 510 in the form of real time
port PRD data 562, and based on data received from power
consumption analysis process 520 in the form of power
availability messages 570.

[0139] Queue maintenance process 530 also sends power
allocation and power deallocation requests 582 to power
allocation process 540. In addition, queue maintenance
process 530 receives from power allocation process 540
messages 592 which confirms when power has been allo-
cated to a PRD 108 and confirms when power has been
deallocated from a PRD 108.

[0140] Queue maintenance process 530 additionally may
receive from port PRD monitoring process 510 information
about a PRD 108, where that information may include, for
example and without limitation, a PRD 108 power classifi-
cation, a communications port number of the communica-
tions port 216 to which a PRD 108 is connected, a user-
assigned priority value of a communications port 216, or a
user-assigned priority value of a specific PRD 108. Preas-
signed, user-designated priority values of communications
ports 216 or PRDs 108 may allow the user to override any
other priority criteria or priority values, and so determine the
order in which a PRD 108 should be placed in priority queue
352 or power queue 354.

[0141] Finally, in one embodiment of the present inven-
tion queue maintenance process 530 may maintain an inter-
nal account of the time order in which PRDs 108 are
attached to ports 216 of PSE 104. In another embodiment of
the invention, a record of the time order in which PRDs 108
are connected to the ports 216 of PSE 104 may be main-
tained by port/PRD monitoring process 510, and reported to
queue maintenance process 530 via messages 562. This
time-ordering of PRD attachments may also be a factor
which is taken into account in setting device priorities, and
when ordering devices in the queues 352 or 354.

[0142] Power allocation process 540 receives from port
monitoring process 510 power allocation and power deal-
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location requests 580 as PRDs 108 are attached to or
removed from PSE 104, or as PRDs 108 are powered on or
powered off. Power allocation process 540 may also receive
from queue maintenance process 530 power allocation
requests and power deallocation requests 582 when queue
maintenance process 530 determines that devices in the
priority queue 352 should be allocated power, or that devices
in the power queue 354 should be deallocated power.
[0143] Power allocation process 540 responds to messages
582 from queue maintenance process 530 with messages
592 that confirm power allocation and power deallocation.
Power allocation process also sends power allocation and
power deallocation messages 590 to power consumption
analysis process 520, so that power consumption analysis
process 520 can update its determination of available power,
that is, the TRP. Finally, power allocation process 540
receives power availability messages 572 from power con-
sumption analysis process 520, so that power allocation
process 540 can ensure that it is able to allocate necessary
power as power allocation requests 580 and 582 are
received.

[0144] Power supply monitoring process 550 monitors the
available power from power supply 202 via the hardware
associated with power supply 202. Power supply monitoring
process 550 sends messages 552 to power consumption
analysis process 520. These messages 552 may indicate the
present power level, or may indicate either a decrease or an
increase in the available power and the amount of the
increase or decrease.

[0145] Power level messages 552 or power level change
messages 552 may be sent on a regular basis, that is, at fixed
time intervals which may be, for example and without
limitation, on the order of seconds, milliseconds, or micro-
seconds. Power level messages 552 or power level change
messages 552 may also be sent when power supply moni-
toring process 550 determines that a significant change in
the available power level has occurred, wherein a “signifi-
cant change” may be defined as any change in the power
level which could have a plausible potential to impact the
operation of a lowest powered PRD 108 which may be
connected to PSE 104.

[0146] Power level messages 552 or power level change
messages 552 may also be sent when power supply moni-
toring process 550 determines that any change in the avail-
able power level has occurred wherein the change crosses a
user-defined threshold value, or crosses a built-in or default
threshold value, which may be defined as an absolute power
level change or a percentage power level change. Power
level messages 552 or power level change messages 552
may also be sent when power supply monitoring process 550
determines that a significant change has occurred in the
available external power, where the criteria for a “significant
change” may be analogous to any of the criteria defined
above.

[0147] All the ongoing dynamic power management 314
processes 510, 520, 530, 540, 550 described in general terms
above, and described in greater detail below, are real-time,
ongoing monitoring and/or management processes. For
example, port/PRD monitoring process 510 will continually
monitor all ports 216 in real-time to determine attached
PRDs 108, port electrical usage, that is, port current and
voltage, port temperature, etc.

[0148] Similarly, power allocation process 540 will con-
tinually allocate and deallocate power to ports 216, based on
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messages from other processes, wherein such power allo-
cations and deallocations occur frequently enough and
quickly enough to provide a substantially real-time response
to a changing network environment or changing electrical
conditions. Similarly, interprocess messaging 552, 560, 562,
570, 572, 580, 582, 590, 592 will occur as frequently as is
necessary, and as rapidly as is necessary, to ensure that
power adjustments are made in a manner which is substan-
tially real-time.

[0149] Criteria for a “substantially real-time” response by
the method of ongoing dynamic power management 314
may include, for example and without limitation, ensuring
that when a newly attached PRD 108 or newly powered-on
PRD 108 requests power, and assuming sufficient power is
available, that the PRD 108 is allocated power within a
specified time frame, which may be on the order of minutes,
seconds, milliseconds, microseconds, etc.; ensuring that
when a PRD 108 is disconnected or powered off, or when a
PRD 108 demonstrates a substantially sustained change in
power consumption, whether an increase or a decrease in
power consumption, that resulting change in power con-
sumption is recognized and appropriate power management
responses are made within a specified time frame, which
may be on the order of minutes, seconds, milliseconds,
microseconds, etc.; ensuring that when a PRD 108 exhibits
a fault condition, such as a short circuit, in-rush, or thermal
shutdown (TSD), that the fault condition is recognized, and
an appropriate power management response is executed,
within a specified time frame, which may be on the order of
minutes, seconds, milliseconds, microseconds, etc.; ensur-
ing that when the available power in the PSE, as determined
by the power available from power supply 202, demon-
strates a substantially sustained change, whether an increase
or a decrease, that substantially sustained change in the level
of power is recognized within a specified time frame, and an
appropriate power management response is executed within
a specified time frame, wherein the time frame may be on the
order of minutes, seconds, milliseconds, microseconds, etc.;
or ensuring that when the power available to PRDs 108, as
determined a change in the TRP, demonstrates a substan-
tially sustained change, whether an increase or a decrease in
the TRP, that substantially sustained change in the TRP is
recognized within a specified time frame and an appropriate
power management response is executed within a specified
time frame, wherein the time frame may be on the order of
minutes, seconds, milliseconds, microseconds, etc.

[0150] Persons skilled in the relevant art(s) will appreciate
that messages which may be sent back and forth between the
above-described processes to implement the method of the
present invention can be embodied in a variety of data
structures and formats and can be communicated by a
variety of methods including, for example and without
limitation, interprocess communications mediated via an
operating system or other software; interprocess communi-
cations mediated by ASICS; updates of records stored by
various means and in various structures well known in the
art; modifications of internally maintained databases; the
setting or unsetting of flags, or the changing of numeric
values or other data representations in various hardware
registers; the setting or unsetting of flags, or the changing of
numeric values or other data representations stored in vari-
ous kinds of memory; and by a variety of other means of
interprocess message communication well known to persons
skilled in the relevant art(s).
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[0151] FIG. 6 is another view of method 314B. Many
features of FIG. 6 previously illustrated in FIG. 5 are
repeated here and will not be described again in detail.
[0152] FIG. 6 shows in greater detail the steps involved in
port/PRD monitoring process 510. In step 610, port/PRD
monitoring process 510 discovers a newly connected PRD
108 or a newly turned on PRD 108, which is an unpowered
PRD 226 which requires power. In response, port/PRD
monitoring process 510 sends a message 560 to power
consumption analysis process 520 indicating that additional
power is being requested. Port/PRD monitoring process 510
also sends a power allocation request message 580 to power
allocation process 540 requesting power for the newly
connected PRD 226 or the newly turned on PRD 226.
Finally, port/PRD monitoring process 510 will send infor-
mation 562 regarding the real-time port PRD turn on or
connection to queue maintenance process 530.

[0153] Based on these messages, power consumption
analysis process 520 and/or power allocation process 540
can determine whether or not sufficient power is in fact
available to allocate power to PRD 108. If power is allocated
to the unpowered PRD 226, wherein it becomes powered
PRD 224, power allocation process 540 can send a confir-
mation message 592 to queue maintenance process 530, in
which case queue maintenance process 530 can add the
powered PRD 224 to the power queue 354. If power
consumption analysis process 520 and/or power allocation
process 540 determine that insufficient power is available to
power the unpowered PRD 226, power allocation process
540 can send a message 592 to queue maintenance process
530 indicating that the device has not been powered, in
which case queue maintenance process 530 can add the
unpowered PRD 226 to the priority queue 352 of devices
which are awaiting available power.

[0154] In step 620, port/PRD monitoring process 510
monitors for any ports 216 which previously required power
but no longer requires power. These are ports 216 for which
a connected PRD 108 has either been disconnected or shut
down, or for which a message has been received through a
communications channel that the PRD 108 should be shut
down, wherein the communications channel may be com-
munications port 218, or the port 216 to which the PRD 108
is itself connected, or some other communications channel.
In this case, port/PRD monitoring process 510 sends a
message 560 to power consumption analysis process 520,
which can then adjust its assessment of how much power is
currently being used. In addition, port/PRD monitoring
process 510 sends a message 580 to power allocation
process 540 indicating that power is no longer required for
the port 216, so that power allocation process 540 may
deallocate power. Finally, port/PRD monitoring process 510
sends a message 562 to queue maintenance process 530 so
that queue maintenance process 530 may remove PRD 108
from either the priority queue 352 or the power queue 354
as appropriate.

[0155] In step 630 of port/PRD monitoring process 510,
power parameters for each PRD 108 are monitored on ports
216. These power parameters may include, for example and
without limitation, the voltage V, the current I, and the
temperature T. In one embodiment of the invention, these
parameters are monitored only for ports 216 which have a
powered PRD 224 connected. In another embodiment of the
invention, these parameters are monitored for all ports 216
which have a PRD 108 connected, whether the PRD 108 is
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a powered PRD 224 or an unpowered PRD 226. The
information collected is reported to power consumption
analysis process 520 via the transfer of real-time port/PRD
data 560. This information is used by power consumption
analysis process 520 to determine how much power is being
consumed by each port.

[0156] Inaddition, the data collected, and in particular the
temperature data collected in step 630, is handed off to the
processing involved in step 640, which determines if a fault
condition exists on a port 216. Possible fault conditions
which can be ascertained by monitoring the voltage, current,
and temperature include short circuits, in rush and thermal
shutdown (TSD). If port/PRD monitoring process 510 deter-
mines that a fault condition exists on the port 216, it sends
messages 560, 562, 580 to power consumption analysis
process 520, queue maintenance process 530 and power
allocation process 580, respectively.

[0157] These messages 560, 562, 580 from port/PRD
monitoring process 510 inform the other processes that the
fault condition exists on the port and that the port should be
shut down. In turn, power allocation process 540 attempts to
shut down power to the port. Power allocation process 540
will also send messages 590 and 592 to power consumption
analysis process 520 and queue maintenance process 530,
respectively, confirming whether or not the power shutdown
was successful. Power consumption analysis process 520
can then update its analysis of power being consumed, while
queue maintenance process 530 can update the priority
queue 352 and/or the power queue 354 as appropriate.
[0158] As noted above, port monitoring is a substantially
real-time, ongoing process. In one embodiment of the
present invention, monitoring of all ports by port/PRD
monitoring process 510 may occur continually in parallel
and simultaneously. In another embodiment of the present
invention, monitoring of all ports may be sequential,
wherein the port/PRD monitoring process repeatedly cycles
through all ports in sequence. The sequence may be deter-
mined by a number of parameters including, for example
and without limitation, the port numbering scheme, a user-
assigned priority of the ports, a user-assigned priority of the
attached PRDs, the last recorded power being consumed by
the ports, the maximum power consumed by the ports, the
minimum power consumed by the ports, or a time-average
of the power consumed by the ports.

[0159] FIG. 7 is still another view of method 314B. Many
features of FIG. 7 previously illustrated in FIG. 5 are
repeated here and will not be described again in detail.
[0160] FIG. 7 shows in greater detail the steps involved in
power consumption analysis process 520. In step 710, power
consumption analysis process 520 determines the total
power available from the PSE. This is based on information
supplied by power supply monitoring process 550 via mes-
sages 552.

[0161] In step 720, power consumption analysis process
520 calculates the total reserve power (TRP) which is
available. A detailed discussion has already been presented
of various methods by which a TRP may be calculated, and
one or more of those methods may be employed in step 720
of power consumption analysis process 520. It is noted in
particular, however, that power analysis process 520 may
sometimes employ a method based on a calculation of power
presently consumed by powered PRDs 224 or maximum
power consumed by powered PRDs 224 when only a small
number of powered PRDs 224 are presented attached to PSE
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104 and consuming power; while, on the other hand, the
calculation of the total TRP may be based on an average
power consumed by powered PRDs 224 when a greater
number of powered PRDs 224 are consuming power from
PSE 104.

[0162] Instep 730 of power consumption analysis process
520, a minimum required reserve power (MRRP) is calcu-
lated. As discussed above, a MRRP may be determined in
any of several ways including, for example and without
limitation, a calculation of the maximum power that may be
drawn by a powered PRD currently connected to the system,
or based on a maximum power which may be drawn by a
highest powered port of the PSE 104. Other algorithms can
be employed as well to calculate a MRRP.

[0163] In step 740 of power consumption analysis process
520, a message is received from port/PRD monitoring
process 510 indicating that a new PRD 108 has been
connected to PSE 104 or that a PRD 108 that was previously
connected to PSE 104 but was powered off has now been
turned on, so that PRD 108 is an unpowered PRD 226. Step
740 then determines if enough power is available to power
unpowered PRD 226. This determination may be made
according to the following algorithm:

[0164] First, step 740 calculates a post-allocation reserve
power, or PARP, wherein:

[0165] PARP=TRP—power required by the unpowered
PRD
[0166] This PARP indicates how much power would

remain available if power were allocated to unpowered PRD
226. Finally a determination is made:

[0167] If PARP>=MRRP, then allocate power to unpow-
ered PRD 226, wherein unpowered PRD 226 becomes a
powered PRD 224.

[0168] If PARP<<MRRP, then do not allocate power to
unpowered PRD 226.

[0169] In other words, if the power allocation to the
unpowered PRD 226 would leave a reserve power which is
greater than or equal to the MRRP, proceed with the power
allocation. If the power allocation to unpowered PRD 226
would leave a reserve power which is less than the MRRP,
then do not proceed with the power allocation to unpowered
PRD 226.

[0170] If a determination is made that sufficient power is
available, then a message 572 is sent to power allocation
process 540 telling power allocation process 540 to allocate
power to unpowered PRD 226. Power allocation process
540 may send a message 592 to queue maintenance process
530 indicating that the PRD 108 has been powered on,
enabling queue maintenance process 530 to add PRD 108,
which is now a powered PRD 224, to power queue 354.
[0171] On the other hand, if the determination is made that
insufficient power is available, then a message 570 is sent to
queue maintenance process 530 instructing queue mainte-
nance process 530 to add the unpowered PRD 226 to the
priority queue 352.

[0172] In an alternative embodiment of the present inven-
tion, the step 740 of determining whether or not there is
enough power available to power on a newly attached or
newly turned on PRD 108, may not be made as part of the
power consumption analysis process 520 at all. Instead, this
analysis and determination may be made as part of power
allocation process 540.

[0173] Instep 750 of power consumption analysis process
520, a determination is made of the minimum power
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required by each currently powered PRD 224. In one
embodiment of the present invention, this determination is
based on the monitored powered parameters, such as the
current (I) and the voltage (V) which had been reported in
messages 560 from port/PRD monitoring process 510. In
one embodiment of the present invention, the power is
calculated as the current which is currently being consumed
by the powered PRD 224 multiplied by the voltage which is
currently being consumed by the powered PRD 224, that is,
P=V*L

[0174] In an alternative embodiment of the present inven-
tion, the minimum power requirement may be based on an
average of the power which has been calculated over a
period of time, or may be based on a peak power consump-
tion which has been observed over a period of time. In any
of'these cases, the actual numerical calculation may again be
made by multiplying the current consumed at the port 216
multiplied by the voltage consumed at the port 216. In an
alternative embodiment of the present invention, the power
calculation may be based on current times voltage times
some constant, that is, P=constant™* V*I, or may be based on
some other calculation or formula involving the voltage and
the current which is detected at port 216.

[0175] Instep 760 of power consumption analysis process
520, a recalculation is made of the TRP when power is
allocated to a PRD 108, or when the power allocation to a
powered PRD 224 is increased. In step 770 of the power
consumption analysis process 520, a recalculation is made
of the TRP when a PRD 108 no longer requires power or
when the power allocation to a powered PRD 224 is
decreased. In the event that power is allocated to a PRD,
then typically in step 760 the TRP will decrease compared
to its previous value; whereas, when power is no longer
allocated to a PRD 108, or when the power allocated to a
powered PRD is decreased, then typically in step 770 the
TRP will increase compared to its previous value. In all
cases, the recalculation of the TRP may be made according
to a method or choice of methods as already described
above.

[0176] FIG. 8 is still another view of method 314B. Many
features of FIG. 8 previously illustrated in FIG. 5 are
repeated here and will not be described again in detail.
[0177] FIG. 8 shows in greater detail the steps involved in
queue maintenance process 530, which is depicted here with
its associated priority queue 352 and power queue 354.
[0178] As discussed above, the order of unpowered PRDs
226 in priority queue 352 may be determined by one factor
or a combination of factors which may include, for example
and without limitation, a PRD power classification stored in
an MIB 222 in an unpowered PRD 226, or a communica-
tions port number of the communications port of the PSE
104 to which an unpowered PRD 226 is connected, or a
preassigned priority value of the communications port to
which an unpowered PRD 226 is connected, or a time order
in which an unpowered PRD 226 was connected to the PSE
104.

[0179] In one embodiment of the present invention, the
order of unpowered PRDs 226 in the priority queue 352 is
determined by at least one of the preassigned priority value
of the communications port 216 to which each unpowered
PRD 226 is attached, or the communications port number of
the communications port 216 to which each unpowered PRD
226 is attached, or the PRD power classification of each
unpowered PRD 226 in the queue 352. In the event that two
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or more unpowered PRD 226 have the same priority based
on these aforementioned criteria, they may be assigned an
order in the priority queue based on the time order in which
the unpowered PRD 226 were connected to PSE 104.
[0180] In an alternative embodiment, the PRD priority in
the priority queue may be determined only by the commu-
nications port number of the communications port 216 to
which each unpowered PRD 226 is connected.

[0181] Regarding the power queue 354, which stores a list
of all currently powered PRDs 224, the ordering of powered
PRDs 224 in power queue 354 may be determined by one
factor or a combination of factors which may include, for
example and without limitation, the power classification of
each powered PRD 224, a preassigned priority value of the
communications port 216 to which each powered PRD 224
is connected, the communications port number of the com-
munications port 216 to which each powered PRD 224 is
connected, the time when the powered PRD 224 was con-
nected to communications port 216, and/or a user designated
PRD importance as indicated above.

[0182] For both the priority queue 352 and the power
queue 354, user assigned values for priority factors, such as
the user-designated PRD importance or a preassigned pri-
ority value of a communications port, may be communicated
to the PSE 104 from a computer or other external control
device via communications port 218.

[0183] Queue maintenance process 530 operates accord-
ing to the following steps:

[0184] In step 820, when a new PRD 108 is added as
indicated by a message 562 from port/PRD monitoring
process 510, if there is insufficient power available to power
the PRD as indicated by a message 592 from power allo-
cation process 540, then the queue maintenance process 530
adds the new PRD 108 to the priority queue 352 in an order
determined by priority criteria previously discussed.
[0185] Step 830 depends on power availability messages
570 delivered to queue maintenance process 530 from power
consumption analysis process 520. In step 830, based on the
power availability messages 570 and based on an analysis of
the power required by devices in the priority queue 352,
queue maintenance process 530 determines that certain
presently unpowered PRDs 226 should receive power.
[0186] The determination as to exactly which unpowered
PRDs 226 may be allocated power may be based both on the
order of the PRDs in the priority queue 352 and based on the
amount of power required for an unpowered PRD 226. For
example, if an unpowered PRD 226 is at the head of queue
352, but insufficient power is available to power that unpow-
ered PRD 226, a request will not be made to power the
unpowered PRD 226. Queue maintenance process 530 will
then evaluate the second, third, and later unpowered PRDs
226 listed in priority queue 352, typically in order of
descending priority.

[0187] This evaluation of unpowered PRDs 226 in the
queue 352 will continue until queue maintenance process
530 identifies an unpowered PRD 226, if one exists, which
only requires a power allocation which is less than or equal
to the power presently available, based on the information
delivered by power consumption analysis process 520. The
calculations involved are typically analogous to those
employed by power consumption analysis process 520 to
determine whether or not power may be allocated to a PRD
108, as already described above, and the discussion will not
be repeated here.
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[0188] Having identified a PRD 108 which can be allo-
cated power based on the available power, in one embodi-
ment of the present invention a request 582 is sent to power
allocation process 540 to allocate power to the unpowered
PRD 226. Power allocation process 540 may confirm via
message 592 that power has been successfully allocated to
the unpowered PRD 226, wherein the PRD becomes a
powered PRD 224.

[0189] In step 840, once confirmation is received via
message 592 from power allocation process 540 that the
device has been powered, the PRD is removed from priority
queue 352 and optionally, in one embodiment of the inven-
tion, added to power queue 354.

[0190] In step 850, in one embodiment of the present
invention, as PRDs 108 are added to priority queue 352 and
removed from priority queue 352, and similarly as PRDs
108 are added to power queue 354 and removed from power
queue 354, queue maintenance process 530 reorders the
PRDs in the queue based on priority criteria as discussed
above.

[0191] In an alternative embodiment of the present inven-
tion, reordering of the PRDs 108 in queue(s) 352, 354 is not
necessary, as the insertion process to insert a PRD 108 in
priority queue 352 or in power queue 354 employs an
algorithm which automatically determines the appropriate
placement of the PRD 108 in a queue 352, 354, and further
automatically inserts the PRD 108 in the appropriate loca-
tion in the queue. For example, a queue 352, 354 may be
implemented as a link list, which facilitates easy insertion of
a PRD 108 anywhere in the queue according to computa-
tional methods and memory management methods which are
well known to those skilled in the relevant art(s).

[0192] Inone embodiment of the present invention, in step
860 queue maintenance process 530 maintains the power
queue 354. The power queue exists in the event that there is
a decrease in power delivered by PSE 104, or in the event
that an overall increase in simultaneous power demanded by
powered PRDs 224 means that there is no longer sufficient
power to support all of the currently powered PRDs 224. In
that event, a determination must be made as to which
devices to deallocate power from.

[0193] As messages 592 are received from power alloca-
tion process 540, indicating that unpowered PRDs 226 have
become powered PRDs 224, queue maintenance process 530
adds these devices to the power queue 354. Queue mainte-
nance process 530 maintains an appropriate priority order of
the priority queue 354 according to priority criteria as
already discussed above. As discussed above, in one
embodiment of the present invention, the priority queue 354
may be maintained as a link list or similar data structure
wherein powered PRDs 224 added to power queue 354 may
be added at the appropriate point in the list, including a
designated point in the middle of the list, so that no separate
reordering step or process is necessary.

[0194] In step 870, if a message 570 is received from
power consumption analysis process 520 that the available
power has dropped, queue maintenance process 530 deter-
mines which presently powered PRDs 224 should be deal-
located power. Persons skilled in the art will recognize that
algorithms to select which device or devices should be
deallocated power can be employed based both on the order
in which devices are listed in power queue 354, and also on
the power requirements of the devices listed in power queue
354.
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[0195] Powered PRDs 226 may be preferably deallocated
power in such a manner that those devices of lowest priority
are deallocated first while still ensuring that sufficient power
is available to power those devices of highest priority. Once
a decision has been made by queue maintenance process 530
to deallocate power from a device, messages 582 are sent to
power allocation process 540 requesting the deallocation
from designated PRDs 108. Power allocation process 540
responds with messages 592 indicating whether or not
power has been successfully deallocated. Queue mainte-
nance process 530 responds by adding and removing PRDs
108 from priority queue 352 and power queue 354 as
appropriate, and if necessary reordering devices in those
queues as appropriate. Messages are also sent from power
allocation process 540 to power consumption analysis pro-
cess 520 indicating that power has been deallocated.
[0196] FIG. 9 is still another view of method 314B. Many
features of FIG. 9 previously illustrated in FIG. 5 are
repeated here and will not be described again in detail.
[0197] FIG. 9 shows in greater detail the steps involved in
power allocation process 540.

[0198] In step 910, in one embodiment of the present
invention, a message 580 may be received by power allo-
cation process 540 from port/PRD monitoring process 510
indicating that a new PRD 108 has been connected to PSE
104, or that a previously connected PRD 108 that was
powered off is now powered on. If a message or messages
572 from power consumption analysis process 520 indicate
that sufficient power is available to power PRD 108, then
power allocation process 540 allocates power to the PRD
108. In an alternative embodiment of the present invention,
power allocation process 540 itself makes the determination
as to whether there is sufficient power available to power the
PRD 108, using methods analogous to those described
above for power consumption analysis process 520.

[0199] If sufficient power is available, power allocation
process 540 allocates the power to PRD 108. The detailed
steps involved in power allocation, including any necessary,
associated data communication with PRD 108, may conform
to protocols appropriate to the power delivery technology
employed by PSE 104, such as the power allocation proto-
cols indicated by IEEE standard 802.3af. Having allocated
the power, power allocation process 540 sends a message
592 to queue maintenance process 530 and also sends a
message 590 to power consumption analysis process 520.
[0200] In step 920, power allocation process 540 adjusts
the power allocated to currently powered PRDs 224 so that
only the minimum required power is delivered to each
currently powered PRD. Power allocation process 540 is
able to do this based on power availability messages and
power analysis messages provided by power consumption
analysis process 520, as already described above.

[0201] In step 930, power allocation process 540 receives
messages 582 from queue maintenance process 530 request-
ing that power be allocated to currently unpowered PRDs
226. In one embodiment of the present invention, power
allocation process 930 may use data contained in a message
or messages 572 from power consumption analysis process
520 to first confirm that sufficient power is available for the
allocation. In an alternative embodiment of the present
invention, power allocation process 540 itself makes the
determination as to whether there is sufficient power avail-
able to power the PRD 108. Upon having made the confir-
mation, power allocation process 540 allocates power to the
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currently unpowered PRD 226 wherein the PRD 108
becomes a powered PRD 224.

[0202] Power allocation process 540 then sends a message
590 to power consumption analysis process 520 and also
sends a message 592 to queue maintenance process 530,
wherein both messages indicate that power has been allo-
cated.

[0203] Finally, in one embodiment of the present inven-
tion, in step 940 power allocation process 540 monitors for
requests 580 from port/PRD monitoring process 510 or
queue maintenance process 530 to deallocate power from a
port. As discussed above, these requests may come for a
variety of reasons including, for example and without limi-
tation, a device being disconnected from a port, a fault
condition being detected on a port, a decrease in overall
power availability, or for other reasons.

[0204] Having received the message to deallocate power
to a port, power allocation process 540 deallocates power
from the port. The detailed steps involved in power deallo-
cation, including any necessary, associated data communi-
cation with PRD 108, will conform to protocols appropriate
to the power delivery technology employed by PSE 104,
such as the power allocation protocols indicate by IEEE
standard 802.3af. Having deallocated the power, power
allocation process 540 sends a message 592 to queue main-
tenance process 530 and also sends a message 590 to power
consumption analysis process 520 indicating that power was
deallocated from the PRD 108.

V. Conclusion

[0205] As will be appreciated by persons skilled in the
relevant art(s), the processes described here represent only
one possible embodiment of the present invention. Many of
the steps described could, in alternative embodiments of the
present invention, be allocated differently among the difter-
ent processes described. In addition, additional processes, or
a different organization of the various steps of the method
into processes of different structure, could still implement
the overall effect and intent of the method.

[0206] Finally, it will be understood that the actual process
of allocating power or deallocating power is accomplished
through at least one of the hardware, software and firmware
embodied in the PSE 104, and in particular in some embodi-
ments of the present invention, in the PSEPM 204 which
handles the power management protocols mandated by the
802.3af standard. Therefore, the method of the present
invention in an exemplary embodiment is to have the
algorithms or processes of the invention send messages to
PSEPM 204 for purposes of controlling the actual power at
the ports 216 and/or for obtaining power information and
related data from the ports 216. In an alternative embodi-
ment, the protocols and methods to ensure compliance with
802.3af may be handled through controller 206 which con-
trols ports 216. Controller 206, in turn, is controlled by the
algorithms or processes of the present invention.

What is claimed is:

1. In a communications system having power source
equipment (PSE) and a power requiring device (PRD), the
PSE providing power to the PRD over the communications
system, a method of power management comprising:

(a) monitoring a power consumption of the PRD; and

(b) dynamically adjusting the power allocated to the PRD

based on the monitored power consumption of the
PRD.
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2. The method of claim 1, further comprising allocating
power to the PRD when the communications system is first
powered up based on at least one of a predefined power
allocation, a PRD power classification, or a maximum power
which can be allocated to a communications port of the
communications system to which the PRD is connected.

3. The method of claim 1, further comprising

(c) checking for a PRD that previously required power but
no longer requires power, and no longer allocating
power to the PRD.

4. The method of claim 3, wherein step (c) comprises at

least one of:

(1) determining that a PRD that was connected to the
communications system is no longer connected to the
communications system;

(ii) determining that a PRD that is connected to the
communications system and was powered on is now
powered off; and

(iii) checking for a fault condition in a communications
port of the communications system to which the PRD
is connected.

5. The method of claim 4, wherein step (c)(iii) comprises
monitoring the communications port for fault conditions
including at least one of short circuits, in-rush, and thermal
shutdown (TSD).

6. The method of claim 1, further comprising:

(d) maintaining a priority queue of power requiring
devices (PRDs) which are connected to the communi-
cations system, wherein the PRDs in the priority queue
are not currently powered;

(e) determining a total reserve power currently available
from the PSE;

(f) allocating power to an unpowered PRD in the priority
queue while the total reserve power is greater than or
equal to a minimum required reserve power, wherein
the unpowered PRD becomes a powered PRD; and

(g) removing the powered PRD from the priority queue.

7. The method of claim 6, wherein step (d) comprises
listing the PRDs in the priority queue in order of a prede-
termined PRD priority;

wherein the PRD priority is determined by a set of priority
elements, the set of priority elements including at least
one of:

a PRD power classification;

a communications port number of a communications
port of the communications system to which the
PRD is connected;

apreassigned priority value of the communications port
to which the PRD is connected; and

a time order in which the PRD is connected to the
communications system.

8. The method of claim 6, wherein step (e) comprises
calculating the total reserve power as a maximum power
supplied by the PSE minus a sum of the power currently
being supplied to all PRDs or calculating the total reserve
power as the maximum power supplied by the PSE minus an
average of the power supplied over a period of time to all
PRDs which are currently powered.

9. The method of claim 6, wherein step (f) comprises
setting the minimum required reserve power equal to a
maximum power that can be used by at least one of a highest
powered PRD connected to the PSE or a highest powered
communications port which is part of the communications
system.
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10. The method of claim 6, further comprising:

(h) maintaining a power queue of PRDs which are con-
nected to the communications system, wherein the
PRDs in the power queue are currently powered and
wherein the PRDs in the power queue are ranked in an
order of priority;

(1) determining that there is a decrease in the maximum
power supplied by the PSE;

(j) deallocating power from PRDs in the power queue,
wherein a PRD which ranks lowest in priority in the
power queue is deallocated first, and wherein PRDs
from which power is deallocated are deallocated PRDs,
and wherein power is deallocated from PRDs in the
power queue until the maximum power supplied by the
PSE is at least sufficient to supply power to the powered
PRDs; and

(k) assigning to the priority queue the deallocated PRDs.

11. The method of claim 10, wherein PRDs in the power
queue are ranked in priority according to a PRD importance,
wherein the PRD importance is determined by a set of
priority elements, the set of priority elements including at
least one of:

a power classification of each powered PRD;

a preassigned priority value of the communications port to

which each powered PRD is connected;

a communications port number of the communications
port to which each powered PRD is connected;

a time when the powered PRD was connected to the
communications port; and

a user-designated PRD importance.

12. The method of claim 1, wherein step (a) comprises
monitoring at least one of a port current, a port voltage, and
a port temperature at a communications port where the PRD
is connected.

13. The method of claim 1, wherein step (b) comprises
dynamically determining a minimum necessary power
required by the PRD, and allocating the minimum necessary
power to the PRD.

14. The method of claim 13, wherein the minimum
necessary power is determined by applying a law of aver-
ages based on the power consumption of the PRD over a
period of time.

15. The method of claim 1, wherein the communications
system is a Power-over-Ethernet system; and

wherein power is delivered from the PSE to the PRD via
a communications port of the Power-over-Ethernet
system.

16. In a communications system having power source
equipment (PSE), a plurality of communications ports, and
a plurality of power requiring devices (PRDs), the PSE
providing power to each power requiring device (PRD) over
a corresponding one of the communications ports,

wherein each PRD which is currently powered via a
corresponding communications port is a powered PRD,

wherein each communications port with a powered PRD
connected to it has a communications port power
consumption, and

wherein the PSE supplies a maximum power,

a method of power management comprising:

(a) allocating power to each PRD when the communica-
tions system is first powered up;

(b) monitoring the communications port power consump-
tion for each port which currently has a powered PRD
connected;
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(c) dynamically adjusting the power allocated to each
powered PRD based on the monitored communications
port power for the communications port to which the
PRD is connected;

(d) maintaining a priority queue of one or more PRDs
which are connected to the communication ports in the
communications system but which are not currently
powered;

(e) determining a total reserve power currently available
from the PSE; and

(f) allocating power to one or more currently unpowered
PRDs in the priority queue while the total reserve
power is greater than a minimum required reserve
power, wherein the one or more unpowered PRDs
become powered PRDs and are removed from the
priority queue.

17. The method of claim 16, further comprising checking
for a communications port that previously required power
but no longer requires power, and no longer allocating power
to the communications port, wherein checking for the com-
munications port comprises at least one of:

(g) determining that the PRD that was connected to the
communications port is no longer connected to the
communications port;

(h) determining that the PRD that is connected to the
communications port and was powered on is now
powered off; and

(1) checking for a fault condition in the communications
port, wherein the fault condition includes at least one of
short circuits, in-rush, and thermal shutdown (TSD).

18. The method of claim 16, further comprising:

(g) maintaining a power queue of PRDs which are con-
nected to the communications system, wherein the
PRDs in the power queue are currently powered and
wherein the PRDs in the power queue are ranked in
priority in an order of priority;

(h) determining that there is a decrease in the maximum
power supplied by the PSE;

(1) deallocating power from a PRD in the power queue,
wherein the PRD which ranks lowest in the power
queue is deallocated first, and wherein PRDs from
which power is deallocated are deallocated PRDs, and
wherein power is deallocated from PRDs in the power
queue until the maximum power supplied by the PSE is
at least sufficient to supply power to the powered PRDs;
and

(j) assigning to the priority queue the deallocated PRD.

19. The method of claim 18, wherein PRDs in the power
queue are ranked in priority according to a PRD importance,
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wherein the PRD importance is determined by a set of
priority elements, the set of priority elements including at
least one of:

a power classification of each powered PRD;

a preassigned priority value of the communications port to

which each powered PRD is connected;

a communications port number of the communications

port to which each powered PRD is connected;

a time when the powered PRD was connected to the

communications port; and

a user-designated PRD importance.

20. The method of claim 16, wherein step (a) comprises
allocating power to the PRDs based on at least one of a
predefined power allocation, a PRD power classification, or
a maximum power which can be allocated to each commu-
nications port to which each PRD is connected.

21. The method of claim 16, wherein step (b) comprises
monitoring at least one of a port current, a port voltage, and
a port temperature at the port where the PRD is connected
and powered.

22. The method of claim 16, wherein step (c) comprises
dynamically determining a minimum necessary power
required by each powered PRD, and allocating the minimum
necessary power to each powered PRD.

23. The method of claim 16, wherein step (d) comprises
listing the unpowered PRDs in the priority queue in order of
a descending PRD priority, wherein the PRD priority is
determined by a set of priority elements, the set of priority
elements including at least one of:

a power classification of each PRD;

a preassigned priority value of the communications port to

which each unpowered PRD is connected; and

a communications port number of the communications

port to which each unpowered PRD is connected.

24. The method of claim 23, wherein a set of unpowered
PRDs having the same priority based on the set of priority
elements are assigned to the priority queue based on a time
order in which each unpowered PRD in the set of unpowered
PRDs was connected to its corresponding communications
port.

25. The method of claim 16, wherein step (e) comprises
calculating the total reserve power as a maximum power
supplied by the PSE minus a sum of the power currently
being supplied to all PRDs or calculating the total reserve
power as the maximum power supplied by the PSE minus an
average of the power supplied to all PRDs over a period of
time.



