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Exemplary Wireless Device
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(57) ABSTRACT

A method and system for advanced media access control
delegated from a host device, such as a WiFi device, to a smart
wireless communications module. In an embodiment, the
host signals to the wireless module a list of one or more
preferred networks. The wireless module offloads from the
host the processing required to scan for the preferred network
(s), as well as possibly other management tasks. The wireless
communications module may automatically reassign the net-
work connection from an existing network to a preferred
network, or may report to the host when a preferred network
is discovered. In either case, the wireless communications
module may monitor the wireless environment, and scan for
preferred networks, in parallel with maintaining an existing
connection. The method and system allows rapid adaptation
to a changing network environment, and enables lower sys-
tem power consumption by distributing management func-
tions between the host and the lower-powered wireless com-
munications module.

11

. ‘/\ 265

Host

260
[ RadoChe ¥ 20

210 215

/

Host CPU Host

PCI :
205 N/ Device ., MAC

225 235

Controller )
- USB/SDIO/ /I_l\ Dongle CPU

Wireless Communications Module (Dongle)

Clock A" 26

usSe/sDIO ||

220
, oA - 1 /T 7 |.--myoioo e

— ' «Z” " Management Appl. ">

PIO | ——F—"———======
ﬁ [ / Memory,\ \ I
X [ a 3
/ ] | ) |

227 245 240 “

270



} 'Old

g'p YJomaN Vb YH0MaN € YiomieN Z JHomiaN | SHomjaN

US 2009/0022068 A1

Sheet 1 of 7

L'vdV

2009

.22,

Jan

Publication

ion

t

juswuoliaug JiomiaN Aiejdwaxy

Patent Applica
(o



US 2009/0022068 A1

Jan. 22,2009 Sheet 2 of 7

Patent Application Publication

<7 riddy wawabeuepy

-~ -

A —————=——--—_

—-——

T e —— -

Ndo 8jBuoq

ELIE |
olias/gasn

vy  00|D

g6z —1

\

154

(a16uo(@) anpoy sUoHEIUNWIWOY) SSS|SIIAN

1144

|

0se

\L diyp oipey
09¢

<
0Z¢
10d
/01as/gsN
18jonuon
1SOH NdD 1SoH
Sie 0 FN\
}SoH

(=
h

S9¢ /\;}RV

291A9(Qq ssajolpy Auejdwiaxg

0.¢

50¢



Patent Application Publication

Jan. 22,2009 Sheet 3 of 7

305 Start
310
Delegate
communications
task from host
l \ 4
315 Receive Detect task-related 345
communications change in network —
task at dongle environment ""l
I
I
320 350 l
Perform Restart |
————| communications |«———— communications |
task at dongle task |
|
|
———————————————— >—I |
\ 4
355 | |
3257 Report Report result to Y |
result? host r

Repeat task?

No

based on repetition criteria

Adjust task repetition frequency?
(based on task repetition
frequency criteria)

US 2009/0022068 A1

(03]
(@]
(@]

Power

dongle

Management by

Adjust timer

FIG. 3



Patent Application Publication  Jan. 22, 2009 Sheet 4 of 7 US 2009/0022068 A1

400
345 i 320/330
Detect task-related —_— ’
— change in network Perform communications task at dongle (320) | — 360

environment or determine whether to repeat task (330)

Consider power after
each repetition?

Repeated task
completed?

One-time only
ask? (completed

Make/implement power recommendations?
(Depends on specific task/environment change)

No

420
Send recommendation or command

from dongle to host




US 2009/0022068 A1

uonerosse yels —

Jan. 22,2009 Sheet S of 7

2 Pa|qeua Joauuod

ON

omne s|

juswabeuepy
Jamod

09 »
|-

-

euauo Buiyoums
uo paseq yiomjau
pausajald 1ajes

¢punoy

8vS

O
0

Patent Application Publication

YI0M]BU punoj 8101S
/1soy o) abessawl JusAs puasg

62§

¢punoy
HIOMaN

0cs

ISl woy Q|SS uanIb
10} ueas payaiq

I Aeop ueoss ueds
| UIm Jawl Ueisay pajoalip Leyg 818
Sve

pareaddesip sey uoneioosse
3lomjau snoiaaid Jey) J0318Q

> }soy o} abessaw
JUaA8 puas
09 —_———_a

|
|
|
juswabeuepy 3

1amod i §ls

09¢

A

i
_

(" ZQISS 'LAISS) SHoMiBU JO )sI) Sapnjoul
— SHIOMJBU 10} YDIBSS O} YSE} BAIS0Y

5

(V]3]



US 2009/0022068 A1

Jan. 22,2009 Sheet 6 of 7

Patent Application Publication

9 "Old

199Uu02 uo paseq ajeloosse
ojne sj 0} JIOMJ3U 3Y) 109|9S
A 029
SoA £punoy
| HOMeN
oro o (-o0sse Juauno S —— || P Juswabeuep Al_
o) Ew>w; uog [®—] UEWEwo) = _ fomod
puss UONEINOSSE LBl
Si
0g9 LE ) 11

ON /pajqeus

eLao Buiyoums ay)

SSA

\\\\\\M
pajenosse

(@]
O
[(e]

| S}I0MJ3U IO} }SOY O} JUBND

eusjuo Bulyolims
UO PISEQ UONBIOSSE
8y} ssosseay

§Z9

11 8y} U1 jou

Sl9

2
Buiyoyms
oy

019

SHOMJaU pUNO) 310)S
/150y 0} JUdA® puasg

&punoy
SHOMION

woy gISS uanlb
10} ueds pajpalq

741

0zs

!

Aejop ueos ,
Yim Jawil pejsay paypslp yels 81S

ueds

£14°]

puas pue }nsai }09]|0)

) 2¢]

(" ZAISS ‘LAISS) SHOMIaU J0 Is]| Sapnpul
— SHIOMJBU 10} YOIBIS O} YSE) SAI909Y

0LS




US 2009/0022068 A1

Jan. 22,2009 Sheet 7 of 7

Patent Application Publication

3pow DN SaUdIMSG

L'9Old

£1, lensjul

Ue2Ss 0} SaYOUIMS

.cL, [eni3jul
Ueds 0] SSUOIMS

A X A
el P €l P €l At PRt PR Ll Loy L
JSlj ueos 1S} UBDS
pausjaid ainus po.ugpeld auyua
ybnouy; buruuess ybnouy; Buluuess
.Z, uoneinp A, uoneinp .X, uoneinp
10} asuodsais aqoud oN 1o} 9suodsal aqoud oN Jo} asuodsal aqoid oN
- A J N J N\ J
4 Y hd A
OdW €01 20LL L0LL
507 ydomjaN uadQ 10} Buiuuess aandepy




US 2009/0022068 Al

DELEGATED NETWORK CONNECTION
MANAGEMENT AND POWER
MANAGEMENT IN A WIRELESS DEVICE

CROSS REFERENCE TO RELATED
APPLICATIONS

[0001] This patent application claims the benefit of U.S.
Provisional Patent Application No. 60/929,888, filed Jul. 16,
2007, entitled “Low Powered 802.11 Wireless Device,” and
also claims the benefit of U.S. Provisional Patent Application
No. 61/046,170, filed Apr. 18, 2008, entitled “Delegated Net-
work Connection Management And Power Management In A
Wireless Device,” both of which are incorporated herein by
reference in their entirety.

BACKGROUND OF THE INVENTION

[0002] 1. Field of the Invention

[0003] The present invention relates generally to wireless
communications. It relates further to advanced media access
control (MAC) capabilities and also to power management in
a wireless communications device.

[0004] 2. Background Art

[0005] Wireless communications systems, such as wire-
less-enabled laptop computers, PDAs, portable music play-
ers, portable televisions, personal digital assistants (PDAs),
WiFi cards, cell phones, and similar mobile digital devices
and mobile analog devices pose multiple challenges for
design engineers and users alike.

[0006] For all portable electronic devices, and for wireless
devices in particular, power management is a concern as
battery life is always limited. Reduced power consumption
means longer battery life and better system performance.
Even routine management of an existing network connection
can be a significant drain on battery power. Further, maintain-
ing optimum network connections and other network man-
agement tasks can consume substantial battery power.
[0007] Users in a wireless environment are typically
mobile, and so may come in and out of range of wireless
access points (APs). Not all APs may support the connections
desired by a user, and not all APs provide optimal access
(such as high speed wireless links). In addition, other envi-
ronmental factors, such as a constantly changing multipath
environment, may also influence the quality and availability
of network connections. Therefore, establishing, maintain-
ing, and optimizing network connections is an ongoing task
with significant power demands. For example, if a network
connection is lost altogether, substantial power may be con-
sumed simply by continuing to monitor a “dead” network
environment, and further power may be consumed by actively
sending probes into the network environment to reestablish
the connection as quickly as possible.

[0008] As another example, if a user is currently linked to a
network via a low speed or low quality network connection, a
better network connection should be established as soon as it
is available. Similarly, a user may be seeking to use a pre-
ferred network connection, but may also be willing to use
alternative network connections until a preferred network
connection becomes available. This may therefore entail
searching for the preferred network connection even while an
existing network connection is in place.

[0009] A closely related challenge lies in maintaining
awareness of the network environment. Wireless hardware
benefits from knowing the speed and quality of network con-
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nections. The wireless hardware and wireless user may ben-
efit from learning of the availability of alternative or addi-
tional network connections, apart from a connection the user
may have at the current moment. Maintaining this wireless
environmental awareness again places significant power
demands on the system.

[0010] A further challenge is to provide optimized network
connectivity and communications management, including
reduced power consumption, while not overly taxing the
resources of a primary processor of the wireless communica-
tions system. Excessive use of a primary processor for net-
work connectivity support may degrade other aspects of sys-
tem performance.

[0011] What is needed, then, is a system and method in a
wireless device for advanced wireless network discovery
while minimizing system power consumption. Furthermore,
it should also provide for advanced management and main-
tenance of network connections, that simultaneously pro-
vides robust, intelligent connection management, and mini-
mizes the impact on a primary processor of the wireless
communications system.

BRIEF SUMMARY

[0012] The embodiments described herein meet the above-
identified needs by providing a system and method for
advanced network connection management with lower power
consumption. In particular, the configuration described
herein distributes network management functions between a
host device and a dedicated wireless communications mod-
ule. In an embodiment, the wireless communications module
provides network discovery and connection management
functions, relieving the host module of some or all of these
responsibilities. This may result in lower system power con-
sumption, more advanced network management features, and
more effective use of a processor or processors on the host
device. In particular, the host device can use a lower power
mode or turn off when not required to support communica-
tions functions, resulting in lower overall system power con-
sumption.

BRIEF DESCRIPTION OF THE
DRAWINGS/FIGURES

[0013] The features and advantages of the present invention
will become more apparent from the detailed description set
forth below when taken in conjunction with the drawings in
which like reference numbers indicate identical or function-
ally similar elements. Additionally, the left-most digit of a
reference number identifies the drawing in which the refer-
ence number first appears (for example, an element labeled
310 typically first appears in the drawing labeled FIG. 3).

[0014] FIG. 1 illustrates an exemplary network environ-
ment.
[0015] FIG. 2 illustrates an exemplary wireless host

coupled with an exemplary wireless communications module
according to an embodiment of the present invention.
[0016] FIG. 3 is a flowchart of an exemplary process for
delegating communications tasks from a wireless host to a
wireless communications module according to an embodi-
ment of the present invention.

[0017] FIG. 4 is a flowchart of an exemplary power man-
agement process associated with delegating communications
tasks from a wireless host to a wireless communications
module according to an embodiment of the present invention.
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[0018] FIG. 5 is a flowchart of an exemplary process for
network scanning and association according to an embodi-
ment of the present invention.

[0019] FIG. 6 is a flowchart of an exemplary process for
background network scanning and association according to
an embodiment of the present invention.

[0020] FIG. 7 illustrates an exemplary adaptive scanning
algorithm according to an embodiment of the present inven-
tion.

DETAILED DESCRIPTION OF THE INVENTION

1. Introduction

2. Definitions

3. Exemplary Network Environment

4. Overview

5. Exemplary Wireless Host And Exemplary Wireless Com-
munications Module

6. Exemplary Methods for Delegating Communications and
Related Power Management

7. Exemplary Processes for Network Scanning and Associa-
tion

8. Further Embodiments, Features, and Advantages

9. Exemplary API

10. Conclusion

1. INTRODUCTION

[0021] The present invention is directed to a system and
method for advanced media access control delegated in part
or in whole from a host device to a wireless communications
module. The following detailed description of the present
invention refers to the accompanying drawings that illustrate
exemplary embodiments consistent with this invention. Other
embodiments are possible, and modifications may be made to
the embodiments within the spirit and scope of the invention.
Therefore, the detailed description is not meant to limit the
invention. Rather, the scope of the invention is defined by the
appended claims.

2. DEFINITIONS

[0022] The following definitions characterize some fea-
tures, properties, components, behaviors, elements, or func-
tions of the systems or methods discussed in this document.
Further defining aspects or characteristics may be introduced
in the detailed discussion in remaining portions of this docu-
ment. In addition, elements so defined may have additional
features, properties, components, behaviors, elements, or
functions which are not enumerated in this document, but
which may be familiar to those skilled in the relevant arts.
[0023] Some systems or methods may be defined or char-
acterized here in whole or in part by exemplary instances of
such systems or methods (for example, by a particular exem-
plary type of wireless device, such as an 802.11 enabled
device, a personal digital assistant, etc.). It should be under-
stood, however, that such systems or methods may encom-
pass other specific instances or embodiments not listed in the
definitions below or elsewhere herein.

[0024] Wireless device—The terms ‘“wireless device”,
“wireless communications device”, “wireless communica-
tions system”, and “wireless system” are used synonymously
herein. These terms may typically refer to a self-contained,
fully-featured portable device used for processing, transmit-
ting, and/or receiving voice, music, other sounds, still images,
video, text, e-mail, Web page content, digital documents, a
variety of other digital files, and other data or content matter
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of interest. Other synonymous terms which may be used in
the art include “mobile digital device” and “mobile analog
device”.

[0025] Such devices may include, for example and without
limitation, 802.11 enabled devices in general, laptop comput-
ers, portable music players, portable televisions, personal
digital assistants (PDAs), and similar devices. Devices using
other wireless communications protocols, such as Bluetooth
or any of several cell phone communications protocols are
also wireless devices within the scope of the present system
and method. Such devices include some mobile phones, lap-
top computers, GPS devices, wireless video game consoles,
and cell phones.

[0026] Such devices may be principally dedicated to com-
munications, or may be principally dedicated to a variety of
other data processing tasks but have enabled within a capa-
bility for wireless communications (for example, laptop com-
puters, portable music players). Wireless devices typically
have a host CPU, which may be configured to support in
whole in or in part the communications tasks of the wireless
device, but at a minimum is generally capable of supporting
higher level network management tasks associated with
media access control (MAC) services. Wireless devices may
or may not have a radio chip for actual modulation, demodu-
lation, transmission, and reception of the radio frequency
(RF) waves used to carry wireless signals; in some cases, they
may depend on a wireless communications module (defined
below) for a radio chip.

[0027] In some cases, the terms “wireless device”, “wire-
less communications system”, or “wireless system” may
refer to a built-in or removable component part of a larger
device, wherein the component part is dedicated to providing
wireless communications capabilities and services. For
example, a WiFi card, which may be attached to a USB port or
inserted into a PCMCIA slot of a laptop computer, may be
regarded as a “wireless device” or “wireless communications
system”.

[0028] As used in this document, the terms “wireless
device”, “wireless communications device”, “wireless com-
munications system”, or “wireless system” will have a com-
ponent referred to in this document as a “host” or “host
device”, defined further immediately below. A wireless
device may also have a component referred to in this docu-
ment as a “wireless communications module” or a “dongle”,
also defined further below.

[0029] “Wireless device” and synonymous terms may refer
to a device which operates without the wireless communica-
tions module of the present invention. “Wireless device” and
synonymous terms may also refer to a device which incorpo-
rates the wireless communications module of the present
invention. For example, a WiFi card or a PDA, without the
wireless communications module of the present invention
may be considered a wireless device. Also, a WiFi card or a
PDA with the wireless communications module of the present
invention may be considered a wireless device.

[0030] Host/Host device—The terms “host”, “wireless
host”, and “host device” are used synonymously herein to
refer to a wireless device, as defined immediately above,
which specifically does not include the wireless communica-
tions module of the present invention. However, a host device
may be coupled or be capable of being coupled to a wireless
communications module.

[0031] For example, a WiFi enabled cell phone or a PDA
with an SDIO slot for accepting a variety of adapters may be
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considered a host device. Similarly, a laptop computer con-
figured for wireless communications may be considered a
host device. Such host devices may be coupled to the wireless
communications module of the present invention by, for
example, inserting a suitable adapter into an SDIO slot, PCM-
CIA slot, USB connector or any other bus interface.

[0032] A WiFi card (such as an 802.11 PCMCIA card or
802.11 SDIO adapter) which is configured to accept a wire-
less communications module (for example, by having a
socket on a circuit board which can accept a wireless com-
munications module chip) may be considered a host device.
Such a WiFi card may be coupled to the wireless communi-
cations module of the present invention by inserting a suitable
chip (that is, a suitable integrated circuit) into the socket.
[0033] Wireless communications module/Dongle—The
terms “dedicated wireless communications module”, “wire-
less communications module”, “wireless module”, and
“dongle” are used synonymously herein to refer to an elec-
tronics module which may provide communications services
to a host device.

[0034] A wireless communications module may be a single
microchip or may be a circuit board (possibly enclosed in a
case, with suitable connectors) with one or more microchips.
A wireless communications module typically comprises or
includes a media access control (MAC) device, such as a
dedicated MAC chip or a microprocessor programmed or
configured to operate as a MAC device. A wireless commu-
nications device may include additional elements, such as
memory, I/O hardware component (for example, a USB or
SDIO interface), possibly a radio hardware component, and
possibly other components as well.

[0035] In this document, and as described further below, a
wireless communications module may be connected or
coupled to a host device via a general purpose I/O connection
or via a system bus. Such connection or coupling may be via
a hardwired connection (which may therefore place the wire-
less communications module in a location which is interior to
a case or housing of the host device), or by inserting the
wireless communications device into a port or slot of the host
device, or by attaching the wireless communications device to
a port, slot, or similar connector of the host device.

[0036] Network—The term “network™, as used in this
document, may be broadly understood as referring to a wide
variety of possible sources of wireless data streams. For
example, two different networks may be distinguished as
being provided by two different vendors of network services,
such as different vendors of WiFi services in a public network
environment (for example, AOL vs. Microsoft).

[0037] However, in some cases, and for purposes of the
present system and method, networks which are distin-
guished herein as being separate sources of data streams may
still be part of a common underlying network system. For
example, a first source of low speed data transmission and a
second source of high speed data transmission from a com-
mon network services vendor may be construed as separate
networks.

[0038] Access Point/ AP—The terms “access point” and
“AP”, as used synonymously in this document, may refer to
any communications node that manages a WiFi network and
provides the means for wireless devices to communicate with
each other and/or a distributed system (DS). The term “AP” is
conventionally used to refer to such nodes for WiFi networks,
and the term “base station” or “cell tower” is conventionally
used in relation to cellular phone networks. Other terms may
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be employed in conjunction with other types of wireless
networks. APs are typically connected to network servers or
other sources of network data via landline connections (for
example, via Ethernet).

[0039] Network connection—The term “network connec-
tion”, as used in this document, may refer to an established or
potential wireless linkage between a wireless device and a
network. As commonly understood in the art, establishing
such a linkage may entail creating an authenticated linkage
via a handshake process between the wireless device and the
network. However, the term “network connection” may also
be understood in some contexts to refer to a more local con-
nection between a wireless device and an AP of a particular
network. So, for example, when a cell phone changes asso-
ciation from one cell phone tower to another, or when a WiFi
device changes association from one AP to another AP of the
same network, this may be understood in some contexts as
changing a network connection or establishing a new network
connection.

[0040] Preferred network connection—A “preferred net-
work connection”, as the term is used herein, may refer to any
network connection which is designated as being preferred
over, or prioritized in relation to, other alternative network
connections. The designation of a “preferred network con-
nection” may be indicated in real-time during network usage,
or may be indicated in advance of any network usage, for
example, as a pre-coded list of preferred networks. or may be
changed dynamically during network usage.

[0041] A preferred network connection may refer to any of
several different aspects of network connection including, for
example and without limitation, a preferred connection to a
specific data source (such as a preferred news service or
network server), a preferred connection to a specific network
node or network user, a preferred connection to a specific
vendor (for example, a specific vendor of wireless services),
a preferred network communications protocol (such as 802.
11a, or 802.11b, etc.), a preferred network connection speed
or data rate, a preferred network security method or protocol,
apreferred cost of using a network or linking to a network, or
a preferred connection error rate. Other types of network
communications preferences may be designated as well.
[0042] Preferences among network connections may be
designated by a user of a wireless device, by a system admin-
istrator of a communications system, by a designer of a net-
work communications device, and other parties. Various pri-
orities may be set among preferred network connections,
using a variety of priority systems, and more than one set of
preferences and/or priorities may be implemented at a time.
Such preferences or priorities among network connections
may be stored, maintained, re-prioritized and/or otherwise
modified in hardware, software, firmware, and/or any of
numerous kinds of dynamic storage as are well known in the
art.

[0043] The above-enumerated elements of preferred net-
work connections are exemplary only, and other types of
preferred network connections and prioritized network con-
nections may be envisioned as well consistent with the
present system and method.

[0044] For example, at a given time, a wireless device may
have a pre-programmed set of priorities among types of net-
work connections (for example, a preference for an 802.11a
connection over an 802.11b connection); a network adminis-
trator designated set of priorities among network vendors;
and a user designated set of priorities among connections to
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specific data sources and/or network nodes. Consistent with
the present system and method, an exemplary wireless device
may maintain a first network connection while simulta-
neously searching for a second network connection which is
preferred (that is, has a higher priority) with respect to any
one, two, or three of the priorities of network connection type,
network vendor, and/or data source/nodes.

[0045] Embedded system—The term “embedded system”
typically refers to a computer system with a specialized,
dedicated function, which may typically be integrated down
to a few components. Examples of embedded systems may
include cell phones, PDAs, portable media players, and simi-
lar devices. As understood in this document and in U.S. Pro-
visional Patent Application No. 60/929,888, filed Jul. 16,
2007 from which the present application claims priority, the
combination of a host device and a wireless communications
module may be viewed as an embedded system.

[0046] However, for purposes of the present invention, the
term “embedded system” may also be construed more
broadly, and be viewed as synonymous with the term “wire-
less device” as defined above. The term “embedded system”
may therefore encompass, for example, a general purpose
computer, such as a personal computer, either without or in
combination with the wireless communications module dis-
cussed further below.

[0047] WiFi—The term “WiFi”, as used herein, may refer
both to technologies which are based on the IEEE 802.11
communications protocol, and also more generally to tech-
nologies which employ communications protocols which
may have substantial elements in common with the 802.11
protocol. The 802.11 protocols include the 802.11a, 802.11b,
and 802.11g protocols, as well as other related protocols
which may currently be under development or may be forth-
coming in the future, and which are specified in IEEE docu-
ments as is known to persons skilled in the relevant arts. The
pertinent IEEE standards for 802.11a, 802.11b, and 802.11g
as of the filing date of this application are incorporated herein
by reference as if the entire text were reproduced below.

3. EXEMPLARY NETWORK ENVIRONMENT

[0048] FIG. 1 illustrates an exemplary wireless network
environment 100. In practical application, exemplary net-
work environment 100 may be any kind of public or private
space which is designed for wireless network access, for
example, for access to a WiFi network. Such environments
may include, for example and without limitation, offices,
airports, train stations, factories, internet cafés, any outdoor
environment configured for wireless capabilities (such as any
outdoor environment providing cellular phone support), and
similar environments.

[0049] Exemplary environment 100 may include one or
more wireless devices 110 configured for user access to wire-
less networks. FIG. 1 illustrates an exemplary wireless device
110 which may, for example, be a WiFi enabled mobile com-
munications device including, for example and without limi-
tation, a personal digital assistant (PDA), a laptop computer
with built-in WiFi or a WiFi card, a portable music player, a
wireless television receiver, a cell phone, or one of many
kinds of similar wireless devices. Other examples of wireless
devices 110 may include various kinds of portable medical
monitoring and reporting devices, a variety of portable com-
munications devices used in law enforcement and/or military
applications, location determination devices (such as those
associated with the Global Positioning System (GPS)), and a
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variety of wireless technologies which may be used in various
industrial and enterprise contexts for such purposes as inven-
tory tracking and monitoring.

[0050] A wireless device 110 may contain within, or have
attached to it, a wireless communications module (not illus-
trated), or may have a port or card slot configured to access a
wireless communications module, such module being dis-
cussed below in greater detail in conjunction with FIG. 2
below.

[0051] Network environment 100 may also contain one or
more access points (APs) 120 configured to transmit and
receive network information, and which are typically also
configured to support a plurality of wireless devices 110. As
noted above, examples of APs may include WiFiAPs, cellular
towers used in cell phone networks and other wireless appli-
cations, and similar distribution points for wireless signals.
[0052] Network environment 100 may support one or more
networks 130 which provide data to APs 120 for broadcast,
and which also receive data from wireless devices 110 via
APs 120. Persons skilled in the relevant arts will recognize
that various hardware, not illustrated, may be required to
support network activities in network environment 100. Such
hardware may include but is not limited to network servers,
authentication servers, routers, modems, and various kinds of
radio frequency (RF) equipment. Persons skilled in the rel-
evant arts will further recognize that in some cases hardware
associated with networks 130 may be substantially collocated
with APs 120. In other cases, hardware associated with net-
works 130 may be remote from APs 120 and linked to APs
120 via cabling such as electrical cables or fiber optics cables.
[0053] For purposes of the present invention, networks 130
may be viewed as sources of data for wireless transmission by
APs 120 and sinks for data received at APs 120, the latter data
being received from wireless devices 110.

[0054] Exemplary network environment 100, as illustrated
in FIG. 1, may provide access to a plurality of networks, or to
aplurality of network configurations, or both. For example, a
first network, Network 1, may be linked to a first AP, AP1,
while a second Network 2 may be linked to a second AP, AP2.
A third network, Network 3, may be linked to a plurality of
APs, such as AP3.1 and AP3.2. Further, a plurality of net-
works, such as Network 4.A and Network 4.B, may be
accessed through a plurality of APs, such as AP4.1 and AP4.2.
[0055] Persons skilled in the relevant arts will recognize
that the above connections between networks 130 and APs
120 are exemplary only. In general, a given AP 120 may
provide access to a plurality of networks 130, and a given
network may be accessible via a plurality of APs 120.
[0056] It will be further apparent to persons skilled in the
relevant arts that between various APs 120, what may vary
may be not only the available networks 130, but also the
quality of service. Quality of service factors for a network
connection may include the speed of network connection, the
security level of network connection, the types of services
supported by a network connection, the connection reliability
and bandwidth guarantees, and other factors which may
affect the nature and quality of the network connection avail-
able to a user of a wireless device 110.

[0057] The above-named network connection factors may
also vary depending not only on the particular AP, but also
depending on variable factors within the network environ-
ment. For example, movement of objects within a network
environment can affect the link quality. In addition, factors
entirely external to the network environment may affect net-
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work connections. For example, a given network may tem-
porarily go offline for a variety of reasons (for example, due to
power failures, disruptions in communications lines, network
server crashes, problems with intermediary or linking net-
works, deliberate electronic network attacks, etc.), only to
become available again at a later time.

[0058] As aresult, for a user in network environment 100,
both networks 130 and the quality of network connections
available to the user’s wireless device 110 may vary over
time, and may also vary as the user physically moves through
the network environment 100. The user may have preferences
among various network connections, with various priorities
regarding those preferences. Consequently, it is desirable that
wireless device 110 be capable of adapting to a network
environment which changes over time, and moreover wherein
the nature and quality of network connections may change as
the user moves through the environment.

4. OVERVIEW

[0059] According to embodiments of the present invention,
power consumption of a wireless communications device,
such as the exemplary wireless device of FIG. 1 (element 110)
and FIG. 2 (discussed below), can be lowered by distributing
management functions between a host module with a primary
processor and a wireless communications module with a sec-
ondary processor. In an embodiment, the wireless communi-
cations module may perform network discovery and connec-
tion management functions. Offloading these tasks from the
primary processor of the host module to the secondary pro-
cessor of the wireless communications module can be used to
lower power consumption. In particular, the host module may
use alower power mode or be turned off altogether for periods
oftime, resulting in lower overall system power consumption.
[0060] In addition, when network discovery and connec-
tion management functions are offloaded to a wireless com-
munications module, the wireless communications module
can be configured to assist the host module with power man-
agement functions. In particular, the wireless communica-
tions module can assist the host module in making power
management decisions regarding system components,
including a host bus controller and/or a communications port
controller at the wireless communications module itself. For
example, the wireless communications module can assist the
host module to make power management decisions when no
network is discovered, when no data is available (excluding
management packets), and in the smart adaptive scan mode
(described below).

[0061] Further, offloading network discovery and connec-
tion management functions to the wireless communications
module allows higher-level applications running on the pri-
mary processor to quickly switch between networks, when
necessary. In an embodiment, a “background scan” is used at
the wireless communications module even when the system is
associated with a network, so that the overall system (that is,
the wireless device) always has full awareness of all available
network connections.

5. EXEMPLARY WIRELESS HOST AND
EXEMPLARY WIRELESS COMMUNICATIONS
MODULE

[0062] FIG. 2 is a block diagram of an exemplary wireless
device 110, which may for example be a WiFi device or a
WiFi enabled device, a Bluetooth or Bluetooth enabled
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device, a cell phone, or other wireless device. Exemplary
wireless device 110 may comprise an exemplary host device
205 and an exemplary wireless communications module 230
which may also be known as exemplary dongle 230. Host 205
and wireless communications module 230 are coupled by an
exemplary bus 225. Bus 225 enables signal and data commu-
nications between host 205 and wireless communications
module 230. Host 205 and wireless communications module
230 may also be coupled by an exemplary general purpose
input/output (GPIO) connection 227, which may use less
power than bus 225, and possibly provide slower data com-
munications rates than bus 225. GPIO 227 may be used,
among other purposes, for enabling a wake-up or power-up
signal from wireless communications module 230 to host 205
and/or bus 225 and vice-versa, if any of host 205, wireless
communications module 230, and/or bus 225 have been pre-
viously powered-down.

[0063] Host 205 and wireless communications module 230
may be structurally contained in a surrounding exemplary
case 270. Case 270 may also include any number of ports,
buttons, control devices, or other user-interface elements, not
illustrated. Exemplary wireless device 110 also includes an
exemplary antenna 265, which may be either interior to or
exterior to case 270.

[0064] Exemplary host 205 includes an exemplary host
central processing unit (CPU) 210. Host 205 further com-
prises an exemplary host bus controller 215. Bus controller
215 controls electronics necessary for communications over
bus 225. For example, host bus controller 215 may be a
controller fora USB port, SDIO port, a PCI bus, or similar bus
or connector.

[0065] Host 205 may also comprise any number of addi-
tional chips, elements, or components schematically repre-
sented as elements 220. Host CPU 210 may perform any
number of tasks pertaining to the general purpose or general
operations of wireless device 110. For example, for a cell
phone, host CPU 210 may perform tasks related to digital
signal processing and other management tasks related to
sending and receiving a telephone call. For a general purpose
laptop computer, host CPU 210 may perform all the tasks
necessary to support software operations and the running of
programs on the laptop computer. For a specialized wireless
device 110, such as a portable music player, host CPU 210
may have additional special operations to support such tasks
as the playback of music.

[0066] In a wireless device 110 which does not have a
wireless communications module 230 that provides and man-
ages wireless network connectivity (to various degrees), host
CPU 210 may be further configured to support a variety of
high level communications tasks. For example, host CPU 210
may be configured to support those tasks which are typically
associated with media access control (MAC) operations in a
communications device. A disadvantage of such a configura-
tion is that it may consume substantial bandwidth or substan-
tial resources on host CPU 210 to support such communica-
tions tasks. As a consequence, host CPU 210 may draw
substantial power in order to support those communications
tasks. Further, by supporting communication tasks on host
CPU 210, the performance of host CPU 210 may be degraded
with respect to other tasks which are to be performed by host
CPU 210.

[0067] The present system and method addresses this
potential drain on the resources on the host CPU 210 by
introducing a wireless communications module, such as
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exemplary wireless communications module 230. As already
indicated, wireless communications module 230 is coupled to
host CPU 205 via bus 225. Wireless communications module
230 may include such elements as an exemplary media access
control (MAC) element 245, an exemplary memory 240, an
exemplary input/output device such as exemplary USB/SDIO
device 235, and an exemplary clock 255.

[0068] These various exemplary components (MAC 245,
memory 240, USB/SDIO device 235, and clock 255) are
coupled to each other as necessary in order to support the
operations of wireless communications module 230. The con-
nections or couplings between these components as illus-
trated in FIG. 2 are exemplary only, and other couplings are
possible. In some embodiments of the present system and
method, MAC 245, memory 240, USB/SDIO device 235, and
clock 255 may be on separate integrated circuits (ICs). In
some embodiments of the present system and method, some
or all components of wireless communications module 230
may actually be on a single chip or single IC.

[0069] In some embodiments of the present system and
method, MAC 245 may be a dedicated MAC chip or chips. In
other embodiments of the present system and method, MAC
245 may actually be implemented via a general purpose cen-
tral processing unit (CPU) 250. CPU 250 may be referred to
as “dongle CPU 250 or “wireless communications module
CPU 250”. In such an embodiment, dongle CPU 250 may be
configured to operate as a MAC 245 via instructions stored in
memory 240. In particular, management communications
tasks discussed in further detail below in this document may
be encapsulated in an application or application software
referred to as exemplary management application 258.
[0070] Management application 258 is illustrated in FIG. 2
with a dotted-line bubble, representing its role as software.
Persons skilled in the relevant arts will recognize that man-
agement application 258 may be implemented via dedicated
hardware, via firmware, and/or via software, and may be
embodied and implemented via one or more of MAC 245,
dongle CPU 250, and/or memory 240, along with possibly
other components. Management application 258 may be
implemented as a computer program product implemented on
a computer readable medium that causes dongle CPU 250 to
implement various instructions.

[0071] Persons skilled in the relevant arts will recognize
that in many wireless applications, the MAC functionality is
partitioned between an upper MAC and a lower MAC. In an
embodiment, many of the operations and features of manage-
ment application 258 of the present system and method would
be implemented or supported via an upper MAC, but in some
embodiments some or all features may be implemented, or
supported in part or in whole, via a lower MAC as well. In the
remainder of this document it will be indicated only that
features of the present system and method are implemented
via MAC 245, which may in turn be implemented in part or
whole via dongle CPU 250, it being understood that the
partition of specific features or operations between an upper
MAC and a lower MAC may be implementation dependent.
[0072] In an embodiment of the present system and
method, MAC 245 or dongle CPU 250 are specifically con-
figured to be electronics which draws less power than host
CPU 210 ofhost 205. For example, in one embodiment of the
present system and method, dongle CPU 250 may be imple-
mented with a microprocessor which is less complex or has a
simpler architecture than host CPU 210. For example, dongle
CPU 250 may be smaller in physical size, have fewer transis-

Jan. 22, 2009

tors, have smaller on-board cache memory and/or fewer
cache levels, have fewer pipelines, have a narrower internal
bus width, have fewer microprocessor cores, or have other
architectural and design differences as compared with host
CPU 210. The different architecture results in overall reduced
power consumption for dongle CPU 250 as compared with
host CPU 210 based on suitable comparisons (for example, a
comparison of the power consumed by each CPU when per-
forming the same, substantially similar, or analogous pro-
cessing tasks).

[0073] Inanalternative embodiment, dongle CPU 250 may
be the same or substantially similar in complexity or archi-
tecture to host CPU 210, but dongle CPU 250 may be run at
a slower clock speed than host CPU 210 while still enabling
dongle CPU 250 to fully and effectively perform all tasks
required of dongle CPU 250. In an alternative embodiment,
dongle CPU 250 may use a component-level architecture (for
example, a type of transistor logic) which inherently draws
less current or less voltage than that employed by host CPU
210. In an alternative embodiment, dongle CPU 250 may
employ a combination ofthe above-indicated techniques (that
is, have a simpler architecture, run at a slower clock speed,
and/or implement a reduced current or voltage component-
level architecture) as compared with host 205 and/or host
CPU 210.

[0074] Other means of achieving reduced power consump-
tion of dongle CPU 250 or MAC 245 as compared with host
CPU 210 may be envisioned as well. As a consequence, and
apart from any other power saving features of the present
system and method, any communications operations or any
processing which is performed by wireless communications
module 230—and in particular those operations performed
by MAC 245 or dongle CPU 250—will inherently draw less
power than would be drawn by host CPU 210 in performing
the same operations.

[0075] MAC/CPU 245/250 of wireless communications
module 230 is configured or is programmed to perform a
variety of high level tasks for the purpose of managing and
establishing network associations between wireless device
110 and network environment 100. As already indicated,
these features, capabilities, and related programs may be
implemented in a management application 258. The details of
some of these exemplary network connection and network
connection management operations will be described further
below in conjunction with FIGS. 3 through 7.

[0076] A further component of exemplary wireless device
110 is exemplary radio chip 260. Radio chip 260 may con-
figured to modulate outgoing wireless messages for transmis-
sion via antenna 265. Radio chip 260 may be further config-
ured to demodulate transmissions received via antenna 265.
As illustrated in FIG. 2, radio chip 260 is coupled to host 205
or to wireless communications module 230, or to both.

[0077] Persons skilled in the relevant arts will recognize
that, depending on the particular configuration of wireless
device 110, radio chip 260 may in fact be physically a part of
host 205. In an alternative embodiment radio chip 260 may be
part of wireless communications module 230. In an alterna-
tive embodiment, a first radio chip 260 may be part of host
205 and may be used by host 205 for communications when
wireless communications module 230 is not installed. How-
ever, wireless communications module 230 may have its own
radio chip 260 which may be put into use in place of or along
with radio chip 260 associated with host 205.
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[0078] In addition to its function for managing network
connections and maintaining network connections, exem-
plary wireless communications module 230 is further config-
ured to provide power management services to wireless
device 110. Wireless communications module 230 may send
power management commands or power management rec-
ommendations to host 205 via bus 225, or if bus 225 is not
available (for example, because bus 225 has been previously
powered down) then via GPIO 227. Wireless communica-
tions module 230 may be further configured to provide power
management control commands or power management rec-
ommendations to radio chip 260.

[0079] In addition, wireless communications module 230
may be configured to provide power management control to
itself. For example, if it is determined that communication
services are not required with the host module for a period of
time, wireless communications module 230 may shut down
power or reduce power to USB/SDIO device 235. Similarly,
if wireless communications services are not required for a
period of time, a MAC/CPU component 245/250 of wireless
communications module 230 may reduce power or shutoff
power for a lower MAC component of MAC 245.

6. EXEMPLARY METHODS FOR DELEGATING
COMMUNICATIONS AND RELATED POWER
MANAGEMENT

[0080] FIG. 3 illustrates an exemplary general method 300
for network connection and power management on a wireless
device 110 which employs a wireless communications mod-
ule 230 coupled with a host 205.

[0081] Method 300 starts at step 305.

[0082] At step 310 a communications task is delegated
from host 205 to wireless communications module 230. A
communications task, for example, may be a task to establish
a network connection or to establish a preferred network
connection from among a list of prioritized network connec-
tions. Detailed exemplary communications tasks are dis-
cussed later in this document.

[0083] In step 315 the delegated communications task is
received at wireless communications module 230.

[0084] At step 320 wireless communications module 230
performs the communications task. Following step 320, a
power management task 360 may be performed by wireless
communications module 230. The details of power manage-
ment task 360 are described in further detail below in con-
junction with exemplary method 400 of FIG. 4.

[0085] Atstep 325 a determination is made as to whether or
not a result or outcome of the delegated task is to be reported
back to host 205. This determination may, for example, be
based on an indication in the originally delegated task as to
whether results need to be reported from wireless communi-
cations module 230 to host 205. If results are to be reported,
then at step 355 results are reported from wireless communi-
cations module 230 to host 205. The method then continues at
step 330. If at step 325 results of the task are not to be
reported, method 300 continues directly with step 330.
[0086] At step 330 a determination is made as to whether or
not the delegated task may need to be repeated. This deter-
mination may be based on several factors. First, it may be
determined whether or not any repetition criteria were
included in the original task. For example, if the task is to
establish a network connection, the task may further comprise
the detailed steps of searching for a suitable network connec-
tion and then establishing the network connection. If the
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network has not been found, it may be necessary to repeat the
task of searching for the network connection. In general, at
step 330 a determination is made as to whether the task has
any steps which may require repetition; then a further specific
determination may be made as to whether repetition is
required based on the results of performing the task or
attempting to perform the task.

[0087] In one embodiment, if no repetition of the task is
necessary, step 330 may continue with step 360 which may
entail determining whether or not power management actions
are required by wireless communications module 230. If
power management actions are required, they are performed
atstep 360. The details of the power management task 360 are
described in further detail below in conjunction with exem-
plary method 400 of FIG. 4.

[0088] In an alternative embodiment, even if a repetition of
the task is necessary, step 330 may still be followed by power
management step 360, as well as by step 335 (determine if
task frequency is to be adjusted) and possibly step 340 (adjust
task frequency) discussed below.

[0089] Ifin step 330 it is determined that a task needs to be
repeated, method 300 continues with step 335.

[0090] At step 335 a determination is made as to whether
the task repetition frequency should be adjusted. Some tasks
may have associated with them a repetition frequency
wherein, depending on the outcome of the task, the frequency
of the task should be repeated or the frequency of the task
should be reduced. The frequency in question is a frequency
in time at which a task should be performed. (It is not a
frequency associated with a repetition of a cycle of an electro-
magnetic wave.)

[0091] If in step 335 it is determined there is no need to
adjust the repetition frequency, then method 300 continues by
returning to step 320 where the communications task is per-
formed again. If at step 335 it is determined that an adjustment
needs to be made to the repetition frequency, then a suitable
adjustment is made at step 340. For example, a timer which
determines the timing between repetitions of the delegated
task may be adjusted to establish the new repetition fre-
quency.

[0092] Method 300 has a second beginning path starting at
step 305. In the second path, method 300 may continue with
step 345.

[0093] In step 345, wireless communications module 230
detects a task-related change in network environment 100.
Step 345 may continue with step 350. As a result of the
task-related change, at step 350 a communications task is
restarted. Method 300 then continues with step 320, which
entails performing the communications task at wireless com-
munications module 230.

[0094] Further in response to detecting a task-related
change in the network environment at step 345, method 300
may continue with power management step 360. Power man-
agement step 360 is discussed further below in conjunction
with method 400 of FIG. 4.

[0095] Finally, as a result of a detected change in network
environment 100, step 345 may continue with step 355, which
may report the change to the host 205.

[0096] As discussed above, step 330 determines whether a
communications task is to be repeated. If the determination is
that no repetition is needed, then step 330 continues with step
360 of power management. If in step 330, if it is determined
that repetition is needed, then in a first embodiment step 330
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continues with step 335 (related to task frequency, as dis-
cussed above), and does not continue with step 360.

[0097] Inanalternative embodiment, even ifatstep 330 itis
determined that repetition of the communications task is
required (entailing a continuation to step 335), step 330 may
also continue with step 360 of dongle power management.
Following step 330, step 360 of dongle power management
may be performed before step 335, or step 360 may be per-
formed substantially concurrently with step 335, or step 360
may be performed after step 335.

[0098] In one embodiment of the present system and
method, step 335 of determining whether to adjust task rep-
etition frequency, and possibly step 340 of adjusting task
repetition frequency, may occur independently of step 360 of
power management.

[0099] In an alternative embodiment, specific decisions
involved in steps 335/340 (pertaining to task repetition fre-
quency), and specific decisions involved in step 360 (of power
management) may be linked. In the latter embodiment, and as
will be recognized by persons skilled in the relevant arts,
necessary code, data, and/or operational logic may be shared
between steps 335/340 and step 360 to achieve both suitable
task repetition frequency and power management. As an
exemplary case, a decision to reduce power consumption may
entail, in whole or in part, a decision to reduce a frequency at
which a task is repeated.

[0100] In exemplary method 300 as illustrated in FIG. 3,
links from various steps (such as steps 345, 320 and 330) to
power management step 360 are illustrated with dotted lines.
These dotted lines indicate that there may be a variety of paths
to power management step 360, some of which may be
optional, and that other paths may be employed in the alter-
native to or in addition to those shown. Persons skilled in the
relevant arts will appreciate that, depending on the nature of a
particular task or depending on the nature of a detected
change in network environment 100, power management may
be initiated at any number of points during a particular
method or process. Thus, the steps illustrated leading to
power management step 360 are exemplary only.

[0101] Persons skilled in the relevant arts will further
appreciate that in general the steps illustrated for method 300
are exemplary. Fewer steps, additional steps or steps per-
formed in a different order may still be substantially within
the scope and spirit of the present system and method.
[0102] FIG. 4 illustrates an exemplary method 400 for
power management by a wireless communications module
230 which may regulate, control, or recommend power activi-
ties both for itself and for a host module 205.

[0103] Inmethod 400, steps 345 and 320/330, already dis-
cussed above in conjunction with method 300, are repeated as
possible starting points. (Steps 320 and 330 are combined into
one element in method 400, as they both represent perfor-
mance of a communications task or possible performance of
a communications task, which may be followed by a power
management task 360.) Referring back to FIG. 3, in step 345
a task-related change in the network environment is detected.
In step 320 a communications task is performed by wireless
communications module 230. From either step 320 or step
345, method 400 continues with step 360, the step of power
management, of method 300. As discussed above, in one
embodiment of the present system and method, even if at step
330 it is determined that repetition of the communications
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task is required (entailing a continuation to step 335), step 330
may also continue with step 360 of dongle power manage-
ment.

[0104] As shown in FIGS. 3 and 4, the decision as to
whether to evaluate power considerations after each repeti-
tion of a communications task is illustrated as being step 425
of method 400 in FIG. 4. However, persons skilled in the
relevant arts will recognize that this is exemplary only, and
that such a decision could be incorporated as an element of
method 300 of FIG. 3, or could be distributed in a variety of
ways across methods 300 and 400.

[0105] Specific, exemplary component steps within step
360 are described immediately below.

[0106] Starting with step 345 as an entry point into step
360, at step 345 a task-related change in the network environ-
ment is detected. For example, a change may be detected
wherein a preferred network connection is not found or
wherein no network connection is detectable, or a change
may be found in which a network connection has become
available after a period of time when no network connection
was previously available. In any of these cases, it may be
desirable to either decrease or stop power being supplied to
certain system components, or to increase or start power
delivery to certain system components.

[0107] Step 345 may be followed by step 410. At step 410
a determination is made as to whether the detection task was
a one time only task which has been completed. If the detec-
tion task has been completed the method continues with step
415.

[0108] At step 415 a determination is made as to whether a
power recommendation should be made or whether a power
policy should be implemented. The exact decision will
depend upon a specific task and a specific environmental
change. For example, if the task is to detect that no network
connection is available after a period of time in which there
has been a network connection available, the power policy or
power recommendation may be to power down certain chips
which support communications tasks. Similarly, if a determi-
nation is made that a network connection is now available
after a period of time when a network connection was not
available, the power policy or power recommendation may be
to deliver power or increase power delivery to certain com-
ponents which perform certain communications task.

[0109] Similarly, a decision as to whether wireless commu-
nications module 230 will only recommend a power policy to
host CPU 210, or whether on the other hand wireless com-
munications module 230 will actively implement a power
policy, may depend on how wireless communications module
230 has been previously configured, either for a recommen-
dation role or for an active power management role.

[0110] Ifin step 415 itis determined that it is appropriate to
make or implement a power recommendation, the method
continues with step 420. At step 420 a recommendation or
command is sent from wireless communications module 230
to host device 205 to implement or recommend a power
recommendation.

[0111] For example, wireless communications module 230
may discover that a network connection is not currently avail-
able. In that event, a recommendation may be sent from
wireless communications module 230 to host device 205 to
implement a policy to enter a sleep mode or otherwise reduce
power consumption, due to the lack of network availability
and consequent lack of need for data processing. Or, for
example, it may be that a network connection has not been
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available for some past period of time, but a network connec-
tion is now currently found by wireless communications
module 230. In that event, a recommendation may be sent
from wireless communications module 230 to host device
205 to implement a policy to enter a wake mode or otherwise
increase power consumption, in preparation for processing of
network data by host device 205.

[0112] Ifatstep 415 a determination is made that no power
policy should be recommended or implemented then the
method stops at step 435.

[0113] Returning to step 410, if the detection task is not a
one time only task, the method may continue at step 425. At
step 425 a determination is made as to whether power policy
should be evaluated after each repetition of a detection cycle.
This assumes that there is a task for environmental monitor-
ing which is repeated more than once, and further that at the
conclusion of each repetition some detection may be made of
a change in the network environment.

[0114] If at step 425 power policy is to be evaluated after
each repetition of the detection task, then the method contin-
ues with step 415. As described above, step 415 and following
steps entail a determination as to whether a power recommen-
dation should be made or power policy implemented, depend-
ing on a specific detected condition of the environment.
[0115] Returning to step 425, if it is determined that a
power policy or power recommendation should not be evalu-
ated after each repetition of a task, then the method continues
at step 430. At step 430 a determination is made as to whether
the repeated task is completed. In other words, a determina-
tion is made as to whether or not the task which is to be
repeated has been repeated for the final time. If the task has
been completed for the final time (for example, if a final
monitoring has been done of the environmental condition),
then the method continues at step 415, already described
above.

[0116] If at step 430 the repeated task is not completed
(meaning that there are additional repetitions of the task to
perform), then the method continues at either step 345 (again
detecting a task-related change in the network environment)
or at step 320 (performing a communication task at wireless
communications module 230).

[0117] As noted above, method 400 may also start at step
320, which entails performing a communication task at wire-
less communications module 230. Following step 320, power
management or power recommendations may commence
either at step 410 (which entails determining if the task is a
one time only task and has been completed); or power man-
agement or power recommendations may commence at deci-
sion step 425 (where a determination is made as to whether to
consider power management or power recommendations
after each repetition of the task).

[0118] As already described in detail above, steps 410, 425
and 430 all entail determinations as to whether a task is
completed or whether a repeated task is completed; and also,
possibly, determinations as to whether power management or
power recommendations should be considered after each rep-
etition of a repeated task. If determinations are made in the
affirmative for any of steps 410, 425 or 430, the method
continues with step 415. In step 415 a determination is made
depending on the specifics of the task at hand as to whether to
make a power policy recommendation, or to implement a
power policy.

[0119] In some embodiments, environmental detection,
task performance, and power management may occur at sub-
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stantially the same time, and the order of steps described
above with regards to exemplary methods 300 and 400 may
not be followed exactly, or may be modified. For example, a
wireless communications module 230 may detect at that it is
in the vicinity of an AP 120 which is delivering a high pow-
ered signal. A task-related action may be to associate with the
high-power signal AP, and a further task-related action may
be to reduce the power consumed by a radio chip 260 (for
example, by lowering a level of signal amplification required
of the chip), or to recommend a reduction in the power
required by radio chip 260. These tasks could be performed
even when the 802.11 wireless device is already associated to
an existing AP.

[0120] The exact order in which such steps as association
and power reduction may occur may depend on a specific
detected condition, a specific connection task, and the spe-
cific power-related requirements associated with the detected
condition and/or the connection task. It is to be understood,
then, that the order of steps described above in conjunction
with methods 300 and 400 is exemplary only. The same steps
or similar steps may be performed in a different order, within
the scope and spirit of the present system and method.

7. EXEMPLARY PROCESSES FOR NETWORK
SCANNING AND ASSOCIATION

[0121] FIG. 5 is a flowchart of an exemplary method 500
for network scanning and association according to an
embodiment of the present invention. A preferred network
scan includes scanning for networks 130 from a list of pre-
ferred networks, where the list of preferred networks may be
defined or configured by the host module. Exemplary method
500 is performed by wireless communications module 230.
[0122] Exemplary method 500 starts at step 505. Method
500 may continue with either step 510 or step 515. At step
510, a search task is received by wireless communications
module 230 from host 205. The search task may include
several task elements, including for example and without
limitation:

[0123] a request to search for a network 130;
[0124] a list of preferred networks to search for;
[0125] at least one criteria to prioritize among the net-

works in the list of preferred networks;

[0126] additional (for example, secondary, tertiary) cri-
teria to prioritize among the networks in the list of net-
works.

[0127] In an embodiment, the list of preferred networks
may include a number of networks listed in order of prefer-
ence, so that the criteria for prioritizing the networks is simply
the order in which the networks are presented in the list.
[0128] Inan alternative embodiment, other priority criteria
may be used. For example, it may be preferred to seek a
network 130 with a strongest signal strength, or a network 130
with a highest connection speed, or a network 130 which
supports a certain type of data connection (for example, a
cellular network which supports both Web and voice access
may be preferred over a cellular network which supports only
voice access). It may also be preferred to seek a network 130
supported by a particular network vendor. Other priority cri-
teria may be used as well.

[0129] The search task may include additional elements as
well. For example, the search task may include a request to
scan the radio frequency (RF) environment for certain con-
ditions (for example, certain kinds of packets, or for clear



US 2009/0022068 Al

channels). The data so obtained may be used, for instance, as
part of establishing a priority among networks in the list of
networks.
[0130] Alternatively, at step 515, wireless communications
module 230 may determine that a previous network associa-
tion is no longer available (in other words, that a previously
established network connection has been lost). Therefore, it
may be necessary to begin a new network scan based on the
same task elements received in a previous search task.
[0131] Step 518 entails initiating a directed scan for a pre-
ferred network from the list of networks. For example, step
518 may entail initiating a directed scan for a given network
identifier, such as a Service Set Identifier (SSID), from the list
of preferred network identifiers.
[0132] Step 520 includes determining whether the end of
the list of preferred networks has been reached. If the end of
the list has not been reached, step 525 includes continuing the
directed scan for a given network identifier (such as a Service
Set Identifier (SSID)) from the list of preferred networks.
[0133] At the end of the directed scan in step 525, step 530
includes checking whether or not a network 130 has been
found. If no network 130 has been found, the process returns
to step 520. Otherwise, if a network 130 has been found, the
process proceeds to step 535, which includes sending a mes-
sage to host 205 to notify host 205 of the discovered network
130, before returning to step 520.
[0134] Step 535 may also include adding the found network
130 to a list of found networks maintained in memory 240 of
wireless communications module 230. In this way, once the
search is completed, wireless communications module 230
will have a list of all preferred networks found during the
search.
[0135] On other the hand, if in step 520 the end of the list of
preferred networks has been reached, the process proceeds to
step 540. Step 540 includes checking whether or not a net-
work 130 has been found after having processed the entire list
of preferred networks. If no network 130 has been found, the
process proceeds to step 545, which includes setting a timer to
schedule a future network scan. (This is discussed further
below, in conjunction with FIG. 7.) However, if one or more
networks have been found, the process proceeds to step 548.
[0136] Step 548 includes selecting a network 130 to asso-
ciate with (from the one or more discovered networks) based
on switching criteria. The switching criteria may include:

[0137] the priority criteria received in the search task in

step 510; and
[0138] pre-defined rules to control the switching of the
system between networks 130.

[0139] The pre-defined rules may pertain to any number of
factors including, for example and without limitation: the
quality or speed of the available network connections, avail-
able battery power, historical information on the quality of
network connections, connection security level, and other
factors. Such rules may be defined in whole or in part by rules
built into a non-volatile memory 240 of wireless communi-
cations module 230, rules defined by a user, system adminis-
trator, or other person associated with host 205, rules defined
by driver software of wireless communications module 230,
and by other rule sources as well.
[0140] Step 550 includes checking whether or not an auto-
connect feature is enabled. If auto-connect is enabled, in step
555 wireless communications module 230 automatically
associates wireless device 110 with the selected network 130,
before sending a message to host 205 in step 560. On the other
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hand, if auto-connect is not enabled, in step 550 wireless
communications module 230 sends a message to host 205.
Host 205 may then decide whether to associate with the
selected network 130 or not.

[0141] Invarious embodiments of method 500, and consis-
tent with the description already provided above in conjunc-
tion with methods 300 and 400, wireless communications
module 230 may be configured to initiate power management
operations 360 at any of several points during the implemen-
tation of method 500. (This is graphically illustrated in FIG.
5 by the use of dotted line connectors between various steps of
method 500 and step 360.)

[0142] For example, at either step 530 or step 540 (both
entailing network discovery determination), if a network is
not found or if a network connection is not active, a decision
may be made to power down or reduce power to certain
elements of host 205 or wireless communications module
230. Similarly, if at either step 530 or step 540 a network is
found, or a dormant network connection becomes active, a
decision may be made to restore power or increase power to
certain elements of host 205 or wireless communications
module 230. Decision factors may include, for example and
without limitation, the amount of time that has elapsed with-
out finding a preferred network, the number of repetitions of
the network search process, whether available packets in the
network environment are data packets or management pack-
ets, a received power level (such as a received signal strength
indication, or RSSI) of an available network, and other factors
as well. Similarly, power management operations 360 may be
associated with or triggered by step 555, which entails initi-
ating an association between wireless device 110 and a net-
work 130.

[0143] While power management operations 360 are illus-
trated as being possibly associated with steps 530, 540, and/or
555 of method 500, in some embodiments power manage-
ment operations 360 may not be associated with these steps,
or with only one or two of these steps, or may be associated
with other steps in the alternative or in addition to steps 530,
540, and/or 555.

[0144] FIG. 6 is a flowchart of an exemplary method 600
for background network scanning and association according
to an embodiment of the present invention. A background
scan may be used by a management application 258 at wire-
less communications module 230 to continue to scan for
networks even when wireless device 110 is associated with a
network 130. This allows management application 258 to
automatically switch between networks 130 based on switch-
ing criteria (for example, the ordered preference list, other
network preference criteria, signal strength, link speed, net-
work, security, and/or other criteria) set by host 205. Further,
this allows management application 258 to report to host 205
the availability of networks 130 (both from within or outside
the preferred list of networks) or the disappearance of net-
works 130 from the preferred list, thereby enabling host 130
to make intelligent network association decisions.

[0145] Certain steps of exemplary method 600 are the same
or similar to steps of exemplary method 500 described above.
They are repeated here to provide context. However, some
details which are described above in conjunction with exem-
plary method 500, and which remain applicable to method
600, have nonetheless been omitted for brevity.

[0146] Exemplary method 600 starts at step 505. Method
600 continues with step 510, where a search task is received
by wireless communications module 230 from host 205. The
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search task may include several task elements, including for
example and without limitation:

[0147] arequest to search for a network 130;
[0148] a list of preferred networks to search for;
[0149] at least one criteria to prioritize among the net-

works in the list of preferred networks;

[0150] additional (for example, secondary, tertiary) cri-
teria to prioritize among the networks in the list of net-
works;

[0151] anindication, flag, or similar data element to indi-
cate whether or not auto-switching is enabled (auto-
switching is discussed further below in conjunction with
step 610);

[0152] anindication, flag, or similar data element to indi-
cate whether or not auto-connect is enabled (auto-con-
nect is discussed further below in conjunction with step
635).

[0153] The search task may include other elements as well,
as described above in conjunction with exemplary method
500 of FIG. 5.

[0154] Step 518 entails initiating a directed scan for a pre-
ferred network from the list of preferred networks.

[0155] Step 520 includes determining whether the end of
the list of preferred networks has been reached. If the end of
the list has not been reached, step 525 includes continuing the
directed scan for a given network identifier from the list of
preferred networks.

[0156] At the end of the directed scan in step 525, step 530
includes checking whether or not a network 130 has been
found. If no network 130 has been found, method 600 returns
to step 520. Otherwise, if a network 130 has been found,
method 600 proceeds to step 535, which includes sending a
message to host 205 to notify host 205 of the discovered
network 130, before returning to step 520.

[0157] Step 535 may also include adding the found network
130 to a list of found networks maintained in memory 240 of
wireless communications module 230. In this way, once the
search is completed, wireless communications module 230
will have a list of all preferred networks found during the
search.

[0158] Returning to step 520, if in step 520 the end of the
list of preferred networks has been reached, method 600
proceeds to step 540.

[0159] Step 540 includes checking whether or not a net-
work 130 has been found after having processed the entire list
of preferred networks. If no network 130 has been found,
method 600 proceeds to step 545, which includes setting a
timer to schedule a future network scan. (This is discussed
further below, in conjunction with FI1G. 7.)

[0160] However, if at step 540 one or more networks have
been found, method 600 proceeds to step 610. Step 610
includes determining whether or not auto-switching is
enabled.

[0161] If in step 610 auto-switching is enabled, wireless
communications module 230 may automatically terminate
the present network association, if any, and establish a new
network association, without further intervention from host
205. Method 600 may therefore proceed to step 625, which
includes re-assessing the network association based on the
switching criteria.

[0162] Step 625 includes selecting a network 130 to asso-
ciate with (from the one or more discovered networks) based
on switching criteria. The switching criteria may include the
priority criteria received in the search task in step 510, and
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pre-defined rules to control the switching of the system
between networks 130. Additional aspects of the switching
criteria were discussed above in relation to method 500 (in
conjunction with FIG. 5).

[0163] Subsequent to step 625, step 630 may include start-
ing an association between wireless device 110 and a pre-
ferred discovered network 230, where the association is
established by wireless communications module 230. In step
630 wireless communications module 230 automatically
associates wireless device 110 with the selected network 130,
before sending a message to host 205 in step 640. Step 640
may be followed by step 645, discussed further below.
[0164] Returning to step 625, it is possible that in step 625
when the network association is re-evaluated, it is found that
the current association is also the preferred association. In this
case, the current network association will be maintained at
step 630. A message may still be sent at step 640 to host 205
to signal maintenance of the present association. In an alter-
native embodiment, a message is not sent.

[0165] Returning to step 610, if auto-switching is not
enabled, method 600 proceeds to step 615, which includes
determining whether or not wireless system 110 is currently
associated with a network. If wireless system 110 is associ-
ated with a network, method 600 continues directly with step
645, a reporting-only step discussed further below. Since
auto-switching is not enabled, wireless communications
module 230 may not autonomously terminate a current net-
work connection or establish a new network connection.
[0166] Ifin step 615 wireless system 110 is not associated
with a network, method 600 proceeds to step 620, which
includes selecting a preferred network to associate with (from
the one or more discovered networks) based on switching
criteria. The details of the switching criteria and associated
rules have already been discussed above, and the discussion
will not be repeated here.

[0167] Subsequentto step 620, step 635 includes determin-
ing whether or not auto-connect is enabled. If auto-connect is
enabled, method 600 proceeds to step 630. In step 630 wire-
less communications module 230 automatically associates
wireless device 110 with the selected preferred network 130,
before sending a message to host 205 in step 640.

[0168] Onthe other hand, if in step 635 auto-connect is not
enabled, in step 640 wireless communications module 230
sends a message to host 205. Host 205 may then decide
whether to associate with the selected network 130 or not.
Step 640 may be followed by step 645.

[0169] In step 645, wireless communications module 230
may collect results of network monitoring, which may
include both monitoring for preferred networks and addi-
tional network monitoring, and report the results in an event
message or event messages to host 205.

[0170] Invarious embodiments of method 600, and consis-
tent with the description already provided above in conjunc-
tion with methods 300, 400, and 500, wireless communica-
tions module 230 may be configured to initiate power
management operations 360 at any of several points during
the implementation of method 600. (This is graphically illus-
trated in FIG. 6 by the use of dotted line connectors between
various steps of method 600 and step 360.)

[0171] For example, at either step 530 or step 540 (both
entailing network discovery determination), if a network is
not found or if a network connection is not active, a decision
may be made to power down or reduce power to certain
elements of host 205 or wireless communications module
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230. Similarly, if at either step 530 or step 540 a network is
found or a dormant network connection becomes active, a
decision may be made to restore power or increase power to
certain elements of host 205 or wireless communications
module 230. Decision factors may include, for example and
without limitation, the amount of time that has elapsed with-
out finding a preferred network, the number of repetitions of
the network search process, whether available packets in the
network environment are data packets or management pack-
ets, a received power level (such as a received signal strength
indication, or RSSI) of an available network, and other factors
as well. Similarly, power management operations 360 may be
associated with or triggered by step 630, which entails initi-
ating an association between wireless device 110 and a net-
work 130.

[0172] While power management operations 360 are illus-
trated as being possibly associated with steps 530, 540, and/or
630 of method 500, in some embodiments power manage-
ment operations 360 may not be associated with these steps,
or with only one or two of these steps, or may be associated
with other steps in the alternative or in addition to steps 530,
540, and/or 630.

[0173] Persons skilled in the relevant arts will recognize
that the steps described in methods 500 and 600 are exem-
plary. In some embodiments, additional steps or alternative
steps may be employed to implement the present system and
method of network connection management, network back-
ground scanning, and associated power management. In addi-
tion, some steps may be performed in a different order or
omitted altogether without departing from the spirit and
scope of the present invention.

[0174] According to further embodiments of the present
invention, the management application at wireless communi-
cations module 230 enables an adaptive scanning algorithm,
which may enables wireless system 110 to conserve energy.
In a scanning algorithm embodiment 700, illustrated in FIG.
7, adaptive scanning algorithm 700 includes performing
directed network scans according to adaptively variable fre-
quencies. (The term “frequency”, as used in the present con-
text, refers to a “frequency in time” of performing a step or
action pertaining to network scanning, and not “frequency” as
a “measure of repetitions of cycles of a radio wave”.)

[0175] For example, as shown in FI1G. 7, network scanning
may begin by performing a directed network scan, which may
entail sending out a probe 725 and scanning for a network
response 735. If no network response is received, the probe/
scan activity 725/735 may be repeated after a time interval T1
has elapsed from the first probe/scan 725/735. If no response
is received, this sequence may be repeated multiple times,
each with a time interval T1 between the start of probe/scan
725/735 events.

[0176] Inanembodiment, a directed network scan 710 may
include scanning through the entire preferred network list
once. In an alternative embodiment, a directed network scan
may entail scanning through the entire preferred network list
two times, or a specified number of times. Assuming no
network response is received, this sequence, with time inter-
vals T1 between probe scan events, may be repeated over a
total time interval spanning a time duration X 710.1, in order
to perform one or more directed network scans.

[0177] If no probe response is received at the end of time
duration X, the scan frequency for directed scan 710 is
decreased such that a directed scan or directed scans are
performed according to a scanning interval T2, where T2 is
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larger than T1. As a result, directed scan or directed scans
710.2 may require a total time duration Y, where Y is longer
than X. Because the probe/scan events 725/735 are less fre-
quent, less power is consumed per unit time, which may result
in a more extended battery life.

[0178] Similarly, if no probe response is received at the end
of time duration 'Y, a larger scanning interval T3 is used for a
subsequent time duration, where T3 is greater than T2. As a
result, directed scan or directed scans 710.3 may require a
total time duration Z, where Z is longer than Y. Because the
probe/scan events 725/735 are again less frequent than
before, less power is consumed per unit time, which may
result in a more extended battery life.

[0179] In an further embodiment, wireless communica-
tions module 230 can enter a minimum power consumption
(MPC) mode at the end of time duration Z, for example. An
MPC mode may entail, for example, shutting down all wire-
less communications, probes, and scanning for some
extended period of time. An MPC mode may entail reducing
power consumption on wireless communications module
230, on the host device 205 (as controlled in whole or in part
by wireless communications module 230), or both.

[0180] In an embodiment, an MPC mode may entail auto-
matically “waking” the system at infrequent intervals for an
additional round of network probing/scanning.

8. FURTHER EMBODIMENTS, FEATURES, AND
ADVANTAGES

[0181] Further features and advantages according to
embodiments of the present invention will now be described.
[0182] Embodiments of the present invention include a
method to configure network settings within wireless com-
munications module 230. For example, this includes config-
uring a number of preferred network settings. In an embodi-
ment, preferred network settings include full support for
several security types, including, for example, Open, WEP,
WPA, and WPA2 encryption.

[0183] Further, configuration of preferred network settings
can be performed using configurable parameters, where net-
work specifications may contain meta-specifications to cover
more than one particular network. These preferred network
settings may be delegated to wireless communications mod-
ule 230, for example at step 310 of exemplary method 300
(see FIG. 3 above), and received by wireless communications
module 230, for example at steps 315 of exemplary method
300, or at step 510 of exemplary methods 500 and 600 (see
FIGS. 3, 5, and 6, respectively).

[0184] Configuration may further include selecting
between an auto-connect and a manual mode. In the manual
mode, upon network discovery, the wireless communications
module 230 communicates events to host 205, which decides
based on the events whether to associate with a network 130
or not. In the auto-connect mode, wireless communications
module 230 automatically associates with a preferred net-
work 130 upon discovery. In addition, the auto-connect mode
may provide the ability to dynamically control behavior after
connecting to an existing network.

[0185] As already discussed above in conjunction with
method 700 (FIG. 7), configuration features include the abil-
ity to set a network scan frequency by wireless communica-
tions module 230. This includes providing configurable tim-
ing values to control the network scan frequency by the
wireless communications module 230. In an embodiment, the
timing values are adaptively configurable based on at least
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one of load on dongle CPU 250 of wireless communications
module 230, probe responses received, and beacons received.
[0186] As already noted above (for example, in conjunction
with method 600, FIG. 6), embodiments of the present inven-
tion further provide a mechanism that allows background
network scanning by wireless communications module 230
even when the system is associated with a network. The
mechanism can be configured to stop or continue scanning
after network association. Embodiments further provide the
ability to perform active scans (sending out probes) and pas-
sive scans (only listening for data packets and/or management
packets).

[0187] Another feature according to embodiments of the
present invention includes automatic network switching by
wireless communications module 230 based on configurable
parameters, including for example signal strength. Embodi-
ments of the present invention further provide an event filter-
ing mechanism, which determines what events are reported to
host module 205 from the wireless communications module
230. This allows greater control of how much and when a host
module needs to intervene, resulting in reduced host software
complexity, reduced host memory space and CPU require-
ments, and reduced bus traffic, all resulting in reduced power
consumption of the overall system. In an embodiment, event
reporting to host module 205 is independent of whether or not
the wireless device 110 is associated with a network 130.

9. EXEMPLARY API

[0188] In the following, an exemplary communication
interface between host module 205 and wireless communi-
cations module 230 is described. The communication inter-
face includes a host/dongle Application Programming Inter-
face (API). Example function calls and events used by the
host module and the dongle module are described below.
[0189] Set_Preferred_Scanlist: This is a function which
may be used by host module 230 to set the preferred network
scan list and other global parameters at wireless communica-
tions module 230. The function allows host 205 to control the
behavior of management application 258 at wireless commu-
nications module 230. Global data members of the function
include:

[0190] Number of items in the list—The number of pre-
ferred networks to scan for in the preferred network scan
list.

[0191] Scan frequency—The scan frequency of the man-
agement application in scanning for the preferred net-
works.

[0192] Enable adaptive scanning—This is used to
enable/disable adaptive scanning (discussed above in
conjunction with method 700, FIG. 7).

[0193] Adaptive duration ‘X’—This is used to set the
time duration X (refer to the description of FIG. 7
above).

[0194] Adaptive duration ‘Y’—This is used to set the
time duration Y (refer to the description of FIG. 7
above).

[0195] Adaptive duration ‘Z’—This is used to set the
time duration Z (refer to the description of FIG. 7
above).

[0196] Adaptive interval “T1’—This is used to set the
scanning interval T1 (refer to the description of FIG. 7
above).
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[0197] Adaptive interval ‘T2’—This is used to set the
scanning interval T2 (refer to the description of FIG. 7
above).

[0198] Adaptive interval ‘T3’—This is used to set the
scanning interval T3 (refer to the description of FIG. 7
above).

[0199] Enable background scan—This is used to enable/
disable background scanning.

[0200] Enable auto network switching—This is used to
enable/disable auto-switching. As described above,
when enabled, this allows wireless communications
module 230 to automatically switch to a more preferred
network based on switching criteria.

[0201] Switching criteria—This is used to specify
switching criteria based on which wireless communica-
tions module 230 performs auto-switching. Switching
criteria may include ordered list, numerical network pri-
orities, signal strength, connection speed, preferred pro-
vider, data packet content criteria, security-type criteria,
or other criteria.

[0202] ‘No data’ duration—This is used to set the time
duration that the wireless communications module 230
waits for before sending an event to host 205 to indicate
that no data is being received.

[0203] Global event mask—This is used to specify the
type of events to report to the host 205 for networks
found through background scanning, which are not part
of the preferred list.

[0204] SSID—This is used to specify the SSID of a
network that the host is interested in associating with.
Regular expressions are identified by escape sequences
> and “?°, as all octets from O to 255 are allowed to
appear in 32 bytes, as per standard.

[0205] Security Settings—This is used to indicate the
security settings that are required to authenticate a given
SSID.

[0206] Band—This is used to specify the band to use in
a multi-band configuration.

[0207] Channels—This is a string used to indicate the
channels to search within for a given SSID. A null string
indicates searching within all channels.

[0208] Auto-connect—This is used to enable/disable
auto-connect. As described above, this determines
whether or not the management application automati-
cally associates with a network from the preferred net-
work list.

[0209] Event mask—This is used to specify the type of
events to send to the host 205 upon finding a particular
network from the preferred network list.

[0210] Events used by the wireless communications mod-
ule 230 include:

[0211] No_Network_Found—This is an event sent from
the management application to host 205 to indicate its inabil-
ity to find any of the networks in the preferred network list.
[0212] No_Data—This is an event sent from the manage-
ment application to the host 205 to indicate that it has not
received data from the radio card for a specified time period
(the time period is specified by the host 205).

[0213] Network_Found—This is an event sent from the
management application to the host 205 to indicate the avail-
ability of a network from the preferred network list.

[0214] Network_Lost—This is an event sent from the man-
agement application to the host 205 to indicate the disappear-
ing of a network from the preferred network list.
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[0215] According to embodiments of the present invention,
several power management functions can be implemented
based on the above described functions and events. For
example, when the host 205 receives a ‘no network found’ or
a ‘no data available’ event from the wireless communications
module 230, host 205 can instruct the wireless communica-
tions module 230 through out-of-band GPIO 227 to shut
down its bus device (e.g., USB/SDIO Device in FIG. 2). The
host 205 can further shut down its own bus controller. Sub-
sequently, when any of the bus devices (host bus controller
215 or wireless communications module bus device 235)
wants to communicate over the bus 225, it uses the out-of-
band GPIO 227 to indicate this desire to communicate to the
other side and to wake up the bus.

10. CONCLUSION

[0216] As will be appreciated by persons skilled in the
relevant art(s), the system(s) and method(s) described here
represent only one possible embodiment of the present inven-
tion. Many of the elements described herein could, in alter-
native embodiments of the present invention, be configured
differently within the scope and spirit of the present inven-
tion. In addition, additional elements, or a different organiza-
tion of the various elements, could still implement the overall
effect and intent of the present system and method. Therefore,
the scope of the present invention is not limited by the above
disclosure and detailed embodiments described therein, but
rather is determined by the scope of the appended claims.

What is claimed is:

1. In a communications system comprising a host and a
wireless communications module coupled to said host, a
method for network discovery and connection management
comprising:

delegating from a processor of said host a communications
task, wherein said communications task comprises at
least one of:

a task to automate an establishment of a network con-
nection;

a task to optimize a network connection; and

a task to report on a network environment;

receiving at said wireless communications module said
communications task; and

performing at said wireless communications module said
communications task.

2. The method of claim 1, wherein said task further com-

prises:

a list comprising:

a plurality of alternative networks; and
a criteria for prioritizing said networks;

a second task to search said network environment for at
least an available network of said plurality of networks;
and

a third task to establish said network connection with a
highest priority network of said at least an available
network, wherein said highest priority network of said at
least an available network is a preferred network.

3. The method of claim 2, further comprising:

receiving said task at said wireless communications mod-
ule;

searching said network environment via said wireless com-
munications module for said preferred network; and

establishing via said wireless communications module
said connection with said preferred network.
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4. The method of claim 1, further comprising performing
said communications task at said wireless communications
module in parallel with maintaining an existing network con-
nection via said wireless communications module.

5. The method of claim 4, further comprising:

defining in said communications task a preferred network

connection; and

monitoring said network environment for said preferred

network connection while maintaining said existing net-
work connection.

6. The method of claim 5, further comprising switching
said network connection to said preferred network upon a
detection of said preferred network.

7. The method of claim 1, further comprising delegating
from the processor of said host a communications task of
determining at least one of a communications event or a
communications status.

8. The method of claim 7, wherein said at least one of said
communications status or said communications event com-
prises at least one of:

an existing network connection is found;

said existing network is not found

a preferred network is found;

said preferred network is not found;

a data packet is found;

said data packet is not found;

a management packet is found; or

said management packet is not found.

9. The method of claim 7, further comprising signaling the
host with the at least one of the communications status or the
communications event.

10. The method of claim 1, further comprising periodically
performing said communications task.

11. The method of claim 10, further comprising adjusting a
timing between repetitions of said periodic communications
task.

12. The method of claim 11, further comprising adjusting
said timing in conformance with a detected condition of said
network environment.

13. The method of claim 12, further comprising adjusting
said timing in conformance with a detection that a current
network connection is not found and a preferred network
connection is not found.

14. The method of claim 1, further comprising:

defining in said communications task a specified network

condition; and

notifying said host module when said specified condition is

detected by said wireless communications module.

15. The method of claim 1, further comprising:

defining in said communications task a specified network

condition and a specified response; and

automatically performing said specified response by said

wireless communications module when said specified
network condition is detected by said wireless commu-
nications module.

16. The method of claim 1, further comprising configuring
said wireless communications module to store a data pertain-
ing to a detected condition of said network environment.

17. The method of claim 1, further comprising:

defining in said communications task a network condition

filter criteria; and

reporting from said wireless communications module to

said host a detected network condition which conforms
to said filter criteria.
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18. The method of claim 1, further comprising:

configuring said wireless communications module to rec-

ognize a network condition not requiring support from
said host; and
in response to said network condition sending a power-
consumption reduction command from said wireless
communications module to at least one of said host, a
processor of said host, a bus of said host, and a radio chip
associated with said host.
19. A system for media access control, said system receiv-
ing a delegated communications task from a host device,
comprising:
a media access control (MAC) device constructed and
arranged to receive said delegated communications task;

said MAC device further constructed and arranged to man-
age a process of network discovery and network connec-
tion management according to said delegated commu-
nications task, said delegated communications task
comprising at least one of:

a task to automate an establishment of a network connec-

tion;

a task to optimize a network connection; and

a task to report on a network environment.

20. The system of claim 19, wherein said MAC device
comprises a processor and a memory in communication with
said processor, said memory storing a plurality of processing
instructions for directing the processor to manage the net-
work environment according to said delegated communica-
tions task.

21. The system of claim 19, wherein said MAC device is
constructed and arranged to consume less power to perform
said communications task than a power required by a proces-
sor of said host device to perform said communications task.

22. The system of claim 19, wherein said MAC device is
further constructed and arranged to perform said delegated
communications task in parallel with maintaining an existing
network connection.

23. The system of claim 19, wherein said MAC device is
further constructed and arranged to periodically perform said
communications task.

24. The system of claim 19, wherein said MAC device is
further constructed and arranged to adjust a timing between
repetitions of said periodic communications task in conform-
ance with a detected condition of said network environment.

25. The system of claim 19, wherein:

said host device comprises at least one of a processor, a

radio chip, and a bus; and

said MAC device is configured and arranged that upon a

determination of a lack of network connectivity said
MAC device issues a sleep command to at least one of
said processor, said radio chip, or said bus.

26. A system for media access control, comprising:

ahost module constructed and arranged to delegate a com-

munications task; and

a media access control (MAC) device coupled to said host

module;

said MAC device constructed and arranged to receive said

delegated communications task;

said MAC device further constructed and arranged to man-

age a process of network discovery and network connec-
tion management according to said delegated commu-
nications task;
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wherein said host module switches to a low power mode
after offloading said delegated communications task to
said MAC device.

27. The system of claim 26, wherein said host module
comprises a first processor, wherein said MAC device is
constructed and arranged to consume less power to perform
said communications task compared to a power required by
said first processor to perform said communications task.

28. In a communications system comprising a host and a
wireless communications module coupled to said host, a
method for network discovery and connection management
comprising:

delegating from a processor of said host a communications

task, wherein said communications task comprises at

least one of:

a task to automate an establishment of a connection to a
preferred network;

a task to detect a preferred network; and

a task to automatically switch a network connection to a
preferred network;

receiving at said wireless communications module said

communications task; and

performing at said wireless communications module said

communications task.

29. In a communications system comprising a host and a
wireless communications module coupled to said host, a
method for network discovery and connection management
comprising:

delegating from a processor of said host a communications

task;

receiving at said wireless communications module said

communications task; and

performing at said wireless communications module said

communications task.

30. The method of claim 29, wherein the step of delegating
the communications task from the processor of the host com-
munications module comprises at least one of:

delegating a task to automate an establishment of a network

connection;

delegating a task to optimize a network connection; and

delegating a task to report on a network environment.

31. The method of claim 29, wherein the step of delegating
the communications task from the processor of the host com-
munications module comprises at least one of:

delegating a task to automate an establishment of a con-

nection to a preferred network;

delegating a task to detect a preferred network; and

delegating a task to automatically switch a network con-

nection to a preferred network.
32. A system for media access control, said system receiv-
ing a delegated communications task from a host device,
comprising:
a media access control (MAC) device constructed and
arranged to receive said delegated communications task;

said MAC device further constructed and arranged to man-
age a process of network discovery and network connec-
tion management according to said delegated commu-
nications task.



